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11 - HIPAA Training Policy

12 - PHI Uses and Disclosures Policy

13 - Patient Rights Policy

14 - Privacy Complaints Policy

15 - Risk Management Process Policy

16 - Risk Analysis Policy

17 - Risk Management implementation Policy

18 - Sanction Policy

19 - Information Systems Activity Review Policy
20 - Assignment of Security Responsibility Policy
21 - Authorization and Supervision Policy and Procedures
22 - Workforce Clearance Policy and Procedures
23 - Access Termination Policy and Procedures
24 - Access Authorization Policy

25 - Access Establishment and Modification Policy
26 - Security Reminders Policy

27 - Malware Protection Policy

28 - Log-In Monitoring Policy

29 - Password Management Policy

30 - Policy on Security Incident Procedures

31 - Data Backup Plan

32 - Disaster Recovery Plan

33 - Emergency Mode Operations Plan

34 - Policy on Testing and Revision of Contingency and Emergency Plans
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35 - Policy on Data and Applications Criticality Analyses
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37 - Business Associates Policy
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39 - Facility Security Plan and Policy
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40- Information Access Control and Validation Procedures
41 - Facility Security Maintenance Records Policy
42 - Workstation Use Policy

43 - Workstation Security Policy

44 - Media Disposal Policy

45 - Media Re-Use Policy

46 - Hardware and Media Accountability Policy
47 - Data Backup and Storage Policy

48 - Unique User 1.D. Policy

49 - Emergency Access Procedures

50 - Automatic Log-Off Policy

51 - Encryption and Decryption Policy

52 - Audit Controls Policy

53 - Data Integrity Controls Policy

54 - Person or Entity Authentication Policy

55 - Data Integrity Controls Procedures
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Effective Date:
Last Revised:

General HIPAA Compliance Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this General HIPAA Compliance Policy in order to recognize
the requirement to comply with the Heaith Insurance Portability and Accountability Act of 1996
(“HIPAA"), as amended by the HITECH Act of 2009 (ARRA Title XIII}. We a%so Fecognize our
responsibility to protect individually identifiable health information under the'fegulations implementing
HIPAA, other federal and state laws protecting the confidentiality of personal information, and under
general, professional ethics.

This Policy governs overall HIPAA compliance for CITY, a Hyb
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. D
this Policy is an important part of the responsibifities:

Officers, agents, employees, contractors, temporary worker _q‘d:;voiunteers must read, understand and

comply with this Policy.

Assumptions

0 CITY hereby recognizes:its:status as

S of CITY hereby recognize their status as HEALTH

0

a ust comply with HIPAA and the HIPAA-
lmplementl  the requirements of Sections 164,104, 164.306,
and HITECH lon:l: .

0 Compliance wit! HIP: 'is mandatory and faiture to comply can bring severe sanctions and

penalties; -
Q Compllance with HIPAA wil strengthen our non-HIPAA compliance obligations, and in fact, wilt
sypport and stréngthen our non-HIPAA compiiance requirements and efforts.

CITY to become and to remain in full compliance with all the requirements of

Q Itis the Policy of CITY to fully document all HIPAA compliance-related activities and efforts, in
accordance with our Documentation Policy. [Policy No. 3]

o Al HIPAA compliance-related documentation will be managed and maintained for a minimum of
six years from the date of creation or last revision, whichever is later, in accordance with CITYS'
Document Retention Policy. [Policy No. 4]

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policies and Procedures Policy
Introduction

CITY OF LOS ANGELES ("CITY"} has adopted this Policies and Procedures Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We aiso recognize quriresponsibility to protect
individually ldentifiable health information under the regulations implemen 1g-HIPAA, other federal and
state laws protecting the confidentiality of personal information, and u jeneral, professional ethics.

fures for CITY, a Hybrid

“All personnel of CITY must comply with this Policy. Demon ed competence in t

: aguirements of
this Policy is an important part of the responsibilities of v ry member of the workfor

Officers, agents, employees, contractors, temporary
comply with this Policy.

iunteers must read, understand and

Assumptions

Procedures. g
0O Good business pr ctices and ‘general business ethics call for the creation and implementation of
clear and reasonable Policies and Procedures
D The Poficies and Procedures c ated and :mpiemented by CITY should provide clear guadance to
all workforce Tigmbers: d

FCITY to create and implement appropriate Policies and Procedures as required
‘ Jested by good business practices and general business ethics.

dures shall be updated and amended as needed or as required by law.
rocedures shall be distributed to, or made otherwise available to, the entire

1 All Policies and Procedures shall be regularly maintained and secured, and coples shall be stored
offsite with other important business records for safekeeping.

o All members of the workforce are required to read, understand, and comply with this and all
other Policies and Procedures created and implemented by CITY.

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy, [See
Policy No. 18]
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Documentation Policy

Introduction

CITY QF LOS ANGELES (“CITY") has adapted this Decumentation Policy in order to recognize the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of 2009
(ARRA Title XIIT). We also recognize our responsibility to protect individually identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional ethi

e
d ta HIPAA compliance for
ponent part of CITY.

This Pohcy governs the creation, use, and mamtenance of documents £z

comply with this Policy.

Assumptions

a CITY hereby recognizes its status a
o CITY must comply with HIPAA and
decumentation at § 16
among others.

entzng o tilations concerned with
(13D, and § 16453003 )( 1)),

Policy

must be created and maintained in written form, which may
bcymeﬂtation

' entataon must be forwarded, used, apphed filed, or stored in
I, ”gﬁiother policies and procedures created and implemented by CITY,

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipling, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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HIPAA Documentation Retention Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this HIPAA Documentation Retention Policy to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH
Act of 2009 (ARRA Tite XIII). We alsc recognize our responsibility to protectdndividually identifiable
health information under the regufations implementing HIPAA, other fed d state [aws protecting the
confidentiality of personal information, and under general, professional_ﬁe

This Policy governs HIPAA documentation retention for CITY, a Hybr

s.well as each and every
designated Health Care Component part of CITY. whe

All personnel of CITY must comply with this Policy. Demon:
this Policy is an important part of the responsibilities

Officers, agents, employees, contractors, temporary '
comply with this Policy.

Assumptions

Q CITY must comply with HIPAA and thjé HIPAA implementing regulations concerned with
documentation retention at § 164.316 and § 164.530(j), among others,
O Proper and Iawful retentnon of HIPAA-r ated documentation is both a requirement under HIPAA

years from the date of its creation or modifi cation, or the date when it was last in effect,
“'whichever is fater:”

Compliance 'ab’ Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who viclate this Policy
are subject to discipline, up to and including termination In accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Documentation Availability Policy
Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Documentation Availability Policy to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect :nduv:dually identifiable health
information under the regulations implementing HIPAA, other federal and “laws protecting the
confidentiality of personal information, and under general, professiona

This Policy governs the availability of HIPAA-related documentatior brid Entity, as well as
each and every designated Health Care Component part of C

Al personnel of CITY must comply with this Policy. Demoris
this Policy is an important part of the respons;blllttes of every member of the workforce::

Officers, agents, employees, contractors, temporary wcrkers and -volunteers must read, understand and
comply with this Policy.

Assumptions

o CITY must comply with HIPAA and t
availability of HIPAA
§ 164.316, § 164

PAA implementing regulations concerned with the
71N accordance with the requirements at § 164.310,

Policy

o It is the Policy of (:m to make all HIPAA-related documentation available to those persons
ementing the Policies and/or Procedures to which such documentation

on shall be distributed 'or made otherwise available to all workforce
_ffected by the documentat:on

olicies, or Procedures unless they have been given access to such

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Palicy No. 18]
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Documentation Updating Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Documentation Updating Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 (“HIPAA™), as amended by the HITECH
Act of 2009 (ARRA Title XIII). We also recognize our responsibility to protect:individually identifiable
health information under the regulations implementing HIPAA, other federakind state laws protecting the
confidentiality of personal information, and under general, professional ¢

This Policy governs the updating and maintenance of HIPAA-relatedidocumentation for CITY, a Hybrid
Entity, as well as each and every designated Health Care Component part of CITY:

All personnel of CITY must comply with this Policy. Demoris! rated competence in e.
this Policy is an important part of the responsibilities of evely member of the workforce:+

Officers, agents, employees, contractors, temporary teers must read, understand and

comply with this Policy,

Assumptions

a CITY must comply with HIPAA and the

updating of HIPAA-related documentatio

§ 164, 316 § 164, 5380), among others
t

D

a

Policy

t Is the Policy of GETY to review all HIPAA-related documentation periodically, and update such

ocumentation as needed, in response to environmental or operation changes affecting the

privacy or security of individually identiflable health information.

0O Reviews of HIPAA-related documentation shall be made pericdically, but at least every [TBD]
months for the purposes of this Policy.

O Reviews 3nd updates of HIPAA-related documentation that occur as a result of this Policy shall
be made by CITY'S designated Privacy Officer or HIPAA Officer.

a Reviews and updates of HIPAA-related documentation that occur as a result of this Policy shall
be documented according to CITY’S Documentation Policy. [Policy No. 3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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HHS HIPAA Investigations Policy
Introduction

CITY OF LOS ANGELES (“*CITY") has adopted this HHS HIPAA Investigations Policy to comply with the
Heaith Insurance Portability and Accountability Act of 1996 (“HIPAA™), as amended by the HITECH Act of
2009 {ARRA Title XIII). We also recognize our responsibility to protect individisally identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of persenal information, and under general, professional &

This Policy governs responses to and activities during HIPAA-related if
Department of Health and Human Services ("HHS"), or its designees, that invol
as well as each and every designated Health Care Component part of CITY.

s conducted by the U.S.
ITY, a Hybrid Entity,

All personnel of CITY must comply with this Policy. Demiénstrated competence in the requirements of
this Policy is an important part of the responsibilities.of gvery member:of the workforce.

Officars, agents, employees, contractors, temporary workers
comply with this Policy.

wvolunteers must read, understand and

Assumptions

O CITY hereby recognizes its status as a"HY

O  The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY.

o CITY and its HEALTH CARE COMPONENTS must comply with HIPAA and the HIPAA-
implementing regulatn)ns concemed wrth_ HIPAA-related lnvestlgatlons by HHS, in accordance
with the require

o Itis the Policy of CITY to provide all documentation or assistance required by law in connection
with any HIPAA-related investigations conducted by HHS.
o Workforce members who are designated to assist with HIPAA-related investigations conducted
by HHS must adhere to the following:
o Whenever a HHS investigation is discovered, the following persons must be immediately netiffed:
o Attorneys (HIPAA counsel AND local counsel, if different)
Executive Management
Privacy Officer
Security Officer
Compliance Officer
o Health Information Management Department and/or the Custodian of Records
0O Cooperate, but do not volunteer information or records that are not requested.

o]
o]
o]
(o]
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o Ask for the official government agency-issued identification of the investigators (Business cards
are NOT official identification); write down their names, office addresses, telephone numbers, fax
numbers and e-mail addresses. If investigators cannot produce acceptable 1.D., calt legal
counsel

0 Have at least one, if not two witnesses available o testify as to your requests and their
responses.

0 Ask for the name and telephone number of the lead investigator's supervisor, but only if, in your
judgment, his/her demeanor indicates that you can ask such a question without engendering
“hard feelings.” Under NO circumstances should you take any act yn-to escalate tensions, except
if you genuinely doubt the identity or authority of the investiga

o Determine if there are any law enforcement personnel present

investigators, State Prosecutor investigators, etc.}. If law:

then the investigation is likely a criminal one, with mu

FBI, US Attorney

a
etsubject matter of the investigatio_n, or
tigators to verify that they are seeking
0
‘as soon as possible after the Incident; these
sumrnaries shou{ i e and date of the event, the time and date that the
summaries s signature.
0 Send staff urmg this first mvestlgation encounter. There is no

coples..of_ any search warrants andfor entry and mspectlon orders
copies of any complaints

a list of patients they are interested in

a list of documents/xtems selzed

O Don't offer food (coffee, if already prepared, and water, if already available, is ok). Don'’t do
anything that could be construed as a “bribe” or a “kickback” to induce favorable treatment, such
as offering to buy the investigators lunch.

0 Don't be “chatty.” Only tell investigators what you are required by law to tell them. Answer
direct questions fully and to the best of your ability. Always defer to the advice of legal counsel if
you are unsure of what or how much to say.
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Compliance and Enforcement
All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy

are subject to discipline up to and including termination In accordance with CITY'S Sanction Policy. [See
Palicy No. 18]
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Breach Notification Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Breach Notification Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 (*"HIPAA™), as amended by the HITECH Act of
2009 (ARRA). We also recognize our responsibility to protect individually identifiable health information
under the regulations implementing HIPAA, other federal and state laws protecting the confidentiality of
personal information, and under general, professional ethics.

This Policy governs consumer notifications of breaches of individua fiable health information for

CITY, a Hybrid Entity, as well as each and every designated Hea}

All personnel of CITY must comply with this Policy. Demonst
this Policy is an important part of the responsibilities of eve  member of the work )

Officers, agents, employees, contractors, temporary w rs, and volunteers must rea

comply with this Policy.

erstand, and

Assumptions

a
(1 The designated HEA by recognize their status as HEALTH
CARE COMPONENT, in*the HIPAA reguiations.
a 5 comply with HIPAA and the HIPAA implementing
isumers, the media, and the Secretary of the
("HHS") about breaches of individually
identifiable hea h.the requirements at Sections 164.400 to
164. 414
]
D_:
| | nsume ﬁabout breaches of individually identifiable heatth information
ness and reputation.
a
Policy

o Itis the Policy of CITY to provide timely notifications to affected (patients and/or) consumers
about breaches of individually identifiable health information.

0 Model Breach Notification letters or emails shall be developed and prepared to be used as
needed.

2 It is the Policy of CITY to timely provide:




Policy Number: 8 (cont.)
Effective Date:
Last Revised: 8-11-13

o Notice to patients alerting them to breaches “without unreasonable delay”, but no later
than 60 days after discovery of the breach.

o A breach is treated as "“discovered” as of the first day it is known or, by
exercising reasonable diligence would have been known to the CITY, HEALTH
CARE COMPONENT or their business associates.

o Notice to CITY by Business Associates ("BAs”) when BA discovers a breach “without
unreasonable delay” and not later than 60 days after discovery of the breach.

o Notice to the Secretary of HHS and prominent media outlets about breaches inveolving

more than 500 patient records.

Notice to next of kin about breaches involving patients wh

CFR 164.412 e g
0 An acquisition, access, use or dlsc!osure of PHI ina manner not permltted under the
HIPAA regulations (i.e. the Privacy Rule) is. gresum id to be a breach unless the
covered entity (CITY HEALTH CARE COMPON] business associate) demonstrates
that there is a low probability £ 1 compromised based upon a risk

o Nature and extent the P

likelihood or re-identific
o Whether the person(s) invol
o Whether the actually

compromises of individually identifiable health mformatuon — whether secured or unsecured — to
the designated HIPAA Officer.or Privacy: Officer “without unreasonable delay” and not later
than 60 days after d;scovery of the’ breach

and investigations shall be thoroughly and timely documented in
umentation Policy. {See Policy No. 3]

Compliance and Enforcement
All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy

are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No, 18]
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Breach Notification Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Breach Notification Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 (“"HIPAA™), as aménded by the HITECH Act of
2009 (ARRA). We also recognize our responsibility to protect individually i fiable health information
under the regulations implementing HIPAA, other federal and state la ecting the confidentiality of
personal information, and under general, professional ethics. ‘

Officers, agents, employees, contractors, temporary work d volunteers must read, understand, and

comply with this Policy.

Assumptions

a CITY hereby reco
O The designated
CARE COMPON

TS of CITY hereby recognize their status as HEALTH

nitions contained in the HIPAA regulations.

ust comply with HIPAA and the HIPAA implementing

; consumers about breaches of individually identifiable
-accordance withrthe requirements at Sections 164.400 to 164.414.

o Compliance with’ HIPAA s breach notification requirements is mandatory and failure to comply can
bring severe sanctions and penalties.

2  Timely notifications to consumers about breaches of individually identifiable health information
can help reduce or prevent identity theft and fraud,

to consumers about breaches of individually identifiable health information

usiness and reputation.

nsecured” (unencrypted or not destroyed) protected health information

ach notification requirements.

o Itis the Policy of CITY to provide timely notifications to affected (patients and/or) consumers
about breaches of individually identifiable health information.
O Model Breach Netification letters or emails shai be developed and prepared to be used as
needed.
0 It Is the Policy of CITY o timely provide:
o Nuotice fo patients alerting them to breaches “without unreascnable delay”, but no later
than 60 days after discovery of the breach,
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o Notlce to CITY by Business Associates ("BAs”) when BA discovers a breach.

o Notice to the Secretary of HHS and prominent media outlets about breaches involving
more than 500 patient records.

o Notice to next of kin about breaches involving patients who are deceased.

o Notices to include what happened, the details of the breached unsecure PHI, steps to
help mitigate harm to the patient, and the CE's response.

o Annual notice to the secretary of HHS 60 days before the end. of the calendar year about
unsecure PHI breaches involving fewer than 500 patient regaords.

a  When a security or privacy Incident occurs that may be a “breachZifider HIPAA regulations, the
designated HIPAA Officer or Privacy Officer will perform a risk; ment to determine whether
there is significant risk of harm to the individual(s) whose RHI was: ropriately disclosed or
compromised. The following questions must be accurately.addresse he risk analysis:

o Did the breach or compromise invoive “unseg ed” protected health.information?

o In whose hands did the PHI land?

o Can the information disclosed cause sug Eﬁcant risk of financial, reputational, or other
harm to the individual?

o Was mitigation possible? For example can you obtam forensic proof that a stolen laptop
computer's data were not accessed?

O Business Associates of CITY are required to |mmed1ately report all breaches, losses, or
compromises of lndiwduaiiy |dentlf iable health informaticn — whether secured or unsecured — to

Compliance and Enforcement

All managers and supervisors afe responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipling up to and mciudmg termination in accordance with CITY'S Sanction Policy. [See




Procedure Number: 8
Effective Date:
Last Revised:

Breach Notification Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEXT HERE]




Procedure Number: 8

tffective Date:

Last Revised:

Breach Notification Policy

DEPARTMENT:

PRIVACY/SECURITY QFFICER:

JOB CLASSIFICATIONS INVOLVED:




Page |
45 CFR 164.400

B

) LexisNexis

1 of 1 DOCUMENT

LEXISNEXIS' CODE OF FEDERAL REGULATIONS
Copyright {c} 2013, by Matthew Bender & Company, a member
of the LexisNexis Group. All rights reserved.

*¥* This section is current through the August 1, 2013 ***
#+% jssue of the Federal Register ***

TITLE 45 -~ PUBLIC WELFARE
SUBTITLE A -- DEPARTMENT OF HEALTH AND HUMAN SERVICES
SUBCHAPTER C -- ADMINISTRATIVE DATA STANDARDS AND RELATED REQUIREMENTS
PART 164 -- SECURITY AND PRIVACY
SUBPART D -- NOTIFICATION IN THE CASE OF BREACH OF UNSECURED PROTECTED HEALTH
INFORMATION

:
;
i
i
:
i

Go to the CFR Archive Directory

45 CFR 164.400

§ 164.400 Applicability.

The requirements of this subpart shall apply with respect t

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :
42 US.C 1302(a); 42 U.S.C, 1320d-1320d-9; sec. 264, Pub. L. 104-191, 110 Stat. 2033-2034 (42 U.S.C. 1320d-
2(note)); and secs. 13400-13424, Pub. L. 111-5, 123 Stat. 258-279,

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.]

NOTES APPLICABLE TO ENTIRE PART :
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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f this subpart shall apply with respect t

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART : - .
42 U.S.C. 1302(a); 42 U.S.C. 1320d-1320d-9; sec. 264, Pub. L. 104-191, 110 Stat. 2033-2034 (42 U.S.C. 1320d-
2(note)); and secs. 1340013424, Pub. L. 111-5, 123 Star. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.]

NOTES APPLICABLE TO ENTIRE PART :
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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g‘(@aﬁi‘i; eans the acqulsltxon access, use, or dxsc]osure
under subpart E of this part which gdelei s 56 thesg

ot

entity or business associate to anothcr person authonzed to access protected health information at the same covered
entity or business associate, or organized health care arrangement in which the covered entity participates, and the

information received as a result of such disclosure is not further used or disclosed in a manner not permitted under
subpart E of this part.

‘that there is aé@g‘* Sability that the protected health mformatzom;ﬁ@s
f at least the follo\mng factors:
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(n) Thegmanthorize

Eis ‘Sory who used the protected health information or to whom the disclosure was made;

ntto which thegiskito the protected health information g S“hgs%%%i%

GuEEetedsbles
‘persons through the vse of a technology or methodélo gy speci%ed by the
Siied under section 13402(h)(2) of Public Law 111-5.

ISTORY: [74 FR 42740, 42767, Aug. 24, 2009; 78 FR 5566, 5695, Jan. 25, 2013]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :

42 US.C. 1302(a); 42 U.S.C. 1320d-1320d-9; sec. 264, Pub. L., 104-191, 110 Stat, 2033-2034 (42 U.S.C. 1320d-
2(note)); and secs. 13400-13424, Pub. L. 111-5, 123 Star. 258-279.

NOTES: {EFFECTIVE DATE NOTE: 78 FR 5566, 5695, Jan. 25, 2013, Iégg’s?egth

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.]

NOTES APPLICABLE TO ENTIRE PART :
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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@%%? @i 1) General rule. A covered entity shall, following the discovery of a breach of unsecured protected
hea mformauon, notify each individual whose unsecured protected health information has been, or is reasonably
believed by the covered entity to have been, accessed, acquired, used, or disclosed as a result of such breach.

S R e
breach known or by exermsmg reasonable dlhgence would

have been

Oieve ity

Biopet: = s 4 i (’ N7 g
(a) of thls section shall mclude, to the extent poss1ble

{(A) A brief description of giliash
breach, if known;

(B) A description of theypeiirEsuradspr Qipctedihe 1A
whether fill name, social security number, date o' 1rfﬁ Thome addre:
other types of information were involved);

(C) Any gt

(D) A brief description of )

individuals, and t @r"?ﬁaga it

ST

d including the date of the breach and the date of the discovery of the
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(E) Gantac tires for individuals to ask questions or learn additional information, which shall include a
tollfree telephone number an e-mail address, Web site, or postal address.

(2) Bl
language.

{d) Lip] fots: Mgt 16ds of individual notification. The notification required by paragraph (a) of
this section shall be prov1ded in the followmg form:

dnBuage;tequiremént. The notification required by paragraph (a) of this section shall be written in plain

iThe not:ﬁcatlon may be provided in one or more mailings as information is available,

(11) i the covered ermty knows the mdlwdual is deceased and has the address of the pe;

0 elther the next of kin or personal representative of the individual. The notaﬁcatlon may be provided in one or more
mailings as information is available.

(2)M Substitute-notice. In the case in which there is insufficient or out-of-date contact information that precludes
written notification to the individual under paragraph (d){1)(i) of this section, a substitute form of}
9aicu!ated to'reach the md}wdual shall be providéd. Substitute notice need not be provided in the case in which there is
‘insufficient or out-of-date coritact information that precludes written notification to the next of kin or personal
representative of the individual under paragraph (d){1)(ii}.

(i) In the case in which there is insufficient or out-of-date contact information forgfgwe individials, then
such substitute notice may be provided by an alternative form of written notice, telephone or other means.

{ii) In the case in which there is insufficient or out-of-date contact information fiyril
such substitute notice shall;

(A) Be in the form of either aj 1§,
covered entity involved, or conspicuous notice i
individuals affected by the breach likely reside;;

{B) Include a
the individual's un

ividuglsi‘then

, the breach.
(3) Adchtlonal notice in urgent situations. In any case deemed by the covered entity to require urgency because of

Hégcnred’ protécted health. iriforfiation, the covered entity may provide information to
‘or other means, as appropriate, in addition to notice provided under paragraph (d)(1) of this

d Iﬁrotected health information may be incl

section.

HISTORY: /74 FR 42740, 42767, Aug. 24, 2009]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :

42 U.S.C 1302(a), 42 U.S.C. 1320d-1320d-9; sec. 264, Pub. L. 104-191, [0 Star. 2033-2034 (42 U.S.C. 13204-
2(note)); and secs. 13400-13424, Pub. L. 111-5, 123 Stat, 258-279.

NOTES: [EFFE!

YTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective §

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39432, July 31, 2001.]

NOTES APPLICABLE TO ENTIRE PART :

[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009 ]
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a S&?@% “For a breach of unsecured rotected health information 1nv01v1ng il f of a State or
P o ,

p tﬁcntatlon specxﬁcatlons Content of notification. The notification required by paragraph (a) of this section
shall meet the requirements of § 164.404(c).

HISTORY: /74 FR 42740, 42767, Aug. 24, 2009; 78:5Rs

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :
42 U.S.C 1302(a), 42 U.S.C. 13204-1320d-9; sec. 264, Pub. L. 104-191, 170 Stat. 2033-2034 (42 U.S.C. 1320d-
2(note)); and secs. 13400-13424, Pub. L. 111-5, /23 Stat. 258-279,

NOTES: ) #78 FR 5566, 5695, Yan. 25, 2013, revised paragraph (a), effectivefNlaEio:

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39432, July 31, 2001 ]

NOTES APPLICABLE TO ENTIRE PART :
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protected[ eal
provide the notification required by paragraph (a) of this scctmn&gaj 1]
164.404(a) and in the manner specxﬁed on the HHS Web site,

fils. For breaches of unsecured
bal R EIOE PFBLGE
sy Yoeer

sdor st 5 - ; ok pfowde the notification
requxred by paragraph (a) of this sectmn for breaches discovered durin receding calendar year, in the manner
specified on the HHS web site.

ndtwduals a covered entity

HISTORY: /74 FR 42740, 42767, Aug. 24, 2009; 78 FR 5566, 5695, Jan. 25, 2013]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :
42 U.S.C. 1302(a), 42 U.S.C 1320d-1320d-9; sec. 264, Pub. L. 104-191, 119 Stat. 2033-2034 {42 U.S.C. 1320d-
2(note)); and secs. 13400-13424, Pub. L. 111-5, /23 Stat, 258-279.

NOTES: [EFFECTIVE DATE NOTE: 78 FR 5566, 5695, lan. 25, 2013, jewisetparaess

e gc), effectivelaRaGT

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 394352, Tuly 31, 2001.]
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NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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would have been known to

i 1f the breach is Kfip Bwn, or by XEIC
ier.agént of the business

any-person, other than the person committing the breach, who 15 ang
associate (determined in accordance with the Federal common law o agen

(b), J&‘

AT
C

‘%&gﬁspegﬁ@ms Timeliness of notlﬁcatlon Except as

'ded in§ 16 412 abusmess associate

ﬁerégcovery of a breach.
(c) Impl@mmentatxgn spec1ﬁcatlgg'. Content of notxﬁcatlon (1) Themptification:

nigiEachindividial. il =_os:e unsecured protected health
y the business associate to have been, accessed, acquired, used, or

information has been or :s.g%@ggnh

disclosed during the breach.
{(2) A business associate shall provide the covered entity yit NEET
Gt,g}lrl%(ty%Xreq,\;_i;_g;:;&g.—iE}’g};inclut:le; Angigtification to.the individual tinder § 164. 404(c) at the time of the notzﬁcahon requ:red by
paragraph (a) of this section or promptly thereafter as information becomes available.

HISTORY: [74 FR 42 740, 42767, Aug. 24, 2009; 78 FR 5566, 56935, Jan. 25, 2013]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :
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2(note)); and secs. 13400-13424, Pub. L. 111-5, /23 Stat. 258-279.
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0T posting

If' a law enforcement official states to a covered entity or business associate that a :
v, a covered entity

required under this subpart would:}
or business associate shall:

(a) If the statement is inwriting and specifies the §
or posting for the time period specified by the official; or

(b) If the statement is madg
staternent, and > notification, notice, or postmg temporanly and o
;statement, unless a written statement as described in paragraph (a) of this sect

T

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]

scument the staterhent, including thesidgiitity, of the.official making the
: i1 the date of the oral-

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART !
42 US.C. 1302(a); 42 US.C. 1320d-1320d-9; sec. 264, Pub. L. 104-191, 110 Star. 2033-2034 (42 U.S.C. 1320d-
2{note)); and secs. 13400-13424, Pub. L. 111-5, 123 Stat. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBTITLE:
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A AUminiSHative requiretients and burden of proof.

(a) Administrative requirements. A covered entity is te d:'t(_) comply.with the administrative requirements of §
164.330(b), (d), (e}, (g), (h), (i}, and (j} with respect to the Tequircments of this subpart.

(b); orgaf. In the event of 4 use or dlsciosure in v1o!at10n of subpart E, the covered entity or business
20) jirired by this

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009}

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART :
42 US.C 1302(a), 42 U.S.C. 1320d-1320d-9; sec. 264, Pub. L. 104-191, 110 Stat. 2033-2034 (42 U.S.C. 13204-
2(note)); and secs. 13400-13424, Pub. L. 111-5, /23 Star. 258-279,

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.]
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Effective Date:
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Privacy-Official Policy

Introduction

CITY OF LOS ANGELES ("CITY"} has adopted this Privacy-Official Policy to co
Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended
(ARRA). We also recognize our responsibility to protect individually ident
the reqgulations implementing HIPAA, other federal and state laws prot:
personal information, and under general, professional ethics.

oly with the Health

the HITECH Act of 2009
health information under
g the confidentiality of

Officers, agents, employees, contractors, temporary wor olunteers must read, understand, and

comply with this Policy.

Assumptions

a CITY hereby recognizes its status as a HYBRID ENTITY.

3 The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY:tinder the de pitions contained in the HIPAA regulations.

* st comply with HIPAA and the HIPAA implementing

} Privacy Official, in accordance with the requirements

at§g 164.530(a 5

Po

-1t is the Policy of iCETY to designate and maintain at all times an aclive HIPAA Privacy-Offidal.
o The HIPAA Privacy-Official’s general responsibilities are to:
o Oversee all HIPAA-related compliance activities, including the development,
implementation and maintenance of appropriate privacy and security-related Policies and
Procedures,
o Conduct various risk analyses, as needed or required.
o Manage breach notification investigations, determinations, and responses, including
breach notifications.
o Develop or obtain appropriate privacy and security training for all workforce members, as
appropriate.
0 The HIPAA Privacy-Official’s potential duties may include:
o Ensure compliance with privacy practicas and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization’s workforce,
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extended workforce, and for all business associates, In cooperation with Human
Resources, the information security officer, administration, and legal counsel as
applicable.

o Maintain an accurate inventory of (1) all individuals who have access to
confidential information, including PHI, and (2) all uses and disclosures of
confidential information by any person or entity.

o Administer patient requests under HIPAA’s Patient Rights,

o Administer the progess for receiving, documenting, trackmg nivestigating, and taking
action on all complaints concerning the organization’s privacy policies and procedures in
coordination and coliaboration with other similar funct nd, when necessary, legal

counsel,

o Cooperate with HHS and its Office for Civil Rights es, and organization
officers in any compliance reviews or investig

o Work with appropriate technical personne i ial I tion from

unauthorized use or disclosure.
o Develop specific policies and proceduy
o Develop additional refevant policies, s
confi dentlai data m emails, and access

al data by telecommuters.
by the Privacy Rule

o Review all contracts under which access to confi dentlai data is given to outside entities,
bring those contracts into compliance with.the Privacy Rule, and ensure that confidential
data is adequately protected When such access fs’ granted

' procedures as necessary,

o Track pendmg legisiation regarding data privacy and if appropriate, seek to favorably
influence that legislation.

o Anticipate: patlent or consumer concerns about our use of their confidential information,

and deyveélop palicies and procedures to respond to those concerns and questions.

privacy implications of online, web-based applications.

data collected by or posted on our website(s) for privacy concerns.

rve as liaison to government agencies, industry groups and privacy activists in all

matters relating to our privacy practices.

Compliance and Enforcement

All managers and supervisors are respensible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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HIPAA State Law Preemption Policy

Introduction

CITY OF LOS ANGELES (“*CITY"} has adopted this HIPAA State Law Preemptio
Health Insurance Portability and Accountability Act of 1996 (“"HIPAA™), as a
2009 (ARRA). We also recognize our responsibility to protect individually
under the regulations implementing HIPAA, other federal and state la
personal information, and under general, professional ethics.

olicy to comply with the
ded by the HITECH Act of
flable health information
ecting the confidentiality of

This Policy governs determinations and applications of preempti’on'
Hybrid Entity, as well as each and every designated Health

; tate Law for CITY, a
Component part of CITY.

All affected personnel of CITY must comply with this Pdl

Demonstrated competen ) the
requirements of this Policy is an important part of th i

f every member of the workforce.

Officers, agents, employees, contractors, temporary wo
comply with this Policy.

volunteers must read, understand, and

Assumptions

@ CITY hereby recognizes its sfatus as a HYBRID ENTITY.

ance with the requirements at § 160.201 to §

ts state laws regarding medical or health privacy. However, state laws

ctions for confidential health data, or that provide for better access to

pt HIPAA regulations.

:Entities and Business Associates must follow both HIPAA law and state

law when possnbre.'\ If there is a conflict between the two, a preemption analysis and

~“determination must be made to assess which laws (HIPAA, state laws, or both) must be
followed,

Policy

o It is the Policy of CITY to comply, whenever possible, with both state law in the state(s) where
we aperate, as well as HIPAA law and regulations.

o It is the responsibility of the designated Privacy Official to analyze HIPAA preemption issues, in
cooperation with legal counsel, and make preemption determinations.

O The designated Privacy Offidal shall create, modify, or amend organization policies to accurately
reflect preemption determinations and provide guidance to management on HIPAA and state law
preemption issues.
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If off-the-shelf or custom preemption analyses are obtained from external sources, it is the

0
responsibility of the designated Privacy Official, in cooperation with legal counsel, to certify the
validity and accuracy of such external preemption analyses before applying those analyses to our
operations.

O The designated Privacy Official shall conduct ongoing research to monitor legislative changes in

the state(s) where we operate that could affect HIPAA preemption issues.

Compliance and Enforcement

All managers and supervisars are responsible for enforcing this Polic yees who violate this Policy
are subject to discipline up to and Including termination in accordagice with €

Policy No. 18]
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California Confidential Medical Information Act [CMIA] Compliance and
Preemption Analysis Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this California Confidential Medi:
Compliance and Preemption Analysis Policy to comply with the Health I
Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act g
recognize our responsibility to protect individually identifiable healt on under the regulations
implementing HIPAA, other federal and state laws protecting the éonfi dentiali of personal information,
and uncer general, professional ethics. To the extent compliance with the CMIA'exceeds compliance
requirements for HIPAA, compliance with the CMIA will control .

nformation Act ["CMIA"]
ce Portability and
09 (ARRA)., We also

This Policy governs determinations and applications of reemptlon of HIPAA by State Law for CITY, a
Hybrid Entity, as well as each and every designated Health Care Cor ponent part of CITY.

All affected personnel of CITY must comply with this Policy
requirements of this Policy is an important part of the responisi|

onstrated competence in the
jes of every member of the workforce,

Officers, agents, employees, contractors,

unteers must read, understand, and
comply with this Policy. :

Assumptions

o CITY hereby-recognlzes lts status as a HYBRID ENTITY.

- NTS of CITY hereby recognize their status as HEALTH

ECITY under the definitions contained in the HIPAA regulations.

-rthe CMIA as codified in , HIPAA and the HIPAA implementing

law preemptions of HIPAA reguiations, in accordance with the

160.205.

e laws regarding medical or health privacy. However, state laws

ich provide stronger protections for confidential health data, or that provide
for. better access to'data than HIPAA, will preempt HIPAA regulations.

o Generally, HIPAA Covered Entities and Business Assoclates must follow both HIPAA law and state
law when possible. If there is a conflict between the two, a preemption analysis and
determination must be made to assess which laws (HIPAA, state laws, or both) must be
followed.

Policy

o It is the Policy of CITY to comply, whenever possible, with both state law in the state(s) where
we operate, as well as HIPAA law and regulations.

o Itis the responsibility of the designated Privacy Official to analyze HIPAA preemption issues, in
cooperation with legal counsel, and make preemption determinations.
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n  The designated Privacy Official shall create, modify, or amend organization policies to accurately
reflect preemption determinations and provide guidance to management on HIPAA and state law
preemption issues.

n If off-the-shelf or custom preemption analyses are obtained from external sources, it is the
responsibility of the designated Privacy Official, in cooperation with legat counsel, to certify the

validity and accuracy of such external preemption analyses before applying those analyses te our
operations., --

o The designated Privacy Official shall conduct ongoing research to monitor legislative changes in
the state(s) where we operate that could affect HIPAA preemption-issues.
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California Confidential Medical Information Act [CMIA] Compliance and
Preemption Analysis Policy

DEPARTMENT:
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HIPAA Training Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this HIPAA Training Policy to comply with our responsibility
to comply with the Health Insurance Portability and Accountability Act of 199 ", as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to_protect individually identifiable
health information under the regulations implementing HIPAA, other nd state laws protecting the
confidentiality of personal information, and under general, professi

This Policy governs HIPAA training-refated issues for CITY, a
designated Health Care Component part of CITY.

each and every

strated competence in the_requirements of
of the workforce.

All personnel of CITY must comply with this Policy. Deth
this Policy is an important part of the responsibilities’o

Officers, agents, employees, contractors, temporary wor
comply with this Policy.

volunteers must read, understand, and

Assumptions

o CITY hereby recognizes its status as a HYBRID ENTITY.
O The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY.under the def 'trons contamed in the HIPAA regulatlons

d, mb;natlon with appropriate HIPAA awareness resgurces,
the likelihoed of breaches of confidential information and HIPAA

1t:is.the Policy of€ITY to provide clear and complete HIPAA training to all members of the
workforce, mc%ucﬁmg officers, agents, employees, contractors, temporary workers, and
volunteers,

O HIPAA training, at minimum, shall include the basics of HIPAA itself; the basics of HIPAA's
privacy and security requirements and restrictions; and a review of relevant and appropriate
Internal Policles and Procedures related to HIPAA and HIPAA compliance.

G HIPAA training shall be provided to all new hires during the new employee orientation period,
before new employees are exposed to or work with individually identifiable health information.

O HIPAA training shall be conducted periodically for all employees, but no less than every six

months.
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a Fostering ongoing, continuous HIPAA awareness shall be regarded as a separate type of
workforce learning from regular HIPAA training. The designated HIPAA Privacy Official shall be
responsible for the development (or acquisition), and deployment of appropriate HIPAA
awareness materials to maintain a high level of HIPAA awareness among the workforce.

0 The designated HIPAA Privacy Official is responsible for the development or acquisition of
appropriate HIPAA training and awareness resources.

O HIPAA training resources should aim to develop a general understanding of HIPAA and its
requirements and restrictions. HIPAA awareness resources should alinto maintain a high level of
HIPAA awareness, and a protective attitude toward confidential data-on an ongoing, daily basis.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing
are subject to discipline up to and including termination
Policy No. 18] .
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{PROCEDURE TEXT HERE]
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PHI Uses and Disclosures Policy

Introduction

CITY OF L.OS ANGELES (“CITY") has adopted this PHI Uses and Disclosures Policy to comply with our
responsibility to protect individuatly identifiable health information under the Health Insurance Portability
and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act 0f 2009 (ARRA). We also
recognize cur responsibility to protect individually identifiable health i on under the regulahons
implementing HIPAA, other federal and state laws protecting the ¢
and under general, professional ethics.

This Policy governs uses and disclosures of Protected Heal
Entity, as well as each and every designated Health Car

All personnel of CITY must comply with this Palicy. B
this Policy is an important part of the responsibilities o

ber of the workforce.

Officers, agents, employees, contractors, temporary workers

volunteers must read, understand, and
comply with this Policy. :

Assumptions

a CITY hereby recod
a
a HIPAA implementing regulations concerning uses and
n, in accordance with the requirements at § 164.502 to
ust implement Policies and Procedures to ensure that all uses and

_ losures of PHI are | e or denled In accordance with HIPAA law and regulations,

¢1 - For especially sénsitive information, such as AIDS/HIV, alcohol and drug abuse prevention and
treatment, and the like, patient consent to disclosure must be informed that is, made with
knowledge of the risks and benefits of the disclosure.

a  Any disclosure of‘conf dential patient information carrles with it the potential for an unauthorized

reaches confidentiality.

5 when releasing patient information (copying, postage, and so forth) and is

nder the law to charge a reasonable fee to offset those costs.

o Itis the Policy of CITY o conduct its operations in accordance with HIPAA's rules governing uses
and disclosures of Protected Health Information.

a CITY will process requests for information from patient records in a timely, consistent manner as
set forth in this Pclicy,
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The following priorities and time frames shall apply to requests for disclosures of PHI:

o Emergency requests involving immediate emergency care of patient: immediate
processing.

Priorfty requests pertalning to current care of patient: within one warkday.
Fatient request for access to own record: within three (3) workdays,
Subpoenas and depasitions: as required.

o Al other requests.; within five (5) workdays.

Courtesy Notifications to Practitioners — As a courtesy, records proc
the appropriate healthcare practitioner when any of the following:

o Patient or his or her representative requests informati

o Patient or representative requests direct access to the on

o Patient or representative Institutes legal actio
Disclosure Monitoring and Logging -- Medical records gersonnel will mai
step-by-step process towards completion of each reggiest for the release of
Information Management personnel and/or the P ,acy Official will review an
daily to give proper priority to requests and to provide early;ih
The log shail contain the following informatic :

o Date department received the request.
Name of patient.
Name and status {patient, parent guardlan) of person making request.
Infarmation released. i
Date released.

o Fee charged.

Fee Schedule ~ CITY wsii charge a
categories of requests::

o 0O 0

sing personnel shall notify
GECUr

‘the medical record.

te medical record.

log to track the
Health

ate this log
‘tervention in problem situations.

2t the costs assoaated with specific

' based on an assessment of such factors as the costs
L and administrative overhead and shall include

Unless the request spec;f ies release of the complete medical record, the Health Information
Management Departmant shall release only selected portions of the recard. The department
shall prepare an appropria_te cover letter detailing the items included.

Prohibiticn of Redisclosure = Unless a law or regulation requires a more specific prohibition on

redlscloswe (usua!ly for AIDS/HIV alcohoi and drug abuse, and other parhcuiar[y sens:tive

e patient. The recipient may not further disclose the information without the
eXpress consent of the patient or as authorized by Jaw.
Retention of Disdosure Requests -- The Health Information Management Department and/or
Privacy Officer will retain the original request, the authorization for release of information, and a
copy of the cover letter in the patient(s) medical record for the appropriate record retention
period,
Use of Copying Services -- To facilitate the timely processing of release of information requests,

CITY may use the services of a commercial copying service on terms that protect the integrity
and confidentiality of patient information.
Disclosure Quality Control -- The director of the Health Information Management Department
and/or Privacy Official shall conduct a routine audit of the release of information at least
quarterly, paying particular attenticn to the following:

o Validity of authorizations.




Policy Number: 12 (con't)
Effective Date:
lLast Revised:

Appropriateness of information abstracted in response to the request.

Retention of authorization, request, and transmitting cover letter.

Procedures for telephone, electronic, and in-person requests.

Compliance with designated priorities and time frames,

Proper processing of fees.

o Maintenance of confidentiality.

0 In-service Training on Disclosures -- The Director of Health Information Management and/or
Privacy Official shall give periodic in-service training to all emp!oyees olved in the refease of
information.

o Semi-Annual Policy Review - The Director of Health Information:
Official shall review this policy and associated procedures wi
counsel at least semiannually.

0000 0

agement and/or Privacy
agement and legal

O Capacity to Authorize -- [Name of facility] requires a w alid authorization

to release medical information as follows:

Patient Category

Adult Patient uly authorized representative, such as

-guardian or attorney. Proof of

Deceased Patient

Unemancipated Minor -~ Parent, next of kin, or legaily appointed guardian or
attorney {proof of relationship required).

““Same as adult patients above.

Same as adult patients abave, but check for
special reguirements.

Same as adult patients above, but check
for special requirements.

Ad use an approved authorization form. All personnel will use this form whenever

ersonnel shall, however, honor letters and other forms, provided they include all
the reqwred information.

o Revocation of Authorization -- A patient may revoke an authorization by providing a written
statement to us. The revocation shall become effective when the facility recetves it, but shall not
apply to disclosures already made.

0 Refusal to Honor Authorization -- Health Information Management Department personnel andfor
the Privacy Official or others authorized to release information will not honor a patient
authorization when they have a reasonable doubt or question as to the following information:

o Identity of the person presenting the authorization.

o Status of the individual as the duly appointed representative of a minor, deceased, or
incompetent person.

o Legal age or status as an emancipated minor.
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Patient capacity to understand the meaning of the authorization.

Authenticity of the patient(s} signature.

Current validity of the authorization.

In such situations, the employee shall refer the matter to the Director of Health

Information Management and/or Privacy Officer for review and decision.

o Electronic Records -- The above requirements apply equally to electronic records. No employee
shall release electronic records without complying with this policy.

oo o0

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employges who viclate this Policy
are subject to discipline up to and-including termination in accordance with CIT Sanction Policy. [See
Policy No. 18] i :
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PHI Uses and Disclosures Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Patient Rights Policy

Intreoduction

CITY OF LOS ANGELES ("CITY") has adopted this Patient Rights Policy in order to comply with the Health
Insurance Portabitity and Accountability Act of 1996 ("HIPAA™), as amended bBy:the HITECH Act of 2009
(ARRA). We also recognize our respeonsibility to protect individually identifidble health information under
the regulations impiementing HIPAA, other federal and state laws prote  the confidentiality of
personal information, and under general, professional ethics.

This Policy governs all matters pertaining to patient rights fo
every designated Health Care Component part of CITY.

well as each and

All personnel of CITY must comply with this Policy.
this Policy is an important part of the responsibilities

petence in the rediiirements of
of the workforce,

Officers, agents, employees, contractors, temporary workers; and volunteers must read, understand, and

comply with this Policy.

Assumptions
w}
] S of CITY hereby recognize their status as HEALTH
Jitions contained in the HIPAA regulations.
0 mplementung regulanns, in accordance with the
3 Patients. mformat;o lated to patlent rights includes only that information contained in each

patient’s: Demgnated Record Set ("DRS”), which is defined in the HIPAA regulations at § 164.501
as:
o A group of records rmaintained by or for a covered entity that is:
= The medical records and billing records about individuals maintained by or for a
ered health care provider;
enroliment, payment, claims adjudication, and case or medical
1anagement record systems maintained by or for a health plan; or
sed, in whole or in part, by or for the covered entity to make decisions about
=20y individuals,

o The term “record” means any item, collection, or grouping of information that includes
protected health information and Is maintained, collected, used, or disseminated by or
for a covered entity.

0 The provision of patient rights in a timely and positive manner can enhance the quality of care
we provide to patients, by providing certain rights and controls to patients over their individually
identifiable health information,
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Policy

O It is the Policy of CITY to provide all the patient rights to our patients that are called for in the
HIPAA regulations. [Form: Notice of Privacy Rights]
2 Patient Rights that we provide and support include:
1, The Right to receive a copy of our “Notice of Privacy Practices”, which details how
individually identifiable health information may be used or disclosed by this organization.
2. The Right to review or obtain a copy of medical records about that patient, or about the
patient’s minor children. :
3. The nght to request restnctlons on the use or dasc!osure Q

o ;

The Right to an accounting of certain disclos

information.
7. The Right to file a privacy complaint directly with us, or with the federal government.

o Ttis the Policy of CITY to provide all the patient rights to our patients that are called for in the
HIPAA regulations in a timely and positive manner.

0 No retaliation of any kind is permitted against any pefson, patient, or workforce member for
exercising any Right guaranteed by HIPAA,

o Itis the Policy of CITY that our Desighated Record Set
Rights includes the following type [

purposes of fulfilling HIPAA Patient

isors are responsible for enforcing this Policy. Employees who violate this Policy
up to and Including termination in accordance with CITY'S Sanction Policy. [See

All managers:z
are subject to
Policy No. 18]
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Patient Rights Policy
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Privacy Complaints Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Privacy Complaints Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as
amended by the HITECH Act of 2009 (ARRA). We also recognize our responsibility to protect individually
identifiable health information under the regulations implementing HIPAA, other federal and state laws
protecting the confidentiality of personal information, and under genersl, ‘professional ethics,

This Policy governs the management of, and response o pri
well as each and every designated Health Care Component,

a Hybrid Entity, as

complaints for
All personnel of CITY must comply with this Policy.
this Policy Is an important part of the responsibilities

Officers, agents, employees, contractors, temporary wor
comply with this Policy.

volunteers must read, understand, and

Assumptions

& CITY hereby recognizes its status as a HYBRID ENTITY.

O The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH

: itions contained in the HIPAA regulations.
implementing regulations pertaining to complaints
.530(a) and § 164.530(d), as amended by the

in accordante
HITECH Act of "

.8k 164.530(g), prohibit intimidating or retaliatory acts against any person or
privaey complaint or exercises any Right guaranteed under HIPAA.

0 It is the'Policy of CITY to respond in a timely and positive manner to all complaints submitted by
any persons or parties, including patients, workforce members, and any other person or party.

O Responsibility for the acceptance of, management of, and responses to complaints shall reside
with the designated HIPAA Officer, who shall establish a process and appropriate forms to
receive and pracess complaints.

o All complaints must be submitted in written form, dated and signed by the complainant,

0  CITY shall investigate and respond to all complaints with a written response within 30 days of the
time each complaint is submitted in writing. If more time is required to investigate and resolve a
specific complaint, the complainant shall be notified in writing within 30 days of the time each
complaint is submitted in writing, that additional time is required to investigate and resolve the
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complaint. In no case shall more than 60 days elapse between the time a complaint is
submitted in writing and the resolution of the complaint.

0 The HIPAA Officer shall investigate each and every complaint in a falr, impartial, and unbiased
manner. All parties named in the complaint, or who participated in events leading to the
complaint, shall be interviewed in a non-threatening and non-coercive manner.

O The final resolution or dispositicn of each complaint shall be documented in accordance with
CETY's Documentation Policy [See Policy Ne. 3], and shall be retamed in accordance with CITY s
Documentation Retention Policy. [See Policy No. 4] i

Q The final resclution or disposition of each complaint shaii be docurr nted and a summary of the

A written apology to the complainant fromi-gtr organization.
o Credit-monitoring service for the compla ant for a period of one or tw jears, paid for

by our organization, when the complaint involves a:breach of unsecured individually
jdentifiable health information that has been compromlsed or put at risk by our actions.

o Financial compensation, if determined to be approprsate by legal counsel and senicr

management.,

o Sanctions against workforge
o Other unspecified remediz
management.
0 For complaints submitted to the fed
and openly with federal. authorities

porary worker, or volunteer of this organization shall
way, whether internal or federal.
Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline.up to and | ncludmg termination in accordance with CITY'S Sanction Policy. [See




Procedure Number: 14
Effective Date:
Last Revised:
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[PROCEDURE TEXT HERE]
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Risk Management Process Policy

Introduction

CITY OF LOS ANGELES {"CITY") has adopted this Risk Management Process
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAAZ} :5s amended by the
HITECH Act of 2009 (ARRA). We also recognize our responsibility to proteétindividually identifiable
health information under the regulations implementing HIPAA, other and state laws protecting the
confidentiality of personal information, and under general, professi '

icy in order to comply

s for CITY, a Hybrid

Entity, as well as each and every designated Health Care Component part of CITY

All personnel of CITY must comply with this Policy. Demonstrated competence in the Eééﬁhirements of
this Policy is an impartant part of the responsibilities of ar of the workforce.

Officers, agents, employees, contractors, temporary wo volunteers must read, understand, and

comply with this Policy.

Assumptions

CITy hereby recogn

CARE COMPONEN S of CITY-_under the definitions contained in the HIPAA regulations,
O CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the
establishment and management of an appmpnate risk management process, in accordance with
the reqwrements at §:164.302 to § 164:318.

is mandatory and failure to comply can bring severe sanctions and
Policy; Policy No. 18]

%ntenance of an appropnate rask management process w:]! generaliy

Officers, agenté, p'oyees, contractors, temporary workers, and volunteers must read, understand, and
comply with this Policy,

o It is the Palicy of CITY to establish, impiement, and maintain an appropriate risk management
process.

0 Such risk management process shall be under the direct control and supervision of the HIPAA
Official or HIPAA Officer, and shall invelve legal counsel, information technology, records
management, senior management, and any other parties or persons deemed to be appropriate to
the process.




a

.

Compliance and Enforcement

All managers and supervisors are responsible for enfo
are subject to discipline up to and including terminatief
Policy No. 18]
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Business and information-technology “best practices”, along with the research and
recommendations of the National Institute for Standards and Technology ("NIST™), shall be
included in the development and execution of the risk management process.

Qur risk management process shall strive to identify, analyze, prioritize, and minimize identified
risks to information privacy, security, integrity, and availability. The nature and severity of
various risk and risk elements shall be identified and quantified, with the goal of reducing risk as
much as is practicable. The risk management process shall be ongoing, and shall be updated,
analyzed, and improved on a continuous basis.

The results of the risk management process shall be input into man
processes, in order to help reduce our overall risk and to comp
laws and regulations.

ment’s decision-making
HIPAA and other applicable



Procedure Number: 15
Effective Date:
Last Revised:

Risk Management Process Policy
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Risk Analysis Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Risk Analysis Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of 2009
(ARRA). We also recognize our responsibility to protect individually identifiable health information under
the regulations implementing HIPAA, other federal and state laws protectlngé;hg confidentiality of
persanal information, and under general professional ethics, '

x§§‘§§&}
(i
This Policy governs the risk analysis process for CITY, a Hybrid Entlt\fég‘aféégelt as each and every
designated Health Care Component part of CITY. {.g%?gggf *@Zi
Y

i,
e irfjthe requirements of
ember of the workfo Q;'Zée
Hib,

i

Al personnel of CITY must comply with this Policy. Demory -ti;i*%“d competence
this Palicy is an important part of the responsibilities of e%e- :
Officers, agents, employees, contractors, temporary’ \A{é} ggers and vo unteers must read,? o
comply with this Policy.

‘M ‘;

d rstand, and

(E%%

Assumptions

i

o CITY hereby recognizes its status as angYBRID
0 The designated HEAL;[éj GARE COMPO ENTS gng
CARE COMPONENTE%»«: GTEY U gder the cfeﬁmt”‘zé
o CITY must com L\f V\zlfh HIPAA:@nd the prg&gi n%plementmg regulatlons pertaining to risk

analysis, in ag Q%égnce with th r%eqmred réqwrements at § 164.308(a){1){ii)(A).

a Risk analysis ﬁi%; mtegral pa f?’ thls organré@‘g&on 5 overall Risk Management Process Policy.

Uy, 4

;.w

Sisay, 0
contaugféeﬂziﬁ' the HIPAA regulations.

integrity, énqgayanlab;hty of electronic Protected Health Information ("ePHI™)
we are entrustediith.
hsibility for conduct‘ng perlodlc risk analyses shall be with the designated HIPAA

c’%?&iecunty Ofﬂceg \%lho shall establish a plan and procedures for the conduct of such

ana]yses’}.%“ % é%g?

o All such r:slé lyses §
year. ?%gg

o The risk analysd ‘process shall be modeled upon the risk analysis process recommended by the
National Institute for Standards and Technology ("NIST").

o The results of risk analyses and assessments shall become an integral part of management’s
decision-making process, and shall guide decisions related to the protection of Protected Health
Information.

o All such risk analyses and assessments shall be documented in accordance with this
organization’s Documentation Policy. [See Documentation Policy, Policy No. 3]

é assessments shall be conducted periodically, but at least twice each
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY’S Sanction Policy. [See

Policy No. 18]
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Risk Analysis Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Risk Analysis Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"}, as amended by- the HITECH Act of 2009
{ARRA}. We also recognize our responsibility to protect individually identifiable health information under
the regulations implementing HIPAA, other federal and state laws proteéting the confidentiality of
personal information, and under general, professional ethics.

This Policy governs the risk analysis process for CITY, a Hybri
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy.
this Policy is an important part of the responsibilities

Officers, agents, employees, contractors, temporary workers ‘and volunteers must read, understand, and
comply with this Policy.

Assumptions

o CITY hereby recognis

0O The designated H

Jitions contained in the HIPAA regulations.
Q |mplementlng regulataons pertaining to risk
w}

to conduct pericdic assessments of potential risks and vulnerabilities to
tegnty, and availability of electronic Protected Health Information ("ePHI"}

0 Al such risk analyses and assessments shall be conducted periodically, but at east twice each
year.

G The risk analysis process shall be modeled upon the risk analysis process recommended by the
National Institute for Standards and Technology ("NIST").

O The results of risk analyses and assessments shall become an integral part of management’s
decision-making process, and shall guide decisions related to the protection of Protected Health
Information.

o All such risk analyses and assessments shall be documented in accordance with this
organization’s Documentation Policy, [See Documentation Policy, Policy No. 3]
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Compliance and Enforcement
All managers and supervisors are respensible for enforcing this Policy. Employees who violate this Policy

are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Risk Management Implementation Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Risk Management Implementation Policy to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the
HITECH Act of 2009 (ARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other federai:ar!d state laws protecting the
confidentiality of personal information, and under general, profess;onal et 5

This Policy governs the risk management implementation for CITY, 2
every designated Health Care Component part of CITY. gg;
v

All personnel of CITY must comply with this Policy. Demonstﬁatgéd competence :r§ ﬁhe requirements of
this Policy is an important part of the responsibilities of @\ggg)g ‘member of the worqug

E

i
5 @g% %m
Officers, agents, employees, contractors, temporary Wt ers and voiy“‘teers must read;’ ;? 95 derstand, and
comply with this Policy. '
Assumptions "’“%égﬁa
" 5 aggi?g
o CITY hereby recognizes its status as asﬁYBRID . éé%
o The designated HEAL %RE COMPONE TS of CIFY" % eby rec%ogmze their status as HEALTH
CARE COMPONENT@;@@% T ﬁnl IQB?? contalne@‘fn the HIPAA regulations.

”nder the de

o CITY must comp) iyiviuth HIP m%ﬁd the HI%} §rmplementlng regulations pertaining to risk

fementatlon, %%gaccordancé ith the required reguirements at §
-

164, 308(a)(1%)'ﬂ?§z ). i % |

Compl:ance W|t5hi; i AA is maégi?ﬂt}ory ar;d faslure to comply can bring severe sanctions and

lementation Polrcyz ‘shall be cons:dered an integral part of our aother
' cludlng, but not limited to our:

ss Policy [See Policy No. 15], and our

Bollcy No. 16]

Policy ﬁ‘%%%g ‘ j
iy, i |

o Itisthe Péi’l’%}ff{%% I ¥ ito fully and completely implement our risk management process and all
related pollc:es i §§

a The |mp{ementat|0n of our risk management process, analyses, and improvements shall be under
the direct supervision of the designated HIPAA Privacy/Security Officer.

0 The designated HIPAA Privacy/Security Officer shall develop and implement a plan, procedures,
and a timetable for the implementation of our risk management process in all its aspects. Such

actions shall be consistent with our other risk management policies.
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Compliance and Enforcement

All managers and supervisors are responsibie for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accerdance with CITY’S Sanction Policy. [See

Policy No. 18]
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Effective Date:
Last Revised:

Risk Management Implementation Policy

Introduction

CITY OF LOS ANGELES ("CITY™) has adopted this Risk Management Implementation Policy to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAAZ}Y: ds amended by the
HITECH Act of 2009 (ARRA). We also recognize our responsibility to prot: tiindividually identifiable
health information under the regulations implementing HIPAA, other federal. and state laws protecting the
confidentiality of personal information, and under general, profe5510naI ethlcs

This Policy governs the risk management implementation for CITY, a Hybrid Entity as weil as each and
every designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy.
this Policy is an important part of the responsibilities

= =
Officers, agents, employees, contractors, temporary worke volunteers must read, understand, and

comply with this Policy,

Assumptions

o CITY hereby recognizes its status as a HYBRID ENTITY.
o The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPO, NTS of CITY inder the definitions contained in the HIPAA regulations.
[ implementing regulations pertaining to risk

Policy

O Itis the Policy of CITY to fully and completely implement our risk management process and all
related policies.

0 The implementation of our risk management process, analyses, and improvements shall be under
the direct supervision of the designated HIPAA Privacy/Security Officer.

0 The designated HIPAA Privacy/Security Officer shall develop and implement a plan, procedures,
and a timetable for the implementation of our risk management process in all its aspects. Such
actions shall be consistent with cur other risk management policies,
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees wha violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Risk Management Implementation Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Risk Management Implementation Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Sanction Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Sanction Policy in order to recognize the requirement to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other federal:and state laws protecting the
confidentiality of personal information, and under general, professional e

This Policy governs sanctions of workforce members for CITY, a Hylivi
designated Health Care Component part of CITY.

TS,
B

All personnel of CITY must comply with this Policy. Demo
this Policy is an important part of the responsibilities of eve

comply with this Poficy.

Assumptions

CARE COMPONENTSgof @
CITY must com Iifig? with HIPA; mp!ementmg regulatlons pertaining to workforce-

‘equired requirements at § 164.308(a){ 1)(ii)(C).

O

O

Appropriate, fa
fransgressions;

of ‘HQIP? DA iwo!atlons

N
N %ég%%

establlsh %nd implement appropriate, fair and consistent sanctions for
ail to follow established policies and procedures, or who commit

i

f arce members w

vano%s@{fenses §§§3
u} Sanctuons%éf lted shaigbe appropriate to the nature and severity of the errar or offense, and
shall consis g I-‘atmg scale of sanctions, with less severe sanctions applied to less severe

errors and o ;;:and more severe sanctions applied to more severe errors and offenses.
0 Certain offenses can invoke immediate termination, including, but not limited to:
o Theft
o Intenticnal lying or deception
o Drug or alcohol use while on the job
o Violence against persons or property
o Offenses involving obvious illegal activity may result in notifications to appropriate law
enforcement authotities.
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o Itis the Policy of CITY to fully document all workforce sanctions and their dispositions, according

to our Documentation Policy. [See Policy No, 3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY’'S Sanction Policy. [See

Policy No. 18]
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Sanction Policy

Introduction

comply with the Health Insurance Portability and Accountability Act of 1996
the HITECH Act of 2009 (ARRA). We also recognize cur responsibility to pi
health information under the regulations implementing HIPAA, other
confidentiality of personat information, and under general, professi

ct individually identifiable
nd state laws protecting the

This Policy governs sanctions of workforce members for CITY, & ' i as each and every
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Deg
this Policy is an important part of the responsibilities

Officers, agents, employees, contractors, temporary wor volunteers must read, understand, and

comply with this Policy.

Assumptions

a  CITY hereby recog
The designated H

shall consist of an escalating scale of sanctions, with tess severe sanctions applied to less severe
errors and offenses, and more severe sanctions applied to more severe errors and offenses.
o Certain offenses can invoke immediate termination, including, but not limited to:
o Theft
o Intentional lying or deception
o Drug or alcohol use while on the job
o Violence against persons or property
0 Offenses involving obvious illegal activity may result in notifications to appropriate law
enforcement authorities.
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O It is the Policy of CITY to fully document all workforce sanctions and their dispositions, according
to our Documentation Policy. [See Policy No. 3]

Compliance and Enforcement
All managers and supervisors are responsible for enforcing this Policy, Employees who violate this Policy

are subject to discipline up to and including termination in accordance with
Policy No. 18]
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Sanction Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEXT
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Sanction Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Effective Date; _
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Information Systems Activity Review Policy [Required]

Introduction

CITY OF L.OS ANGELES ("CITY"} has adopted this Information Systems Activity Review Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our respensibility to protect individually identifiable
health information under the regulations implementing HIPAA, other federayand state laws protecting the
confidentiality of personal information, and under general, professional et%stc%?

Officers, agents, employees, contractors, temporary i
comply with this Policy.

Assumptions

Q
a | %)gmze their status as HEALTH
Q =i the HIPAA regulations.
a nplementing requ1red regulations pertaining to
ce with the requirements at §
Policy '
i Ly N
%gﬁ i‘f‘ris the Palicy of &R Iy review various indicators and records of information system
g%% ! §|v1ty, including, E}.‘)l% l to audit logs; access reports; and security incident reports.
R H %goal of this Informaétuon Syst§ }ﬁs Activity Review Policy is to prevent, detect, contain, and
ecgt,}securlty violatiof ?and threats to individually identifiable health information, whether in
elect? fgor any other | ?%éms
a Itis the! @IIcy of CITY to@fully document all information system activity review activities and
efforts.

a  This Information; Systems Activity Review Policy shall be implemented and executed in
accordance with our risk management policies and procedures.

Compliance and Enforcement
All managers and supervisors are respensible for enforcing this Policy. Employees who viclate this Policy

are subject to discipline up to and including termination In accordance with CITY’'S Sanction Policy, [See
Policy No. 18]
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Information Systems Activity Review Policy

Introduction

CITY OF LOS ANGELES (“CITY”) has adopted this Information Systems Activity Review Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other federat and state laws protecting the
confidentiality of personal information, and under general, professiona ethlcs

This Policy governs overall information of systems activity reviey
each and every designated Health Care Component part o

All personnel of CITY must comply with this Policy. Der
this Policy is an important part of the responsibilities
Officers, agents, employees, contractors, temporary wof volunteers must read, understand, and
comply with this Policy.

Assumptions
a CITY hereby recognize ;status as HYBRID ENTITY.
Q S of CITY hereby recognize their status as HEALTH
itions contained in the HIPAA regulations.
a implementing regulations pertaining to information
e requirements at § 164.308(a)(1).
Policy

3 It is the Policy of CITY to régularly review various indicators and records of information system
activity, including, but not limited to: audit logs; access reports; and security incident repaorts.

u The goal of this Information Systems Activity Review Policy is to prevent, detect, contain, and
correct security viclations and threats to individually identifiable health mformanon whether in
eiectronlc or any. sther forms.

f CITY to fully document all information system activity review activities and

& This Information Systems Activity Review Policy shall be implemented and executed in
accordance with our risk management policies and procedures.

Compliance and Enforcement
All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy

are subject to discipline up te and including termination in accordance with CITY’S Sanction Policy. [See
Policy No. 18]
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Information Systems Activity Review Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Effective Date:

Last Revised:

Information Systems Activity Review Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Assignment of Security Responsibility Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Assignment of Security Responsibility Policy in order to
recognize the requirement to comply with the Health Insurance Portability and Accountability Act of 1596
("HIPAA"}, as amended by the HITECH Act of 2009 (ARRA). We also recognize our responsibility to
protect individually identifiable health information under the regulations :mplementlng HIPAA, other
federal and state laws protecting the confidentiality of personal 1nformat;on,,§énd under general,
professional ethics.

each and every designated Health Care Component part of Cf]? W h %%i
% F

%& )

b
s&fted competence in E;?%ggqunrements of
ry member of the workforeg %

iy
junters must read

This Policy governs the assignment of overall security responsmllgt)i é@ IT%Y?,;% ybrid Entity, as well as
1

All personnel of CITY must comply with this Policy. Deng
this Policy is an important part of the respon5|blllt|es

3-,
Officers, agents, employees, contractors, temporary wor ers, unéerstand and

comply with this Policy. “”Egggi

Assumptions

i
W*ﬁ

%Ig_% ‘
o CITY hereby recogmze&sts status as a'k % RIDé g % T,
O The designated HEA ngOMPON gS %é”CITY he%‘ebﬁgfecognlze their status as HEALTH
CARE COMPONENTE A gigfger the de? giglens contained in the HIPAA regulations.
r rW|th HIPAA fwjgi the HIP?iAglgnplementmg regulations pertaining to the
assignment &t £ ecunty responjé jiity, in acco%r; nce with the requirements at § 164.308(a)(2).
i ]
O The assignment: g.ifg verall S 3 esponsrb:lafws an important and integral part of our overall
risk management p %.gess San

S a? A ‘3{}@%ucted in accordance and coordination with our Risk

i ihe Policy of CITY t?asmgn overall responsibility for the security of Individuaily identifiable

heaitl’éfm ormation, in %gi ronic and other forms, to a person who is qualified and competent to

assume %3 ),respon % 1§

o The persong Q o éral 5%’@5p0n5lbl|lty for the security of individually identifiable health
mformation, ms ﬁ iaggnlc and other forms, shall be the designated HIPAA Security Officer,
who shall report dfrectly to [Superior of the Privacy/Security Officer].

O The responsibilities and duties of the designated HIPAA Security Officer with overall security
responsibility shall include, but are not limited to:

o Ensure compliance with privacy practices and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization’s workforce,
extended workforce, and for all business associates, in cooperation with Human
Resources, the information security officer, administration, and legal counsel as
applicable.
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Maintain an accurate inventory of (1} all individuals who have access to the
Practice’s confidential information, including PHI, and (2) all uses and disclosures
of the Practice’s confidential information by any person or entity.

Administer patient requests and processes under HIPAA's patient rights.

Administer the process for receiving, documenting, tracking, investigating, and
taking action on alf complaints concerning the organization’s privacy policies and
procedures in coordination and collaboration with other similar functions and,
when necessary, legal counsel.

4 %
Cooperates with the Office of Civil Rights, other legal entu 1
officers in any compliance reviews or investigations. § §§%§§

R

information from unauthorized use or dlsciosure.;if 53

Work with appropriate technical personnel to prote -ﬁ? { actlce's confidential

Develop specific pelicies and procedures magpgated by the Prlva ggRule
S LN
i polzues governing the»m“ ysion of

‘eOnfidential data by telecornn

Develop additional relevant policies, su
confidential data in emails, and access;;

Draft and disseminate the Privacy Notrge;%{.nqwred by ﬁe) Privacy Rule.

§ 37
Determine when the Practice might need” i :%:%%

use or disclosure of PHI, anaql draft forms asi Eg ary.
2
@

d i ted by the Practice comply
l;i;%& isjgﬁgand adeqit éj:e}y protect the privacy of
&ggg‘.

Lt ‘k”ﬂ;
:ﬁ 3%*”

ent or authorization

Ensure that any research é.-@~
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with appropriate privacy lang

the data subjects. i

Review all

ducted or s %

alx data is given to outside

dures andigotlces are flexible enough to respond to
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i Ensuﬁe tﬁ‘ fut é%%actlce initiatives are structured in such a way to ensure
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rétaliation against individuals who seek to enforce their own
2 those of others.

r—t'-‘”“"’

s%% §ugi
Remaln;%gpgé;

Remain up-to-date on laws, rules and regulations regarding data privacy and
update the Practice’s policies and procedures as necessary.

-date and advise on new technologies to protect data privacy.

Track pending legislation regarding data privacy and if appropriate seek to
influence that legislation.

Anticipate members' concerns and guestions about the Practice’s use of their
confidential information and develop policies and procedures to respond to those
concerns and questions.
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o Evaluate privacy implications of any future on-line, web-based application
procedure.

o Monitor any data coliected by or posted on the Practice’s Web sites for privacy
concerns.

o Serve as liaison to government agencies, industry groups and privacy activists in
alt matters relating to the Practice's privacy practices.

o Itis the Policy of CITY to fully document the assignment of overall security responsibility, and al!
related activities and efforts, according to our Documentation Policy. . [See Policy No. 3]
2

Compliance and Enforcement

yeles who violate this Policy

All managers and supervisors are responsible for enforcing thisap‘ét';gv.’ E 5
é&isg‘%é%anction Policy. [See
) \7'%32

are subject to discipline up to and including termination in ae@@é‘giance with CI
Policy No. 18] %3;?‘?
323

3

i
W
%
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Assignment of Security Responsibility Policy

Introduction

CITY OF LOS ANGELES (“CITY"} has adopted this Assignment of Security Responsibility Policy in order to
recognize the requirement to comply with the Health Insurance Portability and-Accountability Act of 1996
(“HIPAA™), as amended by the HITECH Act of 2009 (ARRA). We also reco our responsibliity to
protect individually identifiable health information under the regulations: menting HIPAA, other
federal and state laws protecting the confidentiality of personal infor d under general,
professional ethics.

This Policy governs the assignment of overall security resp
each and every designated Health Care Component part

All personnel of CITY must comply with this Policy. D
this Palicy is an important part of the responsibilities of

ery member of the workforce.

Officers, agents, employees, contractors, temporary workers;

d volunteers must read, understand, and
comply with this Policy. :

Assumptions

CITY hereby recogni

: cordance with the requirements at § 164.308(a)(2}.
il security responsabmty is an important and integral part of our overall
and shall be conducted in accordance and coordination with our Risk

a The person Wlth overall responsibllity for the security of individually identifiable health
information, in electronic and other forms, shall be the designated HIPAA Privacy/Security
Officer, who shall report directly to [Superior of Privacy/Security Officer].

o The responsibilities and duties of the designated HIPAA Privacy/Security Officer with overail
security responsibility shall include, but are not limited to:

o Ensure compliance with privacy practices and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization's workforce,
extended workforce, and for all business associates, in cooperation with Human
Resources, the information security officer, administration, and legal counsel as
applicable,
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o Maintaln an accurate inventory of (1) all individuals who have access to the
Practice’s confidential information, including PHI, and (2) all uses and disclosures
of the Practice’s confidential information by any person or entity.

o Administer patient requests and processes under HIPAA’s patient rights.

o Administer the process for receiving, decumenting, tracking, investigating, and
taking action on ali complaints concerning the organization’s prlvacy policies and
procedures in coordination and collaboration with other similai:functions and,
when necessary, legal counsetl.

o Cooperates with the Office of Civil Rights, other lega
officers in any compliance reviews or investigation:

es, and organization

o Work with appropriate technical personnel to pffoté the Pra confidential

o Draft and disseminate the Privacy Notice required by the Privacy Rule.

o Determine when the Practice might need merﬁbér -consent or authorization for
use or disclosure of PHI, and draft forms as necessafy

new technolog;es and legal requirements, or, if they are not, amend as
necessary.

o Ensure that future Practice initiatives are structured in such a way o ensure
patient privacy.

against retaliation against individuals who seek to enforce their own
privacy rights or those of others.

o Remain up-to-date and advise on new technologies to protect data privacy.

o Remain up-to-date on laws, rules and regulations regarding data privacy and
update the Practice’s policies and procedures as necessary.

o Track pending legislation regarding data privacy and if appropriate seek to
influence that legislation.

o Anticipate members' concerns and questions about the Practice’s use of their
confidential information and develop policies and procedures to respond to those
concerns and questions.
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o Evaluate privacy implications of any future on-line, web-based application
procedure.

o Monitor any data collected by or posted on the Practice’s Web sites for privacy
CORCerns. :

o Serve as liaison to government agencies, industry groups and privacy activists in
all matters relating to the Practice’s privacy practices.

ty responsibility, and all
See Policy No. 3]

0 It is the Policy of CITY to fully document the assignment of overall
related activities and efforts, according to our Documentation Po

Compliance and Enforcement

‘Aii managers and supervisors are responsible for enforcing this Policy. Employees W'h’o viclate this Policy
are subject to discipline up to and including termination in accordance with CITY’S Sanction Policy. [See
Policy No. 18] : e
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Assignment of Security Responsibility Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Assignment of Security Responsibility Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:




Policy Number: 21
Effective Date:
L.ast Revised:

Authorization and Supervision Policy and Procedures

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Authorization and Supervisi
document, in order to comply with the Health Insurance Portability and Accou
{“HIPAA™), as amended by the HITECH Act of 2009 {ARRA). We also reco
protect individually Identifiable heaith information under the regufatio
federal and state laws protecting the confidentiality of personal inf
professional ethics.

Palicy and Procedures
ability Act of 1996
our responsibility to
ementing HIPAA, other
§ d under general,

This Poficy governs the authorization to access, and the superwsmn of all workforce members who will
access individually identifiable health information for CITY, a Hybrid Entlty, as well as: each and every
designated Health Care Component part of CITY. g . _

ompetence in the requirements of
ber of the workforce.

All personnel of CITY must comply with this Policy. Dém
this Policy is an important part of the responsibilities of
Officers, agents, employees, contractors, i workers, an
comply with this Policy.

volunteers must read, understand, and

Assumptions

O CITY hereby recognizes its status as a HYBRID ENTITY.
0 The designated HEALTH C COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of J&Ethe definitions contained In the HIPAA regulations.
i HIPAA implementing regulations pertaining to the
jision of workforce members who will be accessing individually
tion as part of their work-related duties, in accordance with the

heal h informatjon; are essential components of a well—managed risk management system.
n] Proper and appropriate authorization to access individually identifiable health information, and
appropriate supervision of workforce members authorized to access individually identifiable
health information, can help reduce our overall risk, and reduce the likelihced of data breaches
and HIPAA violations,

Policy

0 Itis the Policy of CITY to only permit workforce members who have been appropriately
authorized, to have access to individually identifiable health information,

g Itis the Policy of CITY to properly and appropriately supervise workforce members who have
access to individually identifiable health information.
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Workforce members shall have access only to the individually identifiable health information that
they need in order to perform thelr work-related duties.

It is the Policy of CITY to fully document the authorization and supervision of all workforce
members who have access to individually identifiable heaith information.

Procedures

Doocod

Compliance and Enforcement

All managers and supervisors are responsible for enfo_rcnnig
are subject to discipline up to and including termination in‘a
Policy No. 18] .

Itemize specific authorization and supervision procedures in this section.
Itemize specific autherization and supervision procedures in th Sectson
Itemize specific authorization and supervision procedures in:
Itemize specific authorization and supervision procedures rithis sectiof
Etc. )

olicy, Employees who violate this Policy
‘dance with CITY’S Sancticn Policy. [See
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Authorization and Supervision Policy and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Last Revised:

Authorization and Supervision Policy and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Workforce Clearance Policy and Procedures

Introduction

CITY OF LOS ANGELES ("CITY™) has adopted this Workforce Clearance Policy and Procedures document
in order to comply with the Health Insurance Portability and Accountablhty Ac of 1996 (“"HIPAA™), as
amended by the HITECH Act of 2009 (ARRA). We also recognize our re ibility to protect individually
identifiable health information under the regulations implementing HI er federal and state laws
protecting the confidentiality of personal information, and under gen 'essional ethics.

This Policy governs overall workforce clearance for CITY, a H

ch and every
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Demonstrated co petence in the fequirements of
this Policy is an important part of the responsibilities of every member-of the workforce.

Officers, agents, employees, contractors, temporary wor
comply with this Policy.

voluntears must read, understand, and

Assumptions

o CITY hereby recogni

0O The designated HE
CARE COMPONENTS of CITY: under the deftmtnons cortained in the HIPAA regulations.

g  CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to workforce
ciearance, in accordance with the requirements at § 164.308(a)(3).

0 Providing for approprtate workforce cleéarance can help reduce the likelthood of data breaches
and HIPAA violations:

is the Policy of €ETY to provide the appropriate level of access to individually identifiable health
IEmembers of the workforce.
S to individually identifiable health information for workforce members shall be
: ature of each workforce member's job and its associated duties and

responsrbih’ues Workforce members shall have access to all of the individually identifiable health
information that they need to do their jobs, but no more access than that.

O No member of the workforce shall have access to a higher level of individually identifiable health
information than the level for which they have been cleared.

O The designated HIPAA Privacy/Security Officer shali develop specific procedures to ensure that
the intent of this Policy is executed in fact.

0 Weorkforce clearance shall specifically incorporate various levels of background screening to
ensure that persons with criminal records or histories of financial or legal difficulties do not have
inappropriate access to individually identifiable health information.
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0 The deslanated HIPAA Privacy/Security Qfficer shall coordinate background screening
reguirements with Human Resources and legal counsel to ensure that appropriate background
screening requirements are established and met, which can include pre-employment and post-
employment screening.

a Itis the Policy of CITY to fully document the authorization and supervision of all workforce
members who have access to individually identifiable health information.

Procedures

List and describe specific procedures in this section.
List and describe specific procedures in this section.
List and describe specific procedures in this section.
List and describe specific procedures in this sectio
Etc.

oooQoo

Compliance and Enforcement

All managers and supervisars are respons
are subject to discipline up to and includig
Palicy No. 18]

for enforcing 'Ehl§ Policy. Employees who violate this Policy

e with CITY'S Sanction Policy, [See
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Workforce Clearance Policy and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Access Termination Policy and Procedures
Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Access Termination Palicy and Procedures document in
order to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize o sponsibility to protect
individually identifiable health information under the regulations implementingHIPAA, other federal and
state laws protecting the confidentiality of personal information, and under general, professional ethics.

entlf able heaith
re Component part

This Policy governs the termination of workforce member access t
information for CITY, a Hybrid Entity, as well as each and eve
of CITY. 7

All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilities of every membeér:of the workforce.

Officers, agents, employees, contractors, temporary wor volunteers must read, understand and

comply with this Policy.

Assumptions

0 The designated HEA RE COMPONET! TS of CITY heraby recognize their status as HEALTH
CARE COMPONENTS of CITY under the definitions contained in the HIPAA regulations.

o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the
termination of workforce member access to individually identifiable health information, in
accordance wnth the requarements at §.164.308(a)(3).

iate termination of workforce member access to individually identifiable

reatly reduce the likelihood of data breaches and HIPAA violations.

5.the Policy of €ITY to terminate any workforce member's access to individually identifiable

when their employment relationship with our organization ends, or when the
workforce member has been sanctioned for serious offenses or violations of pollcy, in accordance
with our Sanction Policy. [See Policy No. 18]

a  Termination of workforce member access to individually identifiable heaith information must be
effected immediately upon the occurrence of a triggering event, such as termination of
employment or a positive finding of a serious policy or HIPAA offense.

0 In no case shalt the termination of access to individually identifiable health information be
delayed more than 30 minutes from the moment of such a triggering event.,

0 Itis the Policy of the CITY to fully document all access termination-related activities, in
accordance with our Documentation Policy. [See Policy No. 3]
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Procedures

Itemize specific access termination procedures in this section.
Ttemize specific access termination procedures in this section.
Itemize specific access termination procedures in this section.
Tternize specific access termination procedures in this section,

Etc.

O00D0Cc o

Compliance and Enforcement

Policy No. 18]
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Access Termination Policy and Procedures
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Access Authorization Policy
Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Access Authorization Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRA Title XIIT). We also recognize our responsibility to protect individially identifiable heaith
Information under the regulations implementing HIPAA, other federal and laws protecting the
confidentiality of personal information, and under general, professional et

This Policy governs the authorization of access to individually identifiable he formaticn for CITY,

Officers, agents, employees, contractors, temporary weég
comply with this Policy.

sofunteers must read, understand and

Assumptions

CARE COMPONENTS of CIT‘( under thé definitions contained in the HIPAA regulations.

o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to access
authorization, in accordance wnth the requxrements at § 164.308(a)(4).

O The implemeptation of apl sses to grant warkforce members access to mdfwdually
identifiable healt I
identifiable heal :

TY to grant workforce members an appropriate level of access to individually

formation that is based on their work-related duties and respansibilities.

s to individually identifiable health information granted to each member of the
workforce shall be independent of the technology used to access such information, and shall
apply to access through a workstation, transaction, program, process, or other mechanism.

0 It is the Policy of CITY to fully document all access authorization-related activities and efforts.

Compliance and Enforcement

All Managers and supervisors are responsible for enfarcing this Policy. Employees who violate this Policy
are subject to discipiine, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Access Establishment and Modification Policy

Introduction

CITY OF LOS ANGELES (“"CITY") has adopted this Access Establishment and Modification Policy in order
to comply with the Health Insurance Portabllity and Accountability Act of 1996 ("HIPAA”), as amended by
the HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibilityito pratect individually
identifiable health information under the regulations implementing HIPAA, .other federal and state laws
protecting the confidentiality of personal infarmation, and under general, professional ethics.

This Policy governs the establishment and modification of workforg memb ,_éCcess to individually

Officers, agents, employees, contractors, temporary wor olunteers must read, understand and
comply with this Policy.

Assumptions

0 CITY hereby recognizes its status as a HYBRID ENTlTY

a The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
nitions contained in the HIPAA regulations.

\A implementing regulations pertaining to the

& member access to individually identifiable heatth
rements at § 164.308(a)(4).

fying an appropriate level of workforce member access to individually
ation can help reduce the likelthood of data breaches and HIPAA

and dutiesof the workforce member s job.

0 Higher levels of access shall be provided only to those who need it.

0 Any workforce member’s ability to access to individually identifiable health information shall be
modified immediately when the nature of their job changes and requires a different level of
access, whether greater or lesser.

O It is the Policy of CITY to fully document all access establishment and modification-related

activities and efforts, according to our Documentation Policy. [See Policy No. 3]
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Compliance and Enforcement

All Managers and supervisors are responsible far enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See

Policy No. 18]
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Access Establishment and Modification Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Security Reminders Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Security Reminders Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individifally identiflable health
information under the regulations implementing HIPAA, other federal and S laws protecting the
confidentiality of personal information, and under general, professional &

this Policy is an important part of the respons:bmtles of every member of the workforce..,

Officers, agents, employees, contractors, temporary workers and volunteers must read, understand and
comply with this Policy. : Sk

Assumptions

4 CITY hereby recognizes its status a
41 The designated HE
CARE COMPONE

reminders, in: accordance with the requnrements at § 164.308(a)(5).
Q The frequent use of appropriate security réminders and other information security awareness
resources can reduce the likelihood of data breaches and HIPAA violations.

minders, or ot
Th desagnated

efforts, 'according to our Documentation Policy.

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who viclate this Policy
are subject to discipling, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Malware Protection Policy
Introduction

CITY OF LOS ANGELES {*CITY"} has adopted this Malware Protection Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individilally identifiable health
informaticn under the regulations implementing HIPAA, cother federal and state laws protecting the
confidentiality of personal information, and under general, professional

This Policy governs the use of various malware (malicious softwa )i
and methods for CITY, a Hybrid Entity, as well as each and every d
part of CITY.

! hnigues, technologies
Health Care Component

All personnel of CITY must comply with this Policy. Demuonstrated competence in the regiirements of
this Policy Is an important part of the responsibilities.of every memberaf the workforce.

Officers, agents, employees, contractors, temporary workers tramees and volunteers must read,
understand, and comply with this Policy.

Assumptions

ENTETY.

S of CITY hereby recognize their status as HEALTH

nitions contained in the HIPAA regulations.

g CITY must cg implementing regulations pertaining to protection
from so-call | he requirements at § 164.308(a)(5).

O The use of appropnate l:echnlque‘ ;techndlogies, and methods to protect information systems
from malicious softwaré (*malware”) is a proven approach to reducing the likelihood of data
breaches, system maifunctions, and HIPAA violations,

O CITY hereby recognizes:its.status as
a  The designated H
CARE COMPQ|

s the Policy 0 ITY to devetop and apply a rigorous program of technaques technologaes and

e continuously used to protect our information system, and the mdlwdualiy
identifiable health information they contain, from malicious software,

o The workforce must be trained regarding its role in protecting against malicious software and
system protection capabilities, including educating its workforce on how malicious software 1s
brought into an organization through email attachments and programs that are downloaded from
the Internet.

O  Itis the Policy of CITY to fully document all malware protection-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3]
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Compliance and Enforcement

All Managers and supervisors are respensible for enforcing this Policy. Employees whe violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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Log-In Monitoring Policy
Introduction

CITY OF LOS ANGELES (“CITY"} has adopted this Log-In Monitoring Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRA Title XIII}. We also recognize our responsibility to protect mdlwdually identifiable health
information under the reguiations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professionat ethics.

every designated Health Care Component part of CITY.

Ai! personnel of CITY must comply with this Policy. Dem
this Policy is an important part of the responsibilities o

Officers, agents, employees, contractors, temporary w
understand, and comply with this Policy.

Assumptions

o CITY hereby recognizes its status as'a; HYBF__{ID ENTTT Y
0 The designated HEALTH--CARE COMP TS of CITY hereby recognize their status as HEALTH
CARE COMPONE '

sensitive infor
activity.

It is the Policy of CITY to establish a program of regular monitoring and review of log-ins and

a Thedeagnated" 'IPAA Privacy/Security Officer shall assume responsibility for log-in monitoring
~and for ensuring that such activities are executed on a continuous basis.
Q ‘members are to be trained on log-in policy, awareness of log-in attempts that are

te, on how to manage and safeguard their passwords and how to report
discrepancies.

01 Discrepancies and potentially inappropriate or Hlegal activities shall immediately be brought to
the attention of senior management, legal counsel, and/or Human Resources, as appropriate.

a Itis the Policy of CITY to fully document all log-in monitoring-related activities and efforts, in
accordance with our Documentation Policy, [See Polficy No. 3]
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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[PROCEDURE TEXT HERE]
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Password Management Policy
Introduction

CITY OF LOS ANGELES (*CITY") has adopted this Password Management Pclicy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 (*"HIPAA™), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize ‘esponsibility to protect
individually identifiable health information under the regulations implemen IPAA, other federal and
state laws protecting the confidentiality of personal information, and un neral, professional ethics.

This Policy governs password management, including creating, chagigin
CITY, a Hybrid Entity, as well as each and every designated Heal

anaging passwords, for
nt part of CITY.

All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilities of every member of the workforce..

Officers, agents, employees, contractors, temporary Wi es and volunteers must read,

understand, and comply with this Policy.

Assumptions

O CITY hereby recognizes its status a
0 The designated HEALTH:CARE COM

g CITY must comply with HIPAA and the HIPAA impfementing regulations pertaining to password
management, in accordance with the requirements at § 164.308(a)(5).

0O The creaticn and management of strong passwords is one of the simplest and most effective
methods of protecting access to eiectromc systems containing, transmitting, recelving, or using
individually identifiab health information.

is the Policy offEETY to require the use of strong passwords and pass-phrases by all workforce

s, use, maintaln systems that contain, transmit, receive, or use individually

information.

0 The responsxbl[fty for implementing this policy and any attendant procedures is hereby assigned
to the designated HIPAA Privacy/Security Officer, who shall develop and implement this policy in
coordination with the most senior information technology personnel.

a Al passwords or pass-phrases used to access systems containing, transmitting, receiving, or
using individually identifiable health information shall be a minimum of six {6) characters in
length, and must or should include non-alphanumeric characters or symbols in them.

o Passwords and pass-phrases must or should be changed by users or management at least every
three (3) to six (6} months.

a In the event of an information system compromise, as determined by the designated HIPAA
Privacy/Security Officer, some or all workforce-member passwords and pass-phrases may need
to be changed. This determination shall be made by the designated HIPAA Privacy/Security
Officer.
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Policy Number: 29 (con't.)
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Under no circumstances shall passwords or pass-phrases be written down and kept at or near
computers and workstations where they may be found by others. Passwords and pass-phrases
may, however, be written down and stored in a workforce member’s wallet or purse, if the
password or pass-phrase is thus afforded protection equal to the protection afforded to
workforce members’ cash, credit cards, and other critical documents.

1t is the Policy of CITY that any workforce member who [oses, misplaces, forgets, or experiences
any compromise of their password or pass-phrase shall immediately netify the designated HIPAA
Official or HIPAA Officer, or, if they are unavailable, shall notify specificalternate notification
contact. Such notification of password or pass-phrase compromisg:siust be made immediately to
the contact(s) indicated herein, but in no case shall such notifiga be delayed more than one
{1) or alternate number hour(s).

Proper password management shall be emphasized in HIR
reminders, and in any HIPAA awareness resources us
It is the Policy of CITY to fully document all HIPAA ¢
accordance with our Documentatlon Policy. [See!

Compliance and Enforcement

All managers and supervisors are responsible for enforcmg this Poifcy Employees who violate this Policy

are subject to discipline up to and mcludmg' ermmat
[See Policy No. 18]

ordance with the Sanction Policy of CITY.
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Policy on Security Incident Procedures

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Policy on Securlty Incident Procedures in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by
the HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibility:to protect individually
identifiable health information under the regulations implementing HIPAA, gther federal and state laws

de5|gnated Heaith Care Component part of CITY,

All personnel of CITY must comply with this Policy. Demey
this Policy is an important part of the responsibilities of;

Officers, agents, employees, contractors, temporary w
understand, and comply with this Poiicy.

Assumptions

0O CITY hereby recognizes its status as. a HYBID: EN lIl Y.

0 The designated HEALTH.CARE COMPO! NS of CITY hereby recognize their status as HEALTH
-of CE nitions contained in the HIPAA regulations.
a IPAA implementing regulations pertaining to security
equirements at § 164.308(a)(6) and at § 164.400 to
a uccessful unauthorized access, use, disclosure,

on of information or interference with system operations in an
urity incident includes
nterfere with the operations of information systems with ePHI

An attack on the information system
Unauthorized probing
Unauthor:zed use of computer accounts and systems
Unauthorized browsing of files
Bisruption of service by any means
Alteration or destruction of information
Improper use of information system
Stolen or otherwise inappropriately obtained passwords that are used to access ePHI
Corrupted backup tapes that do not allow restoration of ePHI
Physical break-ins leading to the theft of media with ePHI
Failure to terminate the account of a former employee that is used by an unauthorized
user to access information systems with ePHI
o Providing media with ePHI, such as a PC hard drive or laptop, to another user who is not
authorized to access the ePHI prior to removing the ePHI stored on the media
0  Appropriate responses to security incidents include, but are not imited to:
o Rapid identification and classification of the severity of security incidents.

0 CC 0000 0.0000CO
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o Determination of the actual risk to individually Identifiable health information, and the
subject(s) thereof.

o Repairing, paiching, or otherwise correcting the condition or error that created the
security incident.

o Retrieving or limiting the dissemination of individually identifiable health information, if
possible.

o Determining if the security incident rises to the level of a reportable breach under the
HIPAA reguiations.

o Making a lawful and appropriate report of a breach, if re
parties. Appropriate parties to whom breaches must b
regulations, may include, but are not fimited to:

= Patients

= Consumers _

»  Regulatory Authorities, including H]
v Law Enforcement

= The local media, if necessa

lired, to the appropriate
ed, as defined by HIPAA

and/or the Federél : Commission

o}
T
=
=
a
(=]
(@]
c
3
o
=
=
5
@
o
D
0
e
I,
=
=
Q.
jo R
@
=1
o
2
O

security incidents, and 1mprovec§ tramlng and awareness programs for workforce
members : ~

iding to and managing security mc1dents shall reside with the designated

“HIPAA Privacy/Security Officer, or specify other responsibie party.

The designated HIPAA Privacy/Security Officer or, specify other responsible party shall develop

. specific forms and. procedures that shall be implemented in response to security incidents.
It is the Policy of CITY to fully document all security incidents and our responses thereto, in

r Documentation Policy. [See Policy No, 3]

' Procedures

Al workforce members are required to immediately report a security Incident or suspected
incident. The incident or suspected incident is required to be reported on the Security Incident
Form.

The Privacy or Security Officer has the responsibifity of immediately investigating the incident, to
isolate the problem and to take the necessary steps to protect the ePHI, system and other vital
information.

The Privacy or Security Officer shall notify management immediately of a security incident that
cannot be immediately corrected.

The Privacy or Security Officer shall notify management if any ePHI or other vital information is
altered or destroyed.
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Z Management shall be notified of the completed investigation and the outcome thereof. Any
suspected computer crime or other unfawful activity Involving the use of the computer system
may be reported to local, state or federal law enforcement. Whether the unlawful activity is
reported to law enforcement will be made by management with the recommendation of the
Privacy or Security Officer.

o Remedial action shall be taken, including action against workforce members, when it had been
confirmed that they caused o contributed to the incident.

Compliance and Enforcement

All managers and supervisors are responsible for enfording this P
are subject to discipline up to and including termination in ac
[See Policy No. 18] :
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Data Backup Plan

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Data Backup Plan in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2009
(ARRA Title XIIT). We also recognize our responsibility to protect individually.fdentifiable heaith
information under the regulations implementing HIPAA, other federal an laws protecting the
confidentiality of personal information, and under general, professiona

This plan and policy gaverns data backups for CITY, a Hybrid Enti
designated Health Care Component part of CITY, .

Officers, agents, employees, contractors, temporary works
understand, and comply with this Policy,

Assumptions

0 The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY under the definitions contained in the HIPAA regulations.

o CITY must comply with HIPAA and the RIPAA implementing regulations pertaining to data

backups, in accordance with the requ:rem‘ents at § 164. 308(a)(7)

5 operations and our ability to respond to unexpected negative events.
kupsina separate focation, removed from our normal business

a A number of risks to health information exist, such as power spikes or outages, fire, flood, or
other natural disaster, viruses, hackers, and improper acts by employees and others.

Data Backup Plan Specifics

0 The Name of Responsible Party or Person is responsible for performing daily backups on Name of
Entity or Facility’s network, including shared drives containing application data, patient
information, financial data, and crucial system information.
a  CITY will back up all such data automatically, per Name of Backup Solution’s programmed
standards, nightly at 2300 hours.
a The Name of Respgnsible Party or Person or his or her designee will, no later than 0900 the next
day, place the backup media into the media vault located in Locatign of Backup Vault or Facility.




Policy Number: 31 (con't.)
Effective Date:
Last Revised:

0 The media vault meets fire and disaster standards for media and will be kept locked at al} times.
Only the Name of Responsible Party or Person, the system administrator, and their designees
have access to the media vault.

0 In the event that the secured media vault Is not avallable or properly functioning, the Name of
Responsible Party or Persen, the system administrator, or their designees will remove backup
media to a secured offsite location until the media vault becomes available.

0 The Name Responsible Party or Person, the system administrator, or their designees will use
Name of Backup Solution’s reporting utilities at the start of each busifiess day to validate the
accuracy, completeness, and integrity of the backup performed thg:,prewous night.

a Individuals so validating the backup will generate daily repots and‘log them in the network log in
the system administrator's office. The system administrator wiff maintain such reports for a
minimum of 30 days, or specify other number of days, weeks, or months.

G  Any errors will be acted upon immediately. Responsible personnel will use contract technical
support as needed to resolve problems and ensure the validity of backupdata.

O Responsible personnel will clean the tape or other backup unit(s) accordmg

s

_‘e manufacturer’s

O A rotation of four, or specify other number

o The Name of Responsible Party or Person will en
according to manufacturer's recommended guidelit
replacement fimeframe(s).

O The Name of Responsible Party ¢
and the ability to restore data in the. S
disaster at least manthly and more- often I necessary to ensire data lntegraty, avallabillty, and
confidentiality.

&t Successful restore functions must be logged in the network leg. Any preblems identified during
the restore function must be acted on immedlately and no later than the same business day that
they occur. Resp@nsnble persennel will” u_se_ contract technical support as needed to resolve

blem has existed.

Compliance and Enforcement

Al information technology managers and supervisors are responsible for enforcing this Policy. Employees
who violate this'Policy are subject to discipline up to and including termination in accordance with the
Sanction Policy of CITY. [See Policy No. 18]
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Disaster Recovery Plan
Introduction

CITY OF LOS ANGELES (“CITY"} has adopted this Disaster Recovery Plan in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIIT). We also recognize our responsibifity to protect individually identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional

This plan and policy govemns disaster recovery operations for CITY; as well as each and
every designated Health Care Component part of CITY, :
All personnel of CITY must comply with this Policy. Dem

trated competence in thecreqgui
this Policy is an imporiant part of the responsibilities of: o

Officers, agents, employees, contractors, temporary wot

1S, trainges and volunteers must read,
understand, and comply with this Policy.

Assumptions

a CITY hereby recognizes its status a )
0 The designated HEALTH: of CITY hereby recognize their status as HEALTH
nitions contained in the HIPAA regulations.

AA implementing regulations pertaining to disaster
nts at § 164.308(a)(7).

éssarily during work hours.

ttie disruption of business operations and patient care as

o CITY must com
recovery, in g

possible. : ,
O Contifiuity of patient care requires uninterrupted access to patient information.
o Inadahgerous emergency, evacuating persennel has priority over preserving infarmation assets.
3 The following conditions can destroy or disrupt [name of facility]’s information systems:
o Power interruption.

Preventive Measures

0O The Name of Responsible Party or Person and/or designee must ensure that all personnel must
take the following preventive measures:

Retain dictation on disk for three months.

Back up computerized files according to our Data Backup Plan.

Store backup media tape in the off-site media vault, according to our Data Backup Plan.

Maintain and replace backup tapes according to our Data Backup Plans.

o 0 0 O
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o Test integrity of backup system no less than monthly, according to our Data Backup Plan.

o Store media properly. For example, laser discs must be stored in sleeves of plastic,
paper, or combination of the two, placed in cardboard jackets or boxes, and stored on
edge on metal shelving, properly iabeled.

o Color-code all media as to priority of evacuation: red is first priority; yellow is second
priority; green is third priority.

o Protect by uninterruptible power supplies all servers and other
damage in the event of an electrical outage. =

¢ Locate file servers and other critical hardware in rooms w;t:

systems whlch imit damage to the immediate area o

alon fire protection
Inthe eventof a

with water is imminent.

o Inthe event of a fire or flood, seal room(s

to protect information and equipment 3
appropriate.

o Receive training in disaster preparat

event of a disaster,

The Name of Responsible Party or Person must take the following measures:
o Ensure that major hardware is covered under CIT‘!S' property and casualty, and/or other
appropriate msurance poi:cy or policies;;

A otectlon, and other disaster prevention
odica!!y check these systems, and train employees

Remain calm.
Give ‘the alarm. That s, pull the fire alarm or call 911 as appropnate

Evacuate if necessary. If personnel are injured, ensure their evacuation and call emergency
assistance as necessary.

If a fire occurs that you believe you can fight, use the nearest fire extinguisher.

- If safe, close all doors as you leave,

systems,

If a fire or flood occurs, disconnect power if possible.

If a fire or flood occurs, try to prevent further damage from water by covering areas with plastic
sheets with adequate drainage.

Move records/equipment/storage media away from area being flooded. Organize health
information logically and label clearly for continued access.

Arrange for transportation of paper records to a salvage, restoration, or reconstruction company.,
Respond to requests for records via potable phone rather than computer.

Continue to provide patient charts as requested by physicians or other parties.
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High Priority Disaster Recovery Tasks

All workforce members should:
0 Prevent personnel from entering the area untilf officials or building inspectors have determined
that the area is safe to reenter.

o Not permit unauthorized personnel to enter the affected area.

0 Determine the extent of the damage and whether additional equipment/supplies are needed.
0 Determine how long it will be before sarvice can be restored, and notify departments.

£t Replace hardware as necessary to restore service.

O Work with vendors as necessary to ensure that support is glven estore service.

QO Notify insurance carriers.

0 Retrieve and upload backup files if necessary to restore semce

o Air-dry floppy disks, lf any, usang a hair dryer on “a:r.

a

0 Remove water-damaged paper records by the We U Freere wet items to stabilize.

O Wrap paper records to prevent them from stickin ther. Label the wrapped records.

0 Contact fire, water, and storm damage restoration npany. Contact for services as needed.
0O Reconstruct/reacquire documents from the following: -

o Dictation system.

o Word processing system.

o Computer system. .
Holders of documient copies.

The following tasks must be assigned to specific persons or positions:
T Determine whether additional equipment and supplies are needed.
0 Motify vendors or. service representatives if there is need for immediate delivery of components
to brihg the computer systems to an operational level even in a degraded mode.
sary;-check with other vendors to see whether they can provide faster delivery.
Rush or@gtany supplies and equipment necessary.
Notify personnel that an alternate site will be necessary and where it Is located.
Coordinate moving equipment and support personnel to the alternate site.
Bring recovery materials from offsite storage to the alternate site.
As soon as hardware is up to specifications to run the operating system, load software and run
necessary tests.
Determine priorities of software that must be available and load those packages in order. Post
these pricrities in a conspicucus location.
Prepare backup materials and return them fo the offsite storage area,
Set up operations at the alternate site if necessary.
a Coordinate activities to ensure that the most critical tasks, such as immediate patient care, are
being supported as needed.

gooooa
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Ensure that pericdic backup procedures are followed according to our Data Backup Plan.

Plan to phase in all critical support.

Keep administration, medical staff, information personnel, and others informed of the staius of
the emergency mode operations.

0 Coordinate with administration and others for continuing support and ultimate restoration of
normal operations.

Oooga

Compliance and Enforcement

s who violate this Policy
Sanction Policy of CITY.

All managers and supervisors are responsible for enforcing this Poli
are subject to discipline up to and including termination in accorda
[See Policy No. 18]
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Discovery Recovery Plan

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEXT HERE]
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Emergency Mode Operations Plan

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Emergency Mode Operations Plan in order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the
HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibility teprotect individually
identifiable health information under the regulations implementing HIPAA, o federal and state laws
protecting the confidentiality of personal information, and under gener essional ethics.

This Policy governs emergency mode operations for CITY, a Hybr;d‘ ntity, a we[! as each and every
de51gnated Health Care Component part of CITY. o

Officers, agents, employees, contractors, temporary wi
understand, and comply with this Policy.

Assumptions

0 CITY hereby recognizes its status as'd:t

o The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY under the definitions contained in the HIPAA regulations.

o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to emergency
mode operations planning, in accordance with the requirements at § 164.308(a)(7).

ion“must be protected dunng emergenc:les even asitis

protected duringnorm ,
ensure the pro indivi identifiable health information during emergencies requiring

o It is the Policy of CITY to establish this Emergency Mode Operations Plan to implement
procedures to enable continuation of critical business processes for the protection of individually
identifiabie health information while operating in emergency mode.

o It is the Policy of CITY to fully document all emergency planning and preparedness activities and
efforts, in accordance with our Documentation Policy.

0 This Emergency Mode Operations Plan shall b executed whenever CITY must cperate in
“emergency mode”.

o “Emergency Mode” shall be in effect and activated whenever one or more of the following
conditions applies:

o Electrical power is unavailable for more than eight, or other number hours.

o Fire, flood, storm or other natural disaster renders our normal business fadility
unavailable or unusable for mare than eight, or other number hours.

o Any other condition renders our normal business facility unavailable or unusable for more
than eight, or other number hours.
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[DESIGNATED COMPONENT: LAFD]

Plan Details

The foliowing personnel are hereby assigned to lead the functions listed below during
emergency mode operations... :

Telephones Outbound

Telephones Inbound

Computing Resources

U.S. Mail

Couriers (FedEx, etc.)

Internet and Email

Customer/Patient Contact

Medical Records

Legal Issues

0.8 Mail

Couriers (FedEXx, etc.)

‘arnet and E

Internal Comifunications

Physical Security

Utilities Restoration

Remediation & Restoration

Vendor/Partner Relations

Media Relations
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Event/Activity Chronicler

other function here

other function here

other function here

Compliance and Enforcement

Al managers and supervisors are responsible for enforcing violate this Policy
are subject to discipline up to and including termination

[See Palicy No. 18]

SPolicy.  Employees™
~cordance with the Sanctic
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Emergency Mode Operations Plan

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEXT HERE]
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Policy on Testing and Revision of
Contingency and Emergency Plans and Procedures

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Policy on Testing and Revision of Contingency and
Emergency Plans and Procedures in order o comply with the Health InsurangePortability and
Accountability Act of 1996 (“"HIPAA™), as amended by the HITECH Act of (ARRA Title XIII}. We also
recognize our responsibility to protect individually identifiable health i ition under the regulations
implementing HIPAA, other federal and state laws protecting the con lity of personal information,
and under general, professional ethics.

This Policy governs the periodic testing and revision of emergéncy and contingency p}ans and procedures
for CITY, a Hybrid Entity, as well as each and every desngnated tealth Care Component part of CITY.

{ mpetence in the requirements of

All personnel of CITY must comply with this Policy. Demonstrate
mper of the workforce,

this Policy is an important part of the responsibilities o

Officers, agents, employees, contractors,
understand, and comply with this Policy

es and volunteers must read,

Assumptions

O CITY hereby recog ‘status as a HYBRID ENTITY.

G The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPCNENTS of CITY under the definitions contained in the HIPAA regulations.

o CITY must comply with HEPAA and the HIPAA implementing regulations pertaining to the testing

and re\n5|on of emergency and cont%ngency plans and procedures in accordance with the

ust be afforded the same degree of securlty and privacy protection dursng
emergency or contingency plan as such information would receive during

0 Itis the Policy of CITY to periodically test, and revise as necessary, all emergency preparedness
plans, including emergency and contingency plans.

O Such emergency and contingency plans are the responsibility of the designated HIPAA Official or
HIPAA Officer, who shall ensure that all such plans are up-to-date and meet our emergency
preparedness reguirements.

0 All emergency and contingency plans shall be reviewed, and revised if necaessary, at least
annually, or specify other time period. Copies of all such plans shall remain on file and be
available to all personnel.

o Al emergency and contingency plans shall be rehearsed, with all team members participating in
such rehearsals, at least twice annually, or specify other time period.
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o Itis the Policy of CITY that all individually identifiable healfth information, including Protected
Health Information ("PHI", as defined by HIPAA) shall be afforded the same degree of security
and privacy protection during the execution of any emergency or contingency plan as such
information would receive during normal business operations.

a Itis the Policy of CITY to fully document all emergency preparedness plans, including emergency
and contingency plans, and all the revisions therete, in accordance with our Documentation
Policy. [See Policy No. 3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Poticy.
are subject to discipline up to and including termination in accor
[See Policy No. 18]
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Policy on Testing and Revision of
Contingency and Emergency Plans and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:




Procedure Number: 34

Effective Date:
Last Revised

Policy on Testing and Revision of
Contingency and Emergency Plans and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:
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Policy on Data and Applications
Criticality Analyses

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Policy on Data and Applications Criticality Analyses in
order to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as

amended by the HITECH Act of 2009 (ARRA Title XIIT). We also recognize our responsibility to protect
individually identifiable health information under the regulations implemeénting HIPAA, other federal and
state laws protecting the confidentiality of personal information, and. neral, professional ethics.

This Policy governs the periodic analyses of the relative criticali
a Hybrid Entity, as well as each and every designated Heatth

eiappiications for CITY,
Component pal

All personnel of CITY must comply with this Policy. D
this Policy is an important part of the responsibilities:¢

nonstrated competence in the requirements of
avery membe of the workforce.

trainees and volunteers must read,

Officers, agents, employees, contractors, temporary workers,:
understand, and comply with this Policy.

Assumptions

0 Athorough assess and understanding of the relative criticality of both data and applications
is essential to emergency preparedness, and to effectively protecting individually identifiable
heaith mformatfon mdudmg Protected Health Informatlon ("PHI", as defined by HIPAA) during

f CITY to assess the relative criticality of ali data, so that such data may be

cted during emergencies and during normal business operations.

O The assessment of data and application criticality should be conducted periodically and at least
annually to ensure that appropriate procedures are in the place for data and applications at each
level of risk.

0 Data fo be subject to criticality analysis shall include individually identifiable health information,
including Protected Health Information ("PHI", as defined by HIPAA).

o Criticality analysis shall be the responsibility of Name of Responsible Party or Person, who shall
work in cooperation with legal counsel and other internal parties as necessary to execute and
document such analyses.

o Criticality analyses shall determine and document the relative criticality of each type or category
of data and applications that CITY possesses and/or uses to the continuity and success of our
operations.
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O The most critical data and applications shall be given the highest priority in terms of investment
and emergency protection preparations; with less critical categoeries or types of data and
applications receiving proportionately less funding and attention, as appropriate.

o In conducting data and applications analyses, Name of Responsible Party or Persons shall employ
the technical guidance and recommendations of the National Institute of Standards and
Technology ("NIST™), or other information technology “best practices”, as appropriate.

0 Itis the Policy of CITY to fully document ali analyses of the relative criticality of both data and
applications, in accardance with our Documentation Policy. [See Pol

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employeés who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18] - UL
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Policy on Data and Applications
Criticality Analyses

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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DEPARTMENT:
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Policy on Determining the Effectiveness of
Emergency and Contingency Plans and Procedures

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Policy on Determining the. Effectweness of Emergency
and Contingency Plans and Procedures in order to comply with the Health:Insurance Portability and
Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act ¢f 2009 (ARRA). We also
recognize our responsibility to protect individually identifiable health:d on under the reguiations
implementing HIPAA, other federal and state laws protecting the of personal information,
and under general, professional ethics.

This Palicy governs the use of periedic technical and n

d competence in the requirements of
mber of the workforce.

All personnel of CITY must comply with this Policy. Demg
this Policy is an important part of the responsibilities of every

Officers, agents, employees, contractors, temporaw W
comply with this Policy.

rs, and volunteers must read, understand, and

Assumptions

evé' f: Hiveness of emergency and contingency plans and procedures, in
accordance with the requirements at § 164.308(a)(8).

2 Emergency and contingency plans and procedures must be evaluated periodically to determine
their potential effectiveness in genuine emergencies.

cy of CITY to periodically evaluate emergency and contingency plans and procedures,

in order to mprove their effectiveness.

0 It shall be the responsibility of Name of Responsible Party or Person to periadically conduct such
technical and nontechnical evaluations. Name of Responsible Party or Person shall work in
coordination with legal counsel, information technology, senior management, and any other
persons, departments or parties necessary in order to conduct such evaluations.

a Such technical and nontechnical evaluations shall be conducted at least every six months, or
specify ancther timeframe.

O The results of such technical and nontechnical evaluations shall be internally published and shall
be available to senior management and to all parties with responsibility for emergency
preparedness.
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a The purpose of such evaluations is to improve the effectiveness of our emergency and
contingency plans and procedures, so that they best protect our business, our assets, our
personnel, and the individually identifiable health information, including Protected Health
Information ("PHI", as defined by HIPAA) that we possess or use.

o Itis the Policy of CITY to fully document our pericdic technical and nontechnical evaluations to
determine the effectiveness of emergency and contingency plans and procedures, In accordance
with our Documentation Pelicy.

Compliance and Enforcement

who violate this Policy
Sanction Policy. [See

All managers and supervisors are responsible for enforcing this Pol v.‘TEmpl
are subject to discipline up to and including termination in accgrdance with CITY
Policy No, 18] :
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Policy on Determining the Effectiveness of
Emergency and Contingency Plans and Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:
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Business Associates Policy

Introduction

CITY OF LOS ANGELES ("CITY”) has adopted the Business Associates Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 (“"HIPAA"), as
amended by the HITECH Act of 2009 (ARRA). We also recognize our respansibility to protect individually
identifiable health information under the regulations implementing HI er federal and state laws
protecting the confidentiality of personal information, and under gen essional ethics,

This Policy governs our relations and work with Business Ass
and as amended by the HITECH Act) for CITY, a Hybrid En
Health Care Component part of CITY.

PAA at § 160.103

s well as each an ry designated

Al personnel of CITY must comply with this Policy. Déemonstrated céﬁipetence in the rerquirements of
this Policy is an important part of the responsibilities of every member of the workfaorce.

Officers, agents, employees, contractors, temporary workers a d volunteers must read, understand, and
comply with this Policy.

Assumptions

nder the definitions contained in the HIPAA regulations.

a  CITY must comply with HIPAA- nd:the HIPAA implementing regulations pertaining to Business
Associates, in accordance with the requirements at § 164.308(b)(1), § 164.410, § 164.502(e), §
164.504(e), and HITECH Act § 13401,

o In cooperation with our organization, Business Associates work wrth use, transmit, and/or

_.__recewe indivicually ldentrﬂable heaith information, including Protected Health Information ("PHI",

chebe afforded reasonab!e protections under HEPAA law.

responsibility in all Business Associate relationships to ensure that

le health information, including Protected Health Information ("PHI”, as

s properly protected and safeguarded.

0 Itis the Policy of CITY to establish and maintain business and working relationships with
Business Associates that are in full compliance with all the requirements of HIPAA,

Gt Responsibility for maintaining appropriate and lawful relationships with Business Associates shall
reside with the HIPAA Privacy/Security Officer, whe shall ensure that all aspects of our Business
Associate relationships are appropriate and lawful, and who shall ensure that individually
identifiable heaith information, including Protected Health Information (“PHI", as defined by
HIPAA), is properly protected and safeguarded by our Business Associates.

O With regard to Business Assaciates, the duties and responsibilities of the HIPAA Privacy/Security
Officer shall include, but are not limited to the following:
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o Ensure that all Business Assodiate contracts meet all HIPAA requirements and standards,
including those requirements and standards amended by the HITECH Act, and any
requirements of State laws in the state(s) where we operate.

o Ensure that individually identifiable health information, including Protected Health
Information ("PHI", as defined by HIPAA), is properly protected and safeguarded by our
Business Associates.

o Ensure that Business Associates understand the Importance and necessity of protecting
individually identifiable health information, including Protected Health Information (“"PHI",
as defined by HIPAA), whether in electronic form (“ePHI")}:or hardcopy form.

o Ensure that Business Associates have proper and approp_'ria'te safeguards in place for
individually identifiable health information, inciuding :.E,rofecicégl Health Information ("PHI",
as defined by HIPAA), before entrusting such information to them.

o Ensure that Business Associates understand and.are properly prepared to detect and
respond to breaches of individually identifiak ;40
Health Information ("PHI", as defined by.

a Itis the Policy of CITY to fully document all Busi
accordance with our Documentation Policy.

Compliance and Enforcement

All managers and supervisors are responsi'b'i‘e-? or énforcing this Policy’. - Employees who violate this Policy
are subject to discipline up to and inciuding termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Business Associates Policy
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Contingency Operations Procedures

Introduction

CITY OF LOS ANGELES (“CITY") has adopted these Contingency Operations Procedures in order to
comply with the Health Insurance Portability and Accountability Act of 1996 (SHIPAA™), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to pr individually identifiable
health information under the regulations implementing HIPAA, other f nd state laws protecting the
confidentiality of personal information, and under general, professi

and procedures, govern contingency operations for CITY,
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. onstrated competence in the requ:rements of
this Policy is an important part of the responsibilities of every member of the workforce.

Officers, agents, employees, contractors, temporary workers, _and volunteers must read, understand, and
comply with this Policy.

Assumptions

CITY hereby recog

0o

that allow facility access in support of restoration of lost data uncier the dlsaster recovery plan
and emergency. mode operatlons plan in the event of an emergency.
These contmgency_operatrons procedures in combination with our other emergency

a Itis the Policy of CITY to be fully prepared to protect individually identifiable health information,
including Protected Health Information ("PHI", as defined by HIPAA), during contingency
operations.

©1 Responsibility for planning and executing contingency operations shall reside with Name of
Responsible Party or Person, who shall prepare, analyze, test, and update plans for contingency
operations on a periodic basis.

3 The primary purpose of our contingency operations procedures is to allow our organization to
restore lost data in the event of an emergency.
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o It is the Policy of CITY to fully document all contingency operations plans and procedures, in
accordance with cur Documentation Policy. [See Policy No. 3]

Specific Contingency Operations Procedures

List specific contingency operations procedures in this section.

List specific contingency operations procedures in this section.
List specific contingency operatigns procedures in this section.
List specific contingency operations procedures in this section
List specific contingency operations procedures in this secti

List specific contingency operations procedures in this secti’e

o000 oo

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Pg_ijciy; Employees who viclate this Policy
are subject to discipline up to and including termination in:accordaiice with CITY'S Sanction Policy. {See
Policy No. 18]
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Contingency Operations Procedures

DEPARTMENT:
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JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEX
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Facility Security Plan and Policy
Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Facility Security Plan and Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH
Act of 2009 (ARRA Title XII). We also recognize our responsibility to prote vidually identifiable
health information under the regulations implementing HIPAA, other federa state laws protecting the
confidentiality of personal information, and under general, professional

This plan and Pollcy governs fadlity security for CITY, a Hybrld Enti
designated Health Care Component part of CITY.

each and every

All persennel of the CITY must comply with this Policy. Demonstrated competence ih the requirements of
this Policy is an important part of the responsibilities of every member of the workforee:

Officers, agents, employees, contractors, temporary WO
comply with this Policy.

oliinteers must read, understand and

Assumptions

o CITY hereby recognizes its status as'a i ]

QO The designated HEALTH CARE COMPONENTS of cITY hereby recognize thelr status as HEALTH
CARE COMPONENTS of CITY under the definitions contained in the HIPAA regulations.

a  CITY must comply ‘with HIPAA and the HIPAA implementing regulations pertaining to facility
security, in accordance with the requnrements at § 164.310(a)(1-2).

a Inaddition to other techni inistrative safeguards, strong facility security is an

essential elen _ de protection for individually identifiable health

information, in otected Health Information {("PHI", as defined by HIPAA).

Is the Policy of EFTY to provide strong facility security, in addition to other technical and
inistrative saféguards, in order to provide protection for individually identifiable health
information, incliding Protected Health Information (“"PHI", as defined by HIPAA).

O Primary responsibitity for facility security is hereby assigned to HIPAA Privacy/Security Officer,
who shall analyze the security of our facility and implement devices, tools and technigues to
strengthen our facility to a reasonable level, to safeguard the facility and the equipment therein
fror unauthorized physical access, tampering, and theft.

a The analyses of our facility security should include, but are net fimited to, the following factors:

o Windows and doors

Roofs and the potential for roof access

Locks and keys

Electronic access controf systems

Video cameras and video surveillance systems

Electronic alarms and related systems

c o o o 0
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o Employee, partner, vendor and guest aceess
o Vehicle parking security
o Routine and non-routine deliveries

o It is the Policy of CITY to fully document all facility security-related activities and efforts, in
accordance with our Documentation Policy [See Policy No. 3] and our Maintenance Records
Policy. [See Policy No. __]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Empl_éy’ees whao violate this Policy
are subject to discipline up to and including termination in accordance with CIEY!S Sanction Policy. [See
Policy No. 18] ;
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Facility Security Plan and Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Information Access Control and Validation Procedures
Introduction

CITY OF LOS ANGELES ("CITY") has adopted these Information Access Control and Validation Procedures
in order to comply with the Health Insurance Portability and Accountability Act of 1996 (*HIPAA™), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize ouf responsibility to protect
individually identifiable health Information under the regulations implement '

HIPAA, other federal and
state laws protecting the confidentiality of personal information, and undgr general, professional ethics.

This Policy governs information access control for CITY, a Hybrid E
designated Health Care Component part of CITY.

s each and every

All personnel of the CITY must comply with this Policy. Demonstrated campetence in the requirements of
this Policy is an important part of the responSIth:tles of en

Officers, agents, employees, contractors, temparary WO{" olunteers must read, understand and

comply with this Policy.
Assumptions

IS of CITY hereby recognize thelr status as HEALTH

nitions contained in the HIPAA regulations.

IPAA implementing regulations pertaining to information

ith the requirements at § 164.310{(a)(1-2).

0 Information-access contrel._aﬂd wvalidation procedures are designed to control and validate
individual access to facilities based on role or function; including visitor control and access
control for software testing and revision,

a  Strong information access control and validation procedures are an essentlal element of

protecting ifidividually-identifiable health information, including Protected Health Information

CARE COMPON
a CITY must com

Respons:bliity for deve!c:pmg, testing, analyzing, and pericdically updating mformation access
controi and validation procedures shall reside with Name of Responsible Party or Person.

0 The development and implementation of specific information access control and validation
procedures shall be conducted in accordance with guidance and information provided by the
National Institute of Standards and Technology ("NIST™), or other information technology “best
oractices”,

Q It is the Policy of CITY fo fully document information access control and validation procedures, in
accordance with our Documentation Policy. [See Policy No. 3]
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Specific Information Access Control and Validation Procedures

List specific information access control and validation procedures in this section.

List spegific information access control and validation procedures in this section.
List specific information access control and validation procedures in this section.
List specific information access control and validation procedures in this section,
List specific information access controt and validation procedures in this section.

List specific information access control and validation procedures in.this Section.

COoOO0O0O0Q

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employegs who violate this Policy
are subject to discipline up to and including termination in acc:ordance with CITY’S Sangtion Policy. [See

Policy No. 18]
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Information Access Control and Validation Procedures

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

TPROCEDURE TEX
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Facility Security Maintenance Records Policy
Introduction

CITY OF LOS ANGELES ("“CITY") has adopted this Facility Security Maintenance Records Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA”), as amended by
the HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibifity:to protect individually
identifiable health information under the regulations implementing HIPAA, other federal and state laws
protecting the confidentiality of personal information, and under genera rofessional ethics.

All personnel of CITY must comply with this Policy. Dem
Policy is an important part of the responsibilities of ev

mber of the workforce.

Officers, agents, employees, contractors, temporary w

and:volunteers must read, understand and
comply with this Policy. :

Assumptions

@ CITY hereby recognizes its status as a. HYBRED ENIIIYZ."
0O The designated HEALTH_ CARE COMPONENT 5 of CITY hereby recognize their status as HEALTH

' elements of a facility related to security, as detailed in our Facility Security Plan.

0 Responsibility for the creation and updating of facility security maintenance records is hereby
assigned to Name of Responsible Party or Person, who shall establish procedures for maintaining
such tecords i appropriate form.

and effo'f'ts, in accordance with our Documentation Policy.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Palicy No. 18]
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Facility Security Maintenance Records Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Last Revised:

Facility Security Maintenance Records Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:
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Workstation Use Policy
Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Workstation Use Palicy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 (“"HIPAA™), as amended by the HITECH Act of
2005 (ARRA Title XIII). We also recognize our responsibility to protect indivl y identifiable heaith
information under the regulations implementing HIPAA, other federal and {aws protecting the
confidentiality of personal information, and under general, professional g

This Policy governs workstation use for CITY, a Hybrid Entity, as w nd every designated
Health Care Component part of CITY. T

All personnel of CITY must comply with this Policy. Dermonstrated competence in tHe__‘r_e_quirements of
this Policy is an impartant part of the responsibilities of every member of the workforce: .

Officers, agents, employees, contractors, temporary nteers must read, understand and

comply with this Policy.

Assumptions

a CITY hereby recognizes its status a RID:

O The designated HEALTH CARE COMP NEI\_ITS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY: under the definitions contained in the HIPAA regulations.

o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to workstation
use, in accordance with the requirements. at § 164.310(b) and § 164.310(c).

g The establlshment and implémentation of an effective workstation use policy is a crucial element
in our overali“obj; p g hable protections for individually identifiable health

information, inc otected Health Information ("PHI", as defined by HIPAA).

t is the Policy of:i£ITY to establish and maintain this workstation use poficy in full compliance

procedures dssociated with it, shall reside with HIPAA Privacy/Security Officer, who shall ensure
that this policy is maintained, updated as necessary, and implemented fully throughout our
organization.

Q1  Specific procedures shall be developed to spec;fy the proper functions, procedures, and
appropriate envirohments of workstations that access individually identifiable health Information,
including Protected Health Information ("PHI", as defined by HIPAA).

0 I is the Policy of CITY to fully document all workstation use-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3]
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Specific Workstation Use Procedures

List specific workstation use procedures in this section.
List specific workstation use procedures in this section.
List specific workstation use procedures in this section.
List specific workstation use procedures in this section.
List specific workstation use procedures in this section.

opooo

Compliance and Enforcement

Alt managers and supervisors are responsible for enforcing thi
are subject to discipline up to and including termination in
Policy No. 18]
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Workstation Security Policy
Introduction

CITY OF LOS ANGELES ("CITY") has adopted thls Workstation Security Policy in order to comply with the
Health Insurance Portability and Accountabiiity Act of 1996 (“"HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individually identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional ef]

This Policy governs workstation security for CITY, a Hybrid Ent|ty ell 3 h and every designated
Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Dem
this Palicy is an important part of the responsibilities of.&

Officers, agents, employees, contractors, temporary w
understand, and comply with this Policy, '

Assumptions

0 CITY hereby recognizes its status a
The designated HEALTH.

Lan effective workstation security policy is a crucial
ding reasonable protect:ons for lndlwdually identifiable

‘he development and implementation of this workstation security policy, and
soc:ated W|th |t sha!l reside with Name of Respon5|ble Party or Person, who

througholit our crganization.

Q Specific procedures shall be developed to implement phiysical safeguards for all workstations that
access individually identifiable health information, including Protected Health Information ("PHL",
as defined by HIPAA), to restrict access to authorized users only,

0 It is the Policy of CITY to fully document all workstation use-related activities and efforts, in

accordance with our Documentation Policy. [See Policy No. 3]
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Specific Workstation Use Procedures

List specific workstation security procedures in this section.
List specific workstation security procedures in this section.
List specific workstation security procedures in this section.
List specific workstation security procedures in this section.
List specific workstation security procedures in this section.

Oopgooag

Compliance and Enforcement

All managers and supervisors are responsible for enforcing thi POEECV Employ ho violate this Policy
are subject to discipline up to and including termination in accordance with the Sanctson Pollcy of CITY.
[See Policy No. 18] e
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Media Disposal Policy
Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Media Disposal Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individifally identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional &

This Policy governs media disposal and dispasition for CITY, a Hybr well as each and every

designated Health Care Component part of CITY,

All persannel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Pclicy is an important part of the responsibilities of every member of the workforce,

Officers, agents, employees, contractors, temporary wor
understand, and comply with this Policy.

=es and volunteers must read,

Assumptions

o CITY hereby recognizes its status a

0 The designated HEALTH.CARE COM
CARE COMPONEN ey

0 CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to medla
disposal and disposition, in accordance with the requirements at § 164.310{(d)(1-2).

o Electronic media means electronic storage media including memory devices in computers (hard

drlves) and any removable/transportable d|g|ta] memory medaum, such as magnetlc tape or disk,

disposition, or the data residing on such media is subject to recovery
use or theft.

nd subsequent

Policy

o Itis the Policy of CITY to dispose of all media containing individually identifiable health
informaticn, including Protected Health Information (“"PHI", as defined by HIPAA), in full
compliance with all the requirements of HIPAA.

0 Responsibility for proper media disposal and disposition shall reside with Name of Responsible
Party or Person, who shall develop procedures to ensure the proper disposition of all such media.

u  Itisthe Policy of CITY to fully document all media disposal-related activities and efforts, in
accerdance with our Documentation Policy. [See Policy No. 3]
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Specific Media Disposal and Disposition Procedures

0 Identify the types of hardware and electronic media and track them.

o Disposal of any electronic media that contains ePHI must be rendered unusable andfor
inaccessibie.

g Develop methods of disposal of electronic media, including degaussing, to ensure all ePHI is fully
erased or to use other methods to dispose of the electronic media is to.physically damage it
beyond repair, making the data inaccessible.

o Specify the use of technology, such as, software or a specialized.pigce of hardware, to make
ePHI, and/or the hardware or electronic media, unusable and inaccessible.

O  List specific media disposal and disposition procedures in this section.

Compliance and Enforcement

Employees who violate this Policy

All managers and supervisors are responsible for en
& with the Sanction Policy of CITY.

are subject to discipline up to and including termina
[See Policy No. 18]
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Media Re-Use Po!
Introduction

CITY OF LOS ANGELES ("CITY"} has adopted this Media Re-Use Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH Act of 2009
(ARRA Title XIII). We also recognize our responsibility to protect individually identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional ethics.

Care Component part of CITY,

All personnel of CITY must comply with this Policy. Dem
this Policy is an important part of the responsibilities o

Officers, agents, employees, contractors, temporary w and volunteers must read,
understand, and comply with this Policy.

Assumptions

a CITY hereby recognizes its status as a HYBRID EN T I Y
0O The designated HEALTH: CARE CoMP of CITY hereby recognize their status as HEALTH
CARE COMPONEN nitions contained in the HIPAA regulations.

ed:a containing mdwnduafly identifiable health information, including Protected Health
nformation (

3PHI" as defined by HIPAA), must be compietely erased or sanitized (“wiped”)
before any re-use-of such media may take place, or the data residing on such media is subject to
corruption, comprormise, or loss.

Policy

o Itis the Policy of CITY to properly erase and/or sanitize ("wipe™ all media containing individually
identifiable health information, including Protected Health Information ("PHI", as defined by
HIPAA), before any media may be re-used,

O Responsibility for proper media re-use shall reside with Name of Responsible Party or Person,
who shall develop procedures to ensure the proper disposition of all such media before any re-
use.

0 Itis the Policy of CITY to fully document all media re-use and disposition-related activities and o

efforts, in accordance with our Documentation Policy. [See Policy No. 3]
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Specific Media Re-Use and Disposition Procedures

W]

Lan

Compliance and Enforcement

All workforce members must appropriately reuse electronic media, whether for internal or
external use.

All ePHI previously stored on the media must be removed to prevent unauthorized access to
information.

List specific media re-use procedures in this section.
List specific media re-use procedures in this section.
List specific media re-use procedures in this section.

All managers and supervisors are responsible for enforcing this P-o[fcy. Employees who violate this Policy
are subject to discipline up to and inciuding termination in accordance with the Sanction Palicy of CITY.

[See Policy No. 18]
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Media Re-Use Policy
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Hardware and Media Accountability Policy
Introduction

CITY OF LOS ANGELES (“CITY"} has adopted this Hardware and Media Accountability Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by
the HITECH Act of 2009 {(ARRA Title XIII). We also recognize our responsibility: to protect individually

identifiabie health information under the regulations implementing HIPAA, other federal and state laws
protecting the confidentiality of personal information, and under generaE, .professuonat ethics.

This Policy governs hardware and media accountability for CITY,
every designated Health Care Component part of CITY,

Al personnel of CITY must comply with this Policy. Dem
this Policy is an important part of the responsibilities ©

Officers, agents, employees, contractors, temporary woi
understand, and comply with this Policy.

Assumptions

a  CITY hereby recognizes its status as a:HYBRID Yoo
0 The designated HEALTH CARE COMP “of CITY hereby recognize their status as HEALTH

nitions contained in the HIPAA regulations.

0 AA implementing regulations, in accordance with the
O edia including memory devices in computers (hard

digital memory medium, such as magnetic tape or disk,
a vidually identifiable health information, including Protected Health

' ‘as-._deﬂned by HIPAA), requires that we maintain records of the movements
of hardware anci electronic media, and any person responsible therefore.

3f CITY to maintain records of the movements of hardware and electronic media,

£ 6n responsible therefore, in full compliance with all the requirements of HIPAA.

0 Responsibility for the development and implementation of this hardware and media
accountability policy, and any procedures associated with it, shall reside with Name of
Responsible Party or Person [Securlty Officer], who shall ensure that this policy is maintained,
updated as necessary, and implemented fully throughout our organization.

0 Specific procedures shall be developed to ensure that the CITY maintains records of the
mavements of hardware and electronic media, and any person responsible therefore.

0 Itis the Policy of CITY to fully document all hardware and media accountability-related activities
and efforts, in accordance with our Documentation Peolicy. [See Palicy No. 3]
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Specific Hardware and Media Accountability Procedures

a

a
a

Compliance and Enforcement

All managers and supervisors are responsible for enfor

The Security Officer is required to identify all types of hardware and efectronic media and person
responsible for the hardware and electronic media containing ePHL.

The movement of all hardware and electronic media containing ePHI must be tracked.

The Security Officer must maintain a log documenting the movement of the hardware and
electrenic media from ecne location to ancther and must maintaln a log documenting the person
who is responsible for the hardware and electronic media. _
Where there are multiple devices of the same type, identify the jpdividual devices, and log or
record them separately using serlal numbers or other tracking:mechanism.

List specific hardware and media accountability procedures:i

g' this Po!icy .Employees who Violate this Policy

are subject to discipline up to and including termanatlon m accordance ‘with the Sanction Policy of CITY.
[See Policy No. 18] :
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Hardware and Media Accountability Policy
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Data Backup and Storage Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Data Backup and Storage Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the HITECH
Act of 2009 (ARRA Title XIII), We also recognize our responsibility to protect:individually identifiable
health information under the regulations implementing HIPAA, other federal.and state laws protecting the
confidentiality of personal information, and under general, professional g

This Policy governs data backup and storage for CITY, a Hybrid

each and every
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Dem
this Policy is an important part of the responsibilities o

ted competence In t uirements of

ery member of the workforce,

Officers, agents, employees, contractors, temporary wo
understand, and comply with this Policy.

and volunteers must read,

Assumptions

drives) and a movable/transportab digital memory medium, such as magnetic tape or disk,
optical disk or digital memory card; [or transmission media used to exchange information already
in electronic storage media, ]

0 The ability to create and maintain retrievable, exact copies of individually identifiable health
information ganerally, and electronic protected health information specifically, is a critical
element of our Bisiness operations and our ability to respond to unexpected negative events.

he storage of .backups in a separate location, removed from our normal business

erations (“offsie?) is an essential element of any successful data backup plan.

others must have immediate, around-the-clock access to patient information.

edia are absolutely guaranteed to provide long-term storage without loss or
corruption of data.

a A number of risks to health information exist, such as power spikes or outages, fire, floed, or
other natural disaster, viruses, hackers, and improper acts by employees and others.

Policy

o The Name of Responsible Party or Person is responsible for performing daily backups on network
of the CITY, including shared drives containing application data, patient information, financial
data, and crucial system informaticn.
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0 Name of Responsible Party or Person will back up all such data automatically, per Name of
Backup Solution’s programmed standards, nightly at 2300 hours.

o The Name of Responsible Party or Person or his or her designee will, no later than 0900 the next
day, place the backup media into the media vault located in Location of Backup Vault or Facility.

0 The media vault meets fire and disaster standards for media and will be kept locked at all times.
Only the Name of Respansible Party or Person, the system administrator, and their designees
have access to the media vault. ,

o In the event that the secured media vault is not available or properly functioning, the Name of

Responsible Party or Person, the system administrator, or their desighiees will remove backup

media to a secured offsite jocation until the media vault becon ailable.

The Name of Responsnble Party or Person the system admigist r their designees will use

support as needed to resolve problems and ensure the vahdlty of backup data,

0 Responsible personnel will clean the tape or other backup unit(s) according to the manufacturer’s
recommended guidelines, currently once per week, or specify other period.

O A rotation of four, or specify other number weekly data tapes must be maintained at all times.

O The Name of Responsible Party or-Persori-will ensure replacement of backup tapes or media
according to manufacturer’s recomigis ' ines currently annually, or specify other media

replacement timeframe(s). '

; esponsnble"for testing the validity of backup data
of a computer system problem, failure, or other
necessary to ensure data integrity, availabiiity, and

b n the network log. Any problems identified during
the restore functson must bé acted onirmmediately and no later than the same business day that
they occur. Responsxble personnel will use contract technical support as needed to resolve
problems and ensure the validity of backup data.

0 Ali personnel who detect or suspect a data backup problem should immediately report the same
to the Name of Responsible Party or Person. Such personnel should follow up immediate
notification with:a.written remorandum that includes the following information:

Compliance _Enforcement

All managers and supervisors are respensible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Palicy No. 18]
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Unique User 1.D. Policy
Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Unique User 1.D. Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize sponsibility to protect
individually identifiable health information under the regulations impleme IPAA, other federal and
state laws protecting the confidentiality of personal information, and undé neral, professional ethics.

This Policy governs the mandatory use of unigue user identificati Ss]TorCITY, a Hybrid Entity, as
well as each and every designated Health Care Component part, of CITY.

Officers, agents, employees, contractors, temporary w
understand, and comply with this Policy.

Assumptions

o CITY hereby recognizes its status a

0 The designated HEALTH CARE COMPX
CARE COMPONENTS of CITY: under the définitions contained In the HIPAA regulations.

o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the use of
unique user 1.D.’s, in accordance with the. requirements at § 164.306 and § 164.312(a)(1).

Q The use of unique user I 05154 tlal ‘element in our overall effort to protect lndmduaﬂy
identifiable he
HIPAA.

Po

to exclusively use unique user 1.D.'s for all information system access and

vities, in full pliance with all the requirements of HIPAA.

0 Respensibility, forithe development and implementation of this unique user 1.D. policy, and any
procediires associated with it, shall reside with Name of Responsible Party or Person, who shall
ensure that access to all our information systems and data is accomplished exclusively through
the use of unigue user LD.'s.

O Nothing in this policy shall limit the use of additional security measures, including login and
access measures, that may further enhance the security and protection we provide to individually
identifiable health Information, including Protected Health Information ("PHI", as defined by
HIPAA).

O Itis the Policy of CITY to fully document all unique user 1.D.-related activities and efforts, in
accordance with our Dacumentation Policy. [See Policy No. 3]
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Compliance and Enforcement

All managers and supervisors are respensible for enforcing this Policy. Employees who violate this Policy

are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY,
[See Policy No. 18]
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Emergency Access Procedures
Introduction

CITY OF LOS ANGELES (“CITY"} has adopted these Emergency Access Procedures in order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA™), as amended by the

HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibility
identifiable health Information under the regulations implementing HIPAA
protecting the confidentiadity of personal information, and under genera essional ethics,

This Policy governs procedures for emergency access to individually identifiable: health information,
including Protected Health Information {"PHI", as defined by HIPAA), for CITY:a Hybrid Entity, as well as
each and every designated Health Care Component part of CITY: :

nstrated competence in the'reguirements of
ery memperof the workforce.

All personnel of CITY must comply with this Policy. De
this Policy is an impaortant part of the responsibilities.g

inees and volunteers must read,

Officers, agents, employees, contractors, temporary wor
understand, and comply with this Policy. ’

Assumptions

0 CITY hereby recognizes its status as a HYBRID ENTITY.

DO The designated HEALTH CARE COMPONENTS of CITY hereby recognize their status as HEALTH
CARE COMPONENTS of CITY under the definitions contained in the HIPAA regulations.

a CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to emergency

access procedures in accordance.with the requirements at § 164.104, § 164.306, and §

mergency access procedures further strengthens the protections we offer
ble health information, including Protected Health Information ("PHI", as

: ZITY to establish and implement emergency access procedures, in full

comphance with all the requirements of HIPAA.

o These emergency access procedures apply to access to individually identifiable health
information, including Protected Health Information (“"PHI”, as defined by HIPAA).

@ Responsibility for the development and implementation of our emergency access procedures shall
reside with Name of Responsible Party or Person, who shall ensure that these procedures are
maintained, updated as necessary, and implemented fully throughout our organization.

0 Specific procedures shall be developed to ensure that authorized workforce members can access
individually identifiable health information, including Protected Health Information ("PHL", as
defined by HIPAA) during emergencies.

b These Emergency Access Procedures shall be developed and implemented in combination with

our emergency preparedness and response plans.
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o It is the Policy of CITY to fully document all HIPAA compliance-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3]

Specific Emergency Access Procedures

u  Establish (and implement as needed) procedures for obtaining necessary ePHI during an
emergency.

O Identify a2 method of supporting contmulty of operations should
are disabled or unavallable due to system problems.

D List specific emergency access procedures in this section

ormal access procedures

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Poilcy"' Employees who violate this Policy
are subject to discipline up to and including termina with the Sanction Pelicy of CITY.
[See Policy No. 18]
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Automatic Log-Off Policy

Introduction

CITY OF LOS ANGELES (“CITY") has adopted this Automatic Log-Off Policy in order to comply with the
Heaith Insurance Portability and Accountability Act of 1996 {"HIPAA™), as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individitally identifiable health
information under the regulations implementing HIPAA, other federal and state laws protecting the
confidentiality of personal information, and under general, professional et

this Policy is an important part of the responssbllltles of &V ry member of the workforce,

Officers, agents, employees, contractors, temporary workers tralnees and volunteers must read,
understand, and comply with this Policy.

Assumptions

a The estabhshment and lmple entatton of an effective automatic log-off policy is a crucial
element in our overall objective or providing reasonable protections for individually identifiable
health infor__mation, including Protected Health Information ("PHL", as defined by HIPAA).

Po

he Policy o TTY to always use automatic log-off applications or systems on all

i computers, in full compliance with all the requirements of HIPAA.

the development and implementation of this automatic fog-off policy, and any

associated with it, shall reside with Name of Responsible Party or Person, who shall
ensure that this policy is maintained, updated as necessary, and implemented fully throughout
our organization.

0 Spedific procedures shall be developed to specify the proper functions and procedures of our
automatic log-off systems on all computers and workstations that access individually identifiable
health information, including Protected Health Information (*PHI”, as defined by HIPAA).

3 Itis the Policy of CITY to fully document automatic log-off-related activities and efforts, in
accordance with our Documentation Policy, [See Policy No. 3]
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Specific Automatic Log-Off Procedures

List specific automatic log-off procedures in this section.
List specific automatic log-off procedures in this section.
List specific automatic log-off procedures in this section,
List specific automatic log-off procedures in this section.
List specific automatic log-off procedures in this section.

ogooco

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this P
are subject to discipline up to and induding termination in ac
[See Policy No. 18] :
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Automatic Log-Off Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:

[PROCEDURE TEXT:HERE]
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Policy Number: 51

Effective Date:
Last Revised:

Encryption and Decryption Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Encrypticn and Decryption Policy In order to comply
with the Heaith Insurance Pertability and Accountability Act of 1996 (“HIPAA”), as amended by the
HITECH Act of 2009 (ARRA Title X1II}. We also recognize our responsibility tozprotect individually
identifiable health information under the regulations implementing HIPAA federal and state laws
protecting the confidentiality of personal information, and under gener assional ethics.

this Policy is an important part of the responsibilities, o‘ very member of the workforce.

Officers, agents, employees, contractors, temporary workers tramees and volunteers must read,
understand, and comply with this Palicy.

Assumptions

)
D e
fnitions contained in the HIPAA reguiations.
0o CITY must G 'A implementing regu]ations pertaining to encryption

o The establrsh'ment and mpleméntation of an effective encrypﬂon and decryptlon policy is a
crucial element in our overall objective or providing reasonable protections for individually
identifiable health mformatlon including Protected Health Information ("PHI", as defined by
HIPAA), :

ITY o establish and maintain this encryption and decryption policy in full
Il the requirements of HIPAA,

and any procedures associated with it, shall reside with Name of Responsible Party ¢r Person,
who shall ensure that this policy is maintained, updated as necessary, and implemented fully
throughout our organization.

o Spedific procedures shall be developed to specify the proper usage and application of encryption
and decryption for all computers and workstations that access individually identifiable health
information, In¢luding Protected Health Information (“"PHI", as defined by HIPAA). .

o It is the Policy of CITY to fully document all encryption and decryption-related activities and
efforts, in accordance with our Documentation Policy. [See Policy No. 3]
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Specific Encryption and Decryption Procedures

List specific encryption and decryption procedures in this section.
List specific encryption and decryption procedures in this section.
List specific encryption and decryption procedures in this section.
List specific encryption and decryption procedures in this section.
List specific encryption and decryption procedures in this section.

Oooooo

Compliance and Enforcement

‘All managers and supervisors are responsible for enforcing this Palicy. ;
are subject to discipline up to and including termination in accordance with the S
[See Policy No. 18]

who viclate this Policy
on Policy of CITY.
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Policy Number: 52
Effective Date:
Last Revised:

Audit Controls Policy
Introduction

CITY OF LOS ANGELES {"CITY") has adopted this Audit Controls Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 (“"HIPAA™), as amended by the HITECH Act of 2009
(ARRA Title XIII). We also recognize our responsibility to protect individually jdentifiable health
information under the regulations implementing HIPAA, other federal and sfate laws protecting the
confidentiality of personal information, and under general, professional et

This Policy governs audits and auditing controls for CITY, a Hybri ) as each and every
designated Heaith Care Component part of CITY.

All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilities of every member of the workforce:”

Officers, agents, employees, contractors, tempaorary Workers tra;nees and volunteers must read,
understand, and comply with this Policy. :

Assumptions

'S of CITY ereby recognize their status as HEALTH
nitions contained in the HIPAA regulations.

0 The estabilshment and 1mplementat|on of & effective audlt controls policy is a crucial element in
our overall objective or providiriq reasonable protections for individually identifiable health
information, including Protected Health Information ("PHI”, as defined by HIPAA).

is the Policy of £ITY to establish and maintain this audit controls policy in full compliance with

our arganization.

O Specific procedures shall be developed to specify the proper usage and application of audit
controls for alt computers and workstations that access individually identifiable health
information, including Protected Health Information (“PHI", as defined by HIPAA).

a Itis the Policy of CITY to fully document all audit controls-related activities and efforts, in
accordance with cur Documentation Policy. [See Policy No. 3]

Specific Encryption and Decryption Procedures

0 List specific audit controls procedures in this section,
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List specific audit controls procedures in this section.
List specific audit controls procedures in this section.
List specific audit controls procedures in this section.
List specific audit controls procedures in this section.

[

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. E
are subject to discipline up to and including termination in accordance;
{See Policy No. 18]

yees who violate this Policy
1e Sanction Policy of CITY.
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Policy Number: 53
Effective Date:
Last Revised: __

Data Integrity Controls Policy
Introduction

CITY QF LOS ANGELES ("CITY") has adapted this Data Integrity Controls Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH
Act of 2009 {(ARRA Title XIIT}. We also recognize our responsibility to protecLipdividually identifiable
health information under the regulations implementing HIPAA, other federakand state laws protecting the
confidentiality of personal information, and under general, professional e

This Policy governs data integrity controls for CITY, a Hybrid Enti well: ch and every designated
Health Care Component part of CITY.

Officers, agents, employees, contractors, temporary w
understand, and comply with this Policy.

Assumptions

0o CITY hereby recognizes its status as:a:HYBRID i

Q  The designated HEALTH CARE COMP NENTS of CITY ereby recognize their status as HEALTH
CARE COMPONENTS of CITY under the définitions contained in the HIPAA regulations,

g CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to data
integrity controls, in accordance with the requirements at § 164.312(c)(1-2).

L The purpose of thls Integnty Controls Policy-1s to ensure that electronic Protected Health
Information (“PHL ePHI" as: def“ ned by HIPAA) has not been altered or destroyed in an

ive or providing reasonable protections for ;ndl\nduaiiy identifiable
rotected Health Information ("PHI”, as defined by HIPAA).

g Itis'the Policy of CITY to establish and maintain this data integrity controls policy in full
compliance with all the requirements of HIPAA.

0 Responsibility for the development and implementation of this data integrity policy, and any
procedures associated with it, shall reside with Name of Responsible Party or Person, who shall
ensure that this policy is maintained, updated as necessary, and implemented fully throughout
our crganization.

O Specific procedures shall be developed to specify the proper usage and application of data
integrity controls for all computers, workstations, and systems that access individually identifiable
health information, including Protected Health Information ("PHI”, as defined by HIPAA).

0 I is the Policy of CITY to fully document all data integrity controls-related activities and efforts,
in accordance with our Documentation Policy. [See Policy No. 3]
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Specific Integrity Control Procedures

0 Identify all approved users with the ability to alter or destroy data, if reasonable and appropriate.

o Implement mechanism to identify all users who have been authorized to access ePHI in
conjunction with the identity of any possible unauthorized sources that may be able to intercept
the information and modify it.

o Identify scenarios that may result in modification to the ePHI by unauthonzed sources (e.g.,
hackers, disgruniled employees, business competitors),

& Conduct this activity as part of your risk analysis.

O Establish a formal {written) set of integrity requirements base
completed in the previous steps.

a Identify and implement methods that will be used to protec the inform

O Identify and implement tools and techniques to be deve[oped oF procu
assurance of integrity. .

@ Implement electronic mechanism to corroborate.that ePHI has not been aitere 1 For destroyed in
an unauthorized manner.

0 Consider possible electronic mechanisms for'a
Magnetic disk storage, Digitat signatures and Ch

0 Review existing processes to determine if object

O Reassess integrity processes continually as technology:gad operational environments change to
determine if they need to be revis

O List specific data integrity control

e results of the analysis

n from modification.
that support the

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and zncludmg termlnation in accordance with the Sanction Policy of CITY.
[See Policy No. 18] . 1




Procedure Number: 53
Effective Date:
Last Revised:

Data Integrity Controls Policy

DEPARTMENT:

PRIVACY/SECURITY OFFICER:

JOB CLASSIFICATIONS INVOLVED:



)
L
i
o
el
E
=
=
o
=
=
o
@
Q)
o
j
o

i
8o
D
S
T B
D
e 9
i

Data Integrity Controls Policy
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Policy Number: 54
Effective Date;
Last Revised:

Person or Entity Authentication Policy
Introduction

CITY OF LOS ANGELES ("CITY"} has adopted this Person or Entity Authentication Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"}, as amended by
the HITECH Act of 2009 (ARRA Title XIII). We aiso recognize our responsibility.fo protect individually
identifiable heaith information under the regulations implementing HIPAA, gther federal and state laws
protecting the confidentiality of personal information, and under gene essional ethics.

stems and data, for
nt part of CITY.

This Policy governs person and entity authentication for access to inf¢
CITY, a Hybrid Entity, as well as each and every designated Health?

All persannel of CITY must comply with this Policy. Demonstrated competence in thy

quirements of
this Policy is an important part of the responsibilities of every member of the workforce: .

Officers, agents, employees, contractors, temporary workers tramees and volunteers must read,
understand, and comply with this Policy.
Assumptions

a CITY hereby recognizes its status a
O The designated HEAL

O The purpose of this Persor Or Entity Authentication Policy is to ensure that electronic Protected
Health Information ("PHI” and "ePHI”, as defined by HIPAA} can only be accessed by persons or
entities who are in fact who they claim to be, and not imposters,

stabilshment and mp[ementanon of an effectlve data Person or Ent|ty Authentlcatlon Policy

cy of CITY to establish and maintain this Person or Entity Authentication Policy in full
comptiance with all the requirements of HIPAA.

O Responsibility for the development and implementation of this Person or Entity Authentication
Policy, and any procedures associated with it, shall reside with Name of Responsible Party or
Persan, who shall ensure that this policy Is malntained, updated as necessary, and implemented
fully throughout our organization.

G Spedfic procedures shall be developed to specify the proper authentication of persons and
entities who access individually identifiable health information, including Protected Health
Information ("PHI", as defined by HIPAA) on our computers, workstations, and systems.

O Itis the Policy of CITY to fully document all person or entity-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3]
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Specific Person or Entity Authentication Procedures

0

Q

=]

Doooo

Compliance and Enforcerp nt

Identify methods available for authentication. Under the HIPAA Security Rule, authentication is
the corroboration that a person is the one claimed. (45 CFR §164.304)
Authentication requires establishing the validity of a transmission source and/or verifying an
individual’s cfaim that he or she has been authorized for specific access privileges to information
and information systems,
Weigh the relative advantages and disadvantages of commonly use
available:
o Something a person knows, such as a password,
o Something a person has or is in possession of, such:
etc.),
o Some type of biometric identification a person. pro\ndes, such as' a
o A combination of two or more of the above approaches B
Select the appropriate authentication method based on the analys:s of the foli ‘commonly used
authentication approaches. .

uthenttcatlon approaches

mart card, ATM card,

gerprint, or

List specific person or entity auth

All managers and supervisdf;:s' are Fééﬁonsibie for enforcing this Policy. Employees who violate this Policy
are subject to dlsuplme up to and lndudmg termm tzon in accordance with the Sanction Policy of CITY.

[See Policy No. 18]
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Palicy Number: 55
Effective Date:
Last Revised:

Data Integrity Controls Procedures
Introduction

CITY OF LOS ANGELES (“CITY") has adopted these Data Integrity Controls Procedures in order to comply
with the Health Insurance Portability and Accountability Act of 1956 ("HIPAA"}, as amended by the
MITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibility to protect individuaily
identifiable health information under the regulations implementing HIPAA, other federal and state laws
protecting the confidentiality of personal information, and under gener essional ethics.

These procedures govern data infegrity controls for CITY, a Hybr as each and every

designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Demonstrated competence in the’ qulrements of
this Policy is an important part of the responsibilities of every member of the workforce:

Officers, agents, employees, contractors, temporary workers tramees and volunteers must read,
understand, and comply with this Policy. :

Assumptions

2).
O The purpose of these Integrity Controls Procedures as with our Integrity Controls Policy, is to
ensure that efectronic Protected Health Information ("PHI” and "ePHI", as defined by HIPAA) has
alts red feiigte stroyed in an unauthorized manner.,
mentation of an effective data integrity controls procedures is a
| objective or providing reasonable pratections for individually
, including Protected Health Information (“PHI", as defined by

" identifiable he
HIPAA).

@ Itis the Policy of CITY to establish and maintain these data integrity controls procedures in full
comgpliance with all the requirements of HIPAA.

0 Responsibility for the development and implementation of these data integrity procedures, as
with our Data Integrity Controls Policy, shall reside with Name of Responsible Party or Person,
who shall ensure that these procedures are maintained, updated as necessary, and implemented
fully throughout our organization.

O  Specific integrity control procedures shall be developed to specify the proper usage and
application of data integrity controls for all computers, workstations, and systems that access
individually identifiable health information, including Protected Health Information ("PHI", as
defined by HIPAA).

a Itis the Policy of CITY to fully document al! data integrity controls-related procedures, activities,
and efforts, in accordance with our Documentation Policy. [See Policy No. 3]
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Specific Integrity Control Pracedures

List specific data integrity control procedures in this section.
List specific data integrity control procedures in this section.
List specific data integrity control procedures in this section.
List specific data integrity control procedures in this section.
List specific data integrity control procedures in this section.

go0ooagd

Compliance and Enforcement

Empl

All managers and supervisors are responsible for enforcing this Polit
ance with the

are subject to discipline up to and including termination in ac
[See Policy No. 18]

s, who violate this Policy
ion Policy of CITY.
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