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Policy Number: 1
Effective Date: _

Last Revised: _

General HIPAA Compliance Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this General HIPAA Compliance Policy in order to recognize
the requirement to comply with the Health Insurance Portability and Accountability Act of 1996
("HIPAA"), as amended by the HITECH Act of 2009 (ARRA Title XIII). We alsorecoqnlze our
responsibility to protect individually identifiable health information under theft~guJations implementing
HIPAA' other federal and state laws protecting the confidentiality of per; ..','" information, and under
general, professional ethics. . ...

'~llS:t" -,."~
This Policy governs overall HIPAA compliance for CITY, a Hybri Entity, as we
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. De trated competence in the ,"Direments of
this Policy is an important part of the responsibilities,","", ry memJi?$ii1bfthe workforce.

"{;:-~~:-;-f;L, ~"'~'··"·it

";~0r%;~~~_:"" ,_~,tJ~rj~Y··
Officers, agents, employees, contractors, temporary workets\jilqdH)olunteers must read, understand and
comply with this Policy.

[J CITY hereby recognj.?~?ti·
[J The designated Hfr'A§lTj'·

'~i~N~!:.':-'f

CARECOMPONE TS of C
[J CITY and i H CA

implement" lations
and HITECH' .....ctiotfci; 1.. ."", ,:',~··c_ .

[J Compliance with'Aip~:is mandatory'a~'d failure to comply can bring severe sanctions and
penalties; ..'"

o Corripllancewlth HIPMwll! strengthen our non-HIPAA compliance obligations, and in fact, will
support and strengthen our non-HIPAA compliance requirements and efforts.

ENTITY.
of CITY hereby recognize their status as HEALTH

Assumptions

. ust comply with HIPAA and the HIPAA-
the requirements of Sections 164,104, 164.306,

o It is f CITY to become and to remain in full compliance with all the requirements of
HIPAA""';,

o It is the Policy of CITY to fully document all HIPAA compliance-related activities and efforts, in
accordance with our Documentation Policy. [Policy No.3]

o All HIPAA compliance-related. documentation will be managed and maintained for a minimum of
six years from the date of creation or last revision, whichever is later, in accordance with CITYS'
Document Retention Policy. [Policy No.4]

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]



Procedure Number: 1
Effective Date: __

Last Revised: __

General HIPAA Compliance Policy

[PROCEDURE TExf-~~RE]

DEPARTMENT: _

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:



Procedure Number: 1
Effective Date: __

Last Revised: __

General HIPAA Compliance Policy
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Policy Number: 2
Effective Date: ---

Last Revised: _

Policies and Procedures Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Policies and Procedures Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize . sponsibility to protect
individually identifiable health information under the regulations impleme IPAA, other federal and
state laws protecting the confidentiality of personal information, and u eraI, professional ethics.

This Policy governs the creation, documentation and use of PoIiCi~'i~g~Ies for CITY, a Hybrid
Entity, as well as each and every designated Health Care Compgnerif part of C···

.c:*~~}~
~'''''-:~-':'" ,,' 'j~'-

All personnel of CITY must comply with this Policy. Demonstrated competence in theltequirements of
this Policy is an important part of the responsibilities of~veiY rnernberof the workforce;-~;'-

·c~(~:,:;;:~··' .,.;,:~~;.;,~;_

Officers, agents, employees, contractors, temporary~6iRers andr,->nteers must read, understand and
comply with this Policy. -,

Assumptions
?l\~),....l~i\?i;;.·:,._

o HIPAA law and the implementing HI~~~_regJJl~lons;att~F160.31O, § 164.306, § 164.312, §
164.316 and § 164.S3.QCii}fJequirethEi:~t¢ati6n and implementation of specific Policies and
Procedures .. ;"t,",;,·\> C:

7"c,)'
o Good busin~ss pr~di~-es ~rid~general bJ~U1essethics call for the creation and implementation of

clear and reasonable Policies and Procedures.
o The PoHciesand procedurescr~?t~d~ndiinplemented by CITY should provide clear guidance to

all workforcem~r;qpers'~bbUfoiJr:obHgatjons under the law and how we do bus/ness .
..: ." --:~-'-- .';-. .~;':,.~..~.' ,- -. . ' ..

to create and implement appropriate Policies and Procedures as required
sted by good business practices and general business ethics.
dures shall be updated and amended as needed or as required by law.

cedures shall be distributed to, or made otherwise available to, the entire

o

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policy Number: 3
Effective Date: _

Last Revised: _

Documentation Policy

Introduction

CITY OF lOS ANGELES("CITY") has adopted this Documentation Policy in order to recognize the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2009
CARRATitle XIII). We also recognize our responsibility to protect individually identifiable health
information under the regulations implementing HIPM, other federal and state laws protecting the
confidentiality of personal Inforrnatlon, and under general, professional ethi

Policy

o HIPM compliance for
onent part of CITY.

This Policy governs the creation, use, and maintenance of documents r
CITY, a Hybrid Entity, as well as each and every deslqnated Health

All personnel of CITY must comply with this Policy. Demonstr e
this Policy is an important part of the responsibilities of eve . mber of the

Officers, agents, employees, contractors, temporary w
comply with this Policy.

Assumptions

o CITY hereby recognizes its status
o CITY must comply with HIPM and t

documentation at § 164.312(b)(2)(i),
among others.

tions concerned with
), and § 164.530U)(1)(iii),

o

must be created and maintained in written form, which may
umentation.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to dlsdpllne, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policy Number: 4
Effective Date: _

Last Revised: _

HIPAA Documentation Retention Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this HIPAA Documentation Retention Policy to comply with
the Health Insurance Portability and Accountability Act of 1996 C'HIPAA"), as amended by the HITECH
Act of 2009 (ARRATitle XIII). We also recognize our responsibility to prot~~~Q9ividually identifiable
health information under the regulations implementing HIPAA, other federC3I"~nastate laws protecting the
confidentiality of personal information, and under general, professionaJetR)2s.

~,.::-,~;:' :~,-. .,"'": '..
:,:.::':".-:'-';"':-,'_:.:--·c

This Policy governs HIPAA documentation retention for CITY, a Hybric:lEntith~sweil as each and every
designated Health Care Component part of CITY.\_--c

<_•• ~~~~~~l:~W':· ..;;-';-::~:~?:~;:::~.

All personnel of CITY must comply with this Policy. Dem9rr~_fhrtedcompetence in tH~-I¢-8Uirementsof
this Policy is an important part of the responsibilities ofe:;;~fry member of the workforcet,~';'

. "'. .

Officers, agents, employees, contractors, temporary w
comply with this Policy.

.Onteers must read, understand and

Assumptions

o CITY must comply with HIPAA and regulations concerned with
documentation retention at § 164.316 and§ among others.

o Proper and lawfulretentiorl,ot HIPAA-related documentation is both a requirement under HIPAA
and good busiQ@'$S"practlce:}}'i;', .. "

o Proper and I. . '., retentlo '6" .documentation is essential to proving our
complianc IPM" gationsr and to effectively serving our constituents.

, ITY to ,~in all HIPAA-related documentation for a minimum period of six (6)
years from the d @ of its creation or modification, or the date when it was last in effect,
'whichever IS later:"

Complianceanq,"Ellforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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POlicyNumber: 5
Effective Date: _

Last Revised: _

Documentation Availability Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Documentation Availability Policy to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAAfI

), as amended by the HfTECH Act of
2009 (ARRATitle XIII). We also recognize our responsibillty to protect indivLQ~lIy identifiable health
information under the regulations implementing HIPAA, other federal and "claws protecting the
confidentiality of personal information, and under general, professional s.

This Policy governs the availability of HIPAA-related documentatio
each and every desiqnated Health Care Component part of cm.

.;-',:-~~,:~..

All personnel of CITY must comply with this Policy. Demonstrated competence in th~'fr~qulrements of
this Policy is an important part of the responsibilities ofevE:ky member of the workforc~;\

Officers, agents, employees, contractors, temporarylfJdrl<~rs andV~tSnteers must read, understand and
comply with this policy.'-;tj!;;'h-:?t~{~c'-

Assumptions

[J CITY must comply with HIPAA and IP';tfng regulations concerned with the
availability of HIPAA;:f,~la.tElgdocume_;)8-/rn accordance with the requirements at § 164.310/
§ 164.316/ § 164.m§~e);i}~mQllgothersi;~;-/

.:~:,~,~:r~;?:::-" ~::':f~<!~:'~ ~··:··-:'~·:c
>~:r-:' ")T~/

Policy

o It is the Policy of qP{to make all HIPAA-related documentation available to those persons
responslble'for, implerrl~nting the Policies and/or Procedures to which such documentation

• ,", : •• "','._. ::;':.',::-:.;; c~. ::. >-

,.;,%pertalns. <'{i;-};}:,
'DE' All HIPAA-rela .

, members who a
orkforce mem

mentation
[J

cu ,ation shall be distributed 'or made otherwise available to all workforce
ffected by the documentation.
affected by specific HIPAA-related documentation shall have access to such
to their beginning or executing work that depends on such documentation.

. workforce shall be held accountable for compliance with any HIPAA-related
,; Policies, or Procedures unless they have been given access to such
n.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policy Number: 6
Effective Date: _~_

Last Revised: _

Documentation Updating Policy

Introd uction

CITY OF LOSANGELES("CITY") has adopted this Documentation Updating Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH
Act of 2009 CARRATitle XIII). We also recognize our responsibility to protectc:jD9ividuatlyidentifiable
health information under the regulations implementing HIPAA, other fede~~lt?rh:istate laws protecting the
confidentiality of personal information, and under general, professional, "125 .

•0,' -::~':-';i .
....':~':,.'0. '.~:~.~.;:::::-/~:

This Policy governs the updating and maintenance of HIPAA-relateqdbc:um~Hfati,on for CITY, a Hybrid
Entity, as well as each and every deslqnated Health Care Component part of CIT'f;

,<·;t~c>-"

All personnel of CITY must comply with this Policy. Demonstrated competence in thEifequirements of
this Policy is an important part of the responsibilities o(evety member of the workforce;;

Assumptions :),; ~:-::. ~.;'~:'::':';~~,:~:::~:;,',~v,:,~::'~:
8'::~f~~, .'::~:;;;\i: k':~1:!~~>~f__,'~~:.:c;~,"

o CITY must comply with HIPAA and tfl~'HIPAA':iriipfemedting regulations concerned with the
updating of HIPAA-relateddocumenta'tlbn;;ihaccordance with the requirements at § 164.310,
§ 164.316, § 164.530U), among others:>

o Appropriate and,timely upd~ting of HIPAA;:related documentation is both a requirement under
HIPAA and,gpotfbusinesspf,aCtice. ",~.,~

o Appropriate',l~,@gtimelyr;t:1~i)}~~Qaq~~,,~tljlI1AA-relateddocumentation is essential to proving our
compliance wtF~"'!r~bH(fing:tQj:lfivestigations, and to effectively serving our constituents.

<i!~tDnteersmust read, understand andOfficers, agents, employees, contractors, temporary
comply with this Policy.

, '"', ",j It is the Policy to review all HIPAA-related documentation periodically, and update such
~-';:-;?t-i(jocumentationa§t,eeded, in response to environmental or operation changes affecting the

-pdvacy or securitY'Of individually identifiable health information.
o Reviews of HIPAA-related documentation shall be made periodically, but at least every [TBD]

months for the purposes of this Policy.
o Reviews and updates of HIPAA-related documentation that occur as a result of this Policy shall

be made by CITY'S desiqnated Privacy Officer or HIPAA Officer.
o Reviews and updates of HIPM-related documentation that occur as a result of this Policy shall

be documented according to CITY'S Documentation Policy. [Policy No. 3J

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to dlscpllne, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policy Number: 7
Effective Date: _

Last Revised: _

HHS HIPAA Investigations Policy

Introduction

CITY OF lOS ANGELES ("CITY") has adopted this HHS HIPAA Investigations Policy to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HlTECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect rndi )Iy identifiable health
information under the regulations implementing HIPAA, other federal and laws protecting the
confidentiality of personal information, and under general, professional

This Policy governs responses to and activities during HIPAA-relat. ...,ns conducted by the U.S.
Department of Health and Human Services ("HHS"), or its desjg[le~g: that inve ye".CITY, a Hybrid Entitv,
as well as each and every designated Health Care Componentpart of CITY."';:

, '; ':;.:::',;<-:., ~ . '-' .... : : - '. ~:, '."C

All personnel of CITY must comply with this POlicy. DelTibnstrated COmpetence in thereq'uirements of
this Policy is an important part of the responsibmties,?J§very mempE!t.of the workforce.

c~.~~;; i~~:.'~~·~~.-.. ,~,.,.;)'_~.:::~:.::'

;i~~vblunteers must read, understand and
·'iF

Assumptions

":-:"::.:;;-;-'.

Officers, agents, employees, contractors, temporary wor
comply with this Policy.

o CITY hereby recognizes its status as a HYBI::UD ENTITY.
o The desiqnated HEALTH CARE of CITY hereby recognize their status as HEALTH

CARE COMPONENTS of CITY.
o CITY and its HEALTH CARE COMPONENTS'must comply with HIPAA and the HIPAA-

implementingregulations¢ClQ,c£:;t~e,dwithl-ltPAA-related investigations by HHS, in accordance
with the reqLirr~ ~;;lt;§'t64'~308i:;§"¥:04.310,and § 164.312, among others.

\, ' ..,:~'--~ -,~";i·

It is the Policy to fully comply with HIPAA law and with all HIPAA-related investigations
,,, =.conducted by H

o2f~n~.Jhe Policy to not impede or obstruct any HIPAA-related investigations conducted by
HHS.

o It is the Policy of CI1Y to provide all documentation or assistance required by law in connection
with any HIPAA-related investigations conducted by HHS.

o Workforce members who are deslqnated to assist with HIPAA-related investigations conducted
by HHS must adhere to the following:

o Whenever a HHS investigation is discovered, the following persons must be immediately notified:
o Attorneys (HIPAA counsel AND local counsel, if different)
o Executive Management
o Privacy Officer
o Security Officer
o Compliance Officer
o Health Information Management Department and/or the Custodian of Records

o Cooperate, but do not volunteer information or records that are not requested.



Policy Number: 7 (cont.)
Effective Date: _

Last Revised: _

D Ask for the official government agency-issued identification of the investigators (Business cards
are NOT official identification); write down their names, office addresses, telephone numbers, fax
numbers and e-mail addresses. If investigators cannot produce acceptable 1.0., call legal
counsel

D Have at least one, if not two witnesses available to testify as to your requests and their
responses.

D Ask for the name and telephone number of the lead investigator's supervisor, but only if, in your
judgment, his/her demeanor indicates that you can ask such a questiori'wlthout engendering
"hard feelings." Under NO circumstances should you take any actiqrl/tb escalate tensions, except
if you genuinely doubt the identity or authority of the investigi:l.tPf$C

D Determine if there are any law enforcement personnel pres~[i~?(f:e:'[§E!3I,US Attorney
investigators, State Prosecutor investigators, etc.). If law~DforcemeQt;p~rsonnel are present,
then the investigation is likely a criminal one, with mu ,rn'6resevere p:eQ~ltiesthan may result
from a civil investigation. Generally, guns strappeq' , s are a good indt": X of the presence
of law enforcement personnel; but, if in doubt, .. .

o Permit the investigators to have access to prot' d health information (\\PHI'')~ n accordance
with our notice of privacy practices C'NPP"),&Q':,c deral ~JJ£Ir;Statelaw. Once investigators have
verified their identities and have also verified tfi¢I£'9!Jth(jl'!t)?to access PHI, it is a violation of
HIPAA to withhold PHI from them, if the PHI sough~i§:the subject matter of the investigation, or
reasonably related to the investigation. Again, ask ii'iv;2's,tigatorsto verify that they are seeking
access to the information becaus¢'lfi$dir~ctly relatedfb';thE:jir legitimate investigatory purposes;
and document their responses in your owil written records;.\:

D Have a witness with you when you ask aboutth~fnClHmorityt6 access PHI, and the use that they
will make of the PHI they are seeking"~cces§2.tgFwlioiQ?tl'later testify as to what they told you.
Two witnesses are even.better. All wltnesst3s~shouldalso prepare a written summary of the
conduct and cornrrun "t!fiC' . ey obs,sas soon as possible after the incident; these
summaries sho ann' with t e and date of the event, the time and date that the
summaries w mplete d the wi s signature.

D Send staff es els ,ossib ,,' uring this first investigation encounter. There is no
requirement e~~'{~Q,t;e questioned during the initial phase of an
investigation. ."".C;', .

. "truct e, ees to hide or conceal facts, or otherwise mislead investigators.
estigatorsfOriqocuments related to the investigation. For example, request:

copies:'bfany s~jtch warrants and/or entry and inspection orders
o copies of any complaints
o a list of patients they are interested in
o a list of documents/items seized

D D9NOT expectthat investigators will provide any of the above, except for the search warrant
an(:L~,U~tof ''''fhents/items seized (if any),

o Don'tir' Investigators alone, if possible, Assign someone to "assist" each investigator
present

D Don't offer food (coffee, if already prepared, and water, if already available, is ok). Don't do
anything that could be construed as a "bribe" or a "kickback" to induce favorable treatment, such
as offering to buy the investigators lunch.

D Don't be "chatty." Only tell investigators what you are required by law to tell them. Answer
direct questions fully and to the best of your ability. Always defer to the advice of legal counsel if
you are unsure of what or how much to say.
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Compliance and Enforcement

AI! managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Policy Number: 8
Effective Date:
Last Revised: 8-11-13

Breach Notification Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Breach Notification Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA/), as amended by the HITECH Act of
2009 (ARRA). We also recognize our responsibility to protect individually ldentfiable health information
under the regulations implementing HIPAA, other federal and state laws pro~¢ging the confidentiality of
personal information, and under general, professional ethics. "i,;~}mj;:
This Policy governs consumer notifications of breaches of individua!!Yi;i'Q~nt)fjable health information for
CITY, a Hybrid Entity, as well as each and every designated Healthl~fe C6mgqnent part of CITY.

::{g: ~)~·'HT~

All personnel of CITY must comply with this Policy. Demoll§~~~t~d competenc~i'~~h~reqUirements of
this Policy is an important part of the responsibilities of ~Y~rYmember of the worKfB,~~f;jl!.~ - ...

Officers, agents, employees, contractors, temporary'~~f~~~s, and voll:H1~eersmust re:~,:!Ur'i.<;!~rstand,and
comply with this Policy. dn~.;;· .

Assumptions
".;< :~.;.

..'; -:~~. ;,.;,' -;-::~~-j.?~.>;"

o CITY hereby recognizes its status asal~YBRID'ENm~!,>.>
o The designated HEALTtt,~&RE cOMPdNgf)lTS of~.¢l~iH~t~Q~red)gniZe their status as HEALTH

CARE COMPONENTS;'~l(ont:NiHnder thea:¢:fflnjtiijo'$;'contain-e~;'i:n'the HIPM regulations.
o CITY and its HEA~W8\:CARE'tQ:rtWONENTs:ti][g'sfcomply withHIPM and the HIPAA implementing

regulations cql\lf;@rnedwith notiftjjations to c~H~umers, the media, and the Secretary of the
Departmen·t·q~\~ealthand.;~~'manservic~~("HHS") about breaches of individually
identifiable hea'1t5tinformatioMWhaq:ordance w)tfl;the requirements at Sections 164.400 to
164414".:"; .... ':"':'::,;' '.;'::;:;;' ;c.:

o co~pliahc~\Nith HIPAA's'bf~ach notificatlbH"fgquirements is mandatory and failure to comply can
bring severesal1ctions ahq penalties.

o tilnely notificatibnsJo consUmers about breaches of individually identifiable health information
can help reduce orRr~",ent ideOtity theft and fraud.

o Tim~ly notifications to\:cgnsumetsjabout breaches of individually identifiable health information
cahlhE.llp protect our bc§!ness and reputation.

o onlyL6:~~aches of "unseGUued" (unencrypted or not rendered unusable, unreadable or
indecipij~;rc~bleto I.H~"~:tithorizedpersons) protected health information trigger HIPM's
breach ndHf(~fmonJ~RUltements.

',~;; +s ~ ~ ~~1:.:;-~,"c,-, ~

Policy

o It is the Policy of CITY to provide timely notifications to affected (patients and/or) consumers
about breaches of individually identifiable health information.

o Model Breach Notification letters or emails shall be developed and prepared to be used as
needed.

o It is the Policy of CITY to timely provide:
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o Notice to patients alerting them to breaches"without unreasonabledelay", but no later
than 60 days after discovery of the breach.

o A breach is treated as "discovered" as of the first day it is known or, by
exercising reasonable diligence would have been known to the CITY, HEALTH
CARE COMPONENT or their business associates.

o Notice to CITY by BusinessAssociates("BAs") when SA discoversa breach "without
unreasonable delay" and not later than 60 days after discovery of the breach.

o Notice to the Secretary of HHSand prominent media outlets about breaches involving
more than 500 patient records. c ,

o Notice to next of kin about breaches involving patients whg~~r~,deceased.
o Noticesare to be in plain language via first class m~mj)~substitute notice and

include what happened, the details of the breached yrt~~~UrePHI, steps to help mitigate
harm to the patient, contact procedures and th,~l~~gtt~~PQnseto the breach.

o Annual notice to the secretary of HHSnot later't)',;ttH 60 Claf~~~fterthe end of the
calendar year about unsecure PHI breachesipV()lving fewer t'hi1t'n(SOO patient records.

o Delay of notification is permitted if ala,W'tinforcement offl(:!!Eilstates that
notice would impede a criminal in'fe$~igation or damage n&lti~h!Ei1security. 45
CFR 164.412» ..«',

u An acquisition, access, use or disclosure ()fPHI in a manner not permitte~under the
HIPAA regulations (i.e. the Privacy Rule) is.presumedl~()'be a breach unless the
covered entity (CITY, HEALTH CARE COMPONEI~H'$,FbUsinessassociate) demonstrates
that there is a low probability:tl:1~~~he PHI has:be~tl compromised based upon a risk
assessment of at least the fouq}!ihg.!l!Ei£,:ors: "llm;,%,

o Nature and extent the pi{lJ.Lwra{~I.'QNt; Ived incldaUl9 the identifiers and
likelihood or re-identificatldn''"'' '%m~h:'s:~-z.:.,,' ~~''-,

o Whether thep~rson(s) invo~~~d int;a(~~J<:l.!?,lJre"were authorized persons;
o Whether t~.~'P,tt!~W~Sactuall¥acc:i0i' or'viewed; and
o The ext~"~,towHftfa!~he risk tilIttb{PHI has bee'n investigated. [45 CRF

164.4Q2;Emphasisadded.] ",1,.

o BusinessAssOciatesof CITY ar~required to Hnrnediatelyreport all breaches, losses,or
compromises of individually identifiable health information - whether secured or unsecured- to
the designated HIPAAOffiqerdf PrivacY.Ptfi.@f"without unreasonable delay" and not later
thall,6()ctay~ after discovery of thebrea.ch.

o E?usi!,lesSAssoc:ipt~contr~(;:ts,whether existing or new, are required to have corresponding
,\'bte'achnotificafion!require'rl1entsincluded in them.

Uj;!!'$'anctionsor re-tr~lmgg shaWij~g~ppliedto all workforce members who caused or created the
"j!0¢' itions that allow~a!tne breacHitooccur, according to CITY's Sanction Policy. [See Policy No.

1 .r , 'H~i"""
o AII~e~,c:b-related activ(ti¢~and investigations shall be thoroughly and timely documented in

accord~lRq!=l~withCITY:~lpocumentation Policy. (See POlicyNo.3]

:- ': '; .C ::" , .~.; :~ .; -.- .: -: :~

Complianceand E~fotc:~ment

All managers and supervisors are responsiblefor enforcing this Policy. Employeeswho violate this Policy
are subject to discipline up to and including termination in accordancewith CITY'SSanction Policy. [See
Policy No. 18]
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Breach Notification Policy

I ntrod uction

CITY OF LOSANGELES("CITY") has adopted this Breach Notification Policy in grder to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as alTl.grOedby the HITECH Act of
2009 (ARRA). We also recognize our responsibility to protect individuall ··htifiable health information
under the regulations implementing HIPAA, other federal and state la~ . cting the confidentiality of
personal information, and under general, professional ethics.

This Policy governs consumer notifications of breaches of individya y identifia
CITY, a Hybrid Entity, as well as each and every deslqnated . tfh Care Compon

All personnel of CITY must comply with this Policy. De,m?:~trated cQ[l1petencein the ··uirements of
this Policy is an important part of the responsjbilities6f~yery memR§rbf the workforce.

. -.;;,:~i~~-,::~~~~.,"'(i.~;::.(:~};·

Officers, agents, employees, contractors, temporary work&fs;a(lc(volunteers must read, understand, and
comply with this Policy., .

o CITY hereby recogn' ... D ENTITY.
o The designated· ..' of CITY hereby recognize their status as HEALTH

CARECOMPO·' der the itions contained in the HIPAA regulations.
o CITY and i MPONENT ~.:ust comply with HIPAA and the HIPAA implementing

regulations··. rned V'{ithI .. DB,~~q:tonsumersabout breaches of individually identifiable
health infomia lDrl,indi2cbrdanc h the requirements at Sections 164.400 to 164.414.

o Compliance withHIPM's breach notification requirements is mandatory and failure to comply can
bring severe sanctions and penalties.

o Timely notifications to consumers about breaches of individually identifiable health information
can help reduceqrpreventidentity theft and fraud.
Timely notificatiO.8SJOconsumers about breaches of individually identifiable health information

n help protect' . business and reputation.
breaches ' secured" (unencrypted or not destroyed) protected health information

HIPAA' ch notification requirements.

Assumptions

Policy

o It is the Policy of CITY to provide timely notifications to affected (patients and/or) consumers
about breaches of individually identifiable health information.

o Model Breach Notification letters or emails shall be developed and prepared to be used as
needed.

o It is the Policy of CITY to timely provide:
o Notice to patients alerting them to breaches "without unreasonable delay", but no later

than 60 days after discovery of the breach,
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o Notice to CITY by Business Associates ('BAsil) when BA discovers a breach.
o Notice to the Secretary of HHS and prominent media outlets about breaches involving

more than 500 patient records.
o Notice to next of kin about breaches involving patients who are deceased.
o Notices to include what happened, the details of the breached unsecure PHI, steps to

help mitigate harm to the patient, and the CE's response.
o Annual notice to the secretary of HHS 60 days before the end,Qf the calendar year about

unsecure PHI breaches involving fewer than 500 patient r"'c,
o When a security or privacy Incident occurs that may be a "brea r HIPAA regulations, the

designated HIPAA Officer or Privacy Officer will perform a risk, nt to determine whether
there is significant risk of harm to the individual(s) whose - ropriately disclosed or
compromised. The following questions must be accurater, resse,~",:;tre risk analysis:

o Did the breach or compromise involve "unsee d" protected 11&;~ltfjh.information?
o In whose hands did the PHI land?"".\;l~:2~~g-."
o Can the information disclosed cause "sigqifteant risk of financial, reputa.tional, or other

harm to the individual"? ,,',c'_,"
o Was mitigation possible? For example/can you obtaih forensic proof that a stolen laptop

computer's data were not accessed?
o Business Associates of cm are required to immediately report all breaches, losses, or

compromises of individually identifiable health information- whether secured or unsecured - to
the designated HIPAA Officer or f1ti&a¢Y1iPffi~er."-,;,~:,.,

o Business Associate contracts, whe1ili~r-exfst.jrr)}ewl are''(§quired to have corresponding
breach notification requirements in"" ,ed in' ..

o Sanctions or re-training shall be ap t"'embers who caused or created the
conditions that allow breach to ,ccording to CITY's Sanction Policy. [See Policy No.
18]:~¥;&;,t

o All breach-rela,.,. investig~~tQnsshall be thoroughly and timely documented in
accordance . .cc- ntation pql\t:y. [See Policy No.3]

Compliance and Enforcement

All managers and supervisors areresponsible for enforcing this Policy. Employees who violate this Policy
aresubjed to discipline Up to andipcluding termination in accordance with CITY'S Sanction Policy. [See
PQl!"~t~NO.18] - - , -,-'-
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HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]
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42 usc. J302(a); 42 USc. 1320d-1320d-9; sec. 264, Pub. L. 104-191,110 Stat. 2033-2034 (42 USc. 1320d-
2(note)); and sees. 13400-13424, Pub. L. 111-5,123 Stat. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740.42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]
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* 164.400 Applicability,

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART: .
42 US.C 1302(a); 42 Us. C 1320d-1320d-9; sec. 264, Pub. L. 104-191, lIO Stat. 2033-2034 (42 Us. C 1320d-
2{note)); and sees. 13400-13424, Pub. L. 111-5,123 Stat. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740,42767, Aug. 24, 2009, added Subpart D, effective Sept 23, 2009.]
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of this part.

(ii) Any~~~ti!'1))y a person who ismti~~i~to access protected health information at a covered
entity or business associate to another person authorized to access protected health information at the same covered
entity or business associate, or organized health care arrangement in which the covered entity participates, and the
information received as a result of such disclosure is not further used or disclosed in a manner not permitted under
subpart E of this part.

(iii) A disclosure of protected health information where a covered entity or business associat~.).:1as·"·.' ~.!.:.,~'~
"tiil\1l~<l;i£~k~,*'R-;!,I(Jj>""'§"~' h h di 1 ~"ilR~'!;!lii'lIli~~";',[[0~'~~~''-'<i'li'ii,~~'if,iii';;-:''''''''''1i'if'>'W~r,;'t~!!i"'''''''·''''''~''';··';':'''''''';'F';~.:~,"uat an~~Jil3.iffl4person to w om t e 1SC osure was made_3.!.q;%lVl§f.I'j·}i:!!>'~1'!!i!il'!D'-hi&vm;lile1il'i'l.r;··\~'¢.~t~J;j'llj,1-M$.\i!:£l'~~'

~~~ePt as provided in paragraph (1) of this definition, an acquisition, access, use, or disclosure of protected
'\ \ health information in a manner not permitted under subpart E i 0 be a_~1i_e)lUe covered entity or

.~ \\ .~u_sin~,:..,?~~.:~g~l~~~,l,asapPlicabl~"";.'.:.'.:~.<.'~~.~.~~i.:!tfth...at there is . that the protected health informatioll.
f' " ~'mmp'ro'mtseI:rbased on "', :s'~~gre~~:w;~WJ~Rfat least the following factors:, -- .

.. , / \ . (i) The,a~.~},;~lt!~fthe protected health information involved, including the types of identifiers and the
I t likelihood ol're:rdentification;

As used in this subpart, the following terms have the following meanings:

~ •• ~eans the acquisition, access, use, or disclosure_()fpE'?,~e~~t.edhealth information in a manner S'!Rl~j;~l%jf
under subpart E of this part whicqfg!4%~mt.~\fS th~I~~l~I~!~ill·m,YlfQYofthe protected health information.

( 1).i)Rm't~~~1fti1tfai,~'~ .. ,:,:,il!i." ...,e;o.fL ........ ","",,'

(i) Any ~.I}~1Jl'l,~cquisition, access, or use of protected health information by a"~iitt~IDlli&ror person
acting "if, if such acquisition, access, or use was made in

.:~-'·'~~ll.tim~'9r~~-m~i~na manner not permitted
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(ii) Theif~<?~~1k~ffiilq~who used the protected health information or to whom the disclosure was made;

(iii) Whether the protected health information wa~Q,ru~~&l:\ScqH!r.!';q~~F~¥i~':iR~d;and
~?""'~d.~~'i'~.~;~,~n~:,g ......5.."\.~~i'A'.~'

(iv) Th~~.i14}o which th~Fb the protected health information"i.,.M£e.

&:i.~jmprotected health infonnation means protected health information that iS~~~J!'e.!i~il~
*,~~4~Bl~;:;q£~~~~Y2iEhHHRl~tofi~iI~S'tft...tt~f,persons through the use of a technology or methodology specfE'ed by the
~c1'6¥~j'lfi''''tht'gtlaa.ncejssued under section 13402(h)(2) of Public Law 111-5.

HISTORY: [74 FR 42740,42767, Aug. 24, 2009; 78 FR 5566,5695, Jan. 25, 2013]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
42 US.C 1302(a); 42 US.C 1320d-1320d-9; sec. 264, Pub. L. 104-191,110 Stat. 2033-2034 (42 US.C 1320d-
2(note)); and sees. 13400-13424, Pub. L. 1 I 1-5,123 Stat. 258-279.

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450,39452, July 31, 2001.]

NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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~I-Iltl) General rule. A covered entity shall, following the discovery of a breach ofunsecured protected
hea ill ormation, notify each individual whose unsecured protected health information has been, or is reasonably
believed by the covered entity to have been, accessed, acquired, used, or disclosed as a result of such breach.

(2 or purposes of paragraph (a)(l) of this section, §§ 164.406(a), and 164.408(a),
a breach shall b a covered entity as of the_on which such breach i~jfo the
covered entity, or, by . .. 0 the covered entity. A covered entity
shall b~to ha owe ge 0 a reac I su reac IS own, or y exercising reasonable diligence would
h~v:~!.~n ~S~,}o any p.erso~, other than the person committing the breach, ~ ~~~,.
~.31til;{ determined ill accordance WIth the federal common law of agency).

(b)__ .-lIf: .J,lli~~~Ji"'llOtification. Except as provided in § 164.412, a covered entity

s~all provi~~.~e n~t!{~a~~~/i:~~~~:;~fa,~\~pli (a) of this sectio~fi'Bl~I~rand_*,
_~JiIU.B.~,,&.~~~1\l.f'.'..

(c)__ ~ftm'iti.~ns:''''1W1~E1g0tii[ilfibh- (1) Elements. The notification required by paragraph
(a) of this s~ctk;n shall inct\i·&;t~th~·~xte~t p~ssibl~~~·'~'~'''·

(A) A brief description of~&~d, including the date of the breach and the date of the discovery of the
breach, if'known; --

(B) A description ofthe.Sli~qi~&~~~1itaL~~IDip~~tiR~that were involved in the breach (such as
whether full name, social security number, date o?'ElrtFi;·liome address, account number, diagnosis, disability code, or
other types of information were involved);

(C) Anyg.Vl'mi~1:tir$;~;:$~1~~~Qr®i~t~2¥;I~·g~~t'¥~~from potential harm resulting from the breach;

CD) A brief description of_~it~'f~&iWit~~r;rn~~e,d1is!dQiiig,tOjnvestigate';;thx~b,r;each, ~.rgl:lt,e harm to
individuals, and __ :wtg!ti11i~\i*~~~lieL.~~~d·~.'L.·.."~~,'.,.~,...c ., "''''~''~''''''£1'''''''';;$i~liJe>~~~i ,. ff! ..&<,,,
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(E) Q4nta:o'M~):ddidiliesfor individuals to ask questions or learn additional information, which shall include a
toll free telephone number, an e-mail address, Web site, or postal address.

(2) ltl\-ljii;f;liliig-ij~g~J.~qiiir.:eI:ll~rlt:'The notification required by paragraph (a) of this section shall be written in plain
language.

(d) Itrtt;\1¢ffietitaHBH'~~g)eiTI6litibri~:M¢.:thi;iqsofindividual notification. The notification required by paragraph (a) of
~'i".t"" .~'i<.!.T.,.~ •.

this section shall be provided in the following form:

(lh)¥ritt~n..nQtit¢; (i) Written notification bYifu~tg;ffiJ~§~;m.a.iHothe individual at the last known address of the
individual or, if the individual agrees to electronic notice and such agreement has not been withdrawn'4.~1{iW.~~§,ljj§Jll~;'f'

~f\":mtThe notification may be provided in one or more mailings as information is available.

(ii) If the covered entity knows the individual iSi~,,~$~5}gand has the address ofthe~~~J6.ll~A~iI,!or J\l;~~fit{!~k;
:;!i~PJ¢~.entativeof the individual (as specified under § 164.502(g)(4) of subpart E), written notification by firstclass mail
to either the next of kin or personal representative of the individual. The notification may be provided in one or more
mailings as information is available.

(2~,SJ.lbstitute·nqtice. In the case in which there is insufficient or out-of-date contact information that preclude~
writtennotification to the individual under paragraph (d)(1 )(i) of this section, a substitute form off·!t,%ti:q~k@.\~MMIJJY"
cG-¥.bYlat~dtoTeacJ:jj:heindividualshallbe provided, Substitute notice need not be provided in the case in which there is

"Il",..,;' ,,-' -, ,-'.. ~.' ;.";'. ':':-, .. ' ';">;'<,'-:- ~'" "-' .;' ,".. ' , •

insufficient or out-of-date contact information that precludes written notification to the next of kin or personal
representative of the individual under paragraph (d)(l){ii).

(i) In the case in which there is insufficient or out-of-date contact information for,~(~~&~tf.['ifj;i?f'iY'irtalviauM~,then
such substitute notice may be provided by an alternative form of written notice, telephone, or other means.

(ii) In the case in which there is insufficient or out-of-date contact information t9r;f.fg~9,·jl:fi;1R"t¢:;:ii1~L\liO,u:als;!then
such substitute notice shall:

(A) Be in the form of either E\~~a.~P.A9H:9P~;PP~jp¥~fo~a period0!3ig9Kg~g~:,o~th~,:~~~e;w&;g:ef6fThe'~W'~j.J§lteof the
covered entity involved, or conspicuous notice ini}#.t~J@f;,pr.iiit()f,pi4!Q¢iisfmedlaiIl,:g~9]i·~pmC:>i.Y;~,~s'wherethe
individuals affected by the breach likely reside;i,~R,a~

(B) Include aJ:.~!h~~e':p.llQffenumber that remains active foc,f\,\~Yc~~jJ~,Qid~yswhere an individual can learn whether
the individual's unsecured protected health information may be inCluaed in the breach.

(3) Additional notice in urgent situations. In any case deemed by the covered entity to require urgency because of
.~R~~~;~I~'ii:riffii:ili~hg1}l1~§~,~~9fGils¢·8ur~<rp'fOtecfedHe~lthjiifciliriatidn,the covered entity may provide information to
individuals by,fe,ff~]jhbrte;orother means, as appropriate, in addition to notice provided under paragraph (d)(l) of this
section.

HISTORY: [74 FR 42740,42767, Aug. 24, 2009]

AUTHORITY: AUTHORlTY NOTE APPLICABLE TO ENTIRE PART:
42 o.s.c. 1302(a); 42 o.s.c. 1320i1320d-9; sec. 264, Pub. L. 104-191,110 Stat. 2033-2034 (42 o.s.c. 1320d-
2(note»; and sees. 13400-13424, Pub. L. 111-5, 123 Stat. 258-279.

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31,2001.]

NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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dl{'$1a'Jlalm~'For a breach of unsecured protected health information invo]ving~2:r.~;~m!:ii:rf~P,9}t{j$~g~fi't:S~bfa State or
jurisdiction . "I~!"<~4entityshall, following the discovery of the breach as provi~ed in § 164.404(a)(2),9~t£f

. "~lYtiefs serving the State or jurisdiction. ..

(b)~~~~ji!!~~m~i~~~?,<.t1t~)U:Timeliness of notification. Except as providedin § 164.412, a covered ~~~i~._
sha!.!.p;.?_,:,j~ethe notification .requi~e.?by paragr~ph (a) of this sectioni<'M~m:q~~{;@f~~s~n~DlerQelayand~1t~!;.:Q~{seiil~ter'
~~t1!J6:0tcaleI;14ilr.(HiY$'ij,fteLdlscoveryofabreach.

, • 'c, ,_"' _, _"_.' . ~

(c) J;,'ts.l~m.etitatidn'spedfrdn6ii~: Content of notification. The notification required by paragraph (a) of this section
shall meet the requirements of § 164.404(c).

HISTORY: [74 FR 42740,42767, Aug. 24, 2009; ~1~~t~1~iffi~£~~~i~~;~~!~j;~;2W:?]
AUTHORITY: AUTHORlTY NOTE APPLICABLE TO ENTIRE PART:
42 u.s.c. 1302(a); 42 o.s.c. 1320d-1320d-9; sec. 264, Pub. L. 104-191,110 Stat. 2033-2034 (42 u.s.c. 132Od-
2(note); and sees. 13400-13424, Pub. L. 111-5,123 Stat. 258-279.

NgX~S: lmifi~ti;J;¥;!?1~~m~:g,;:'W;~~$!1'78FR 5566,5695, Jan. 25, 2013, revised paragraph (a), effectivtt-.lr~lr~1'_iftl ..,.~.-._..."."....

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450,39452, July 31,2001.]

NOTES APPLICABLE TO ENTIRE PART:
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74 FR }9006, Apr. 27,2009.]



Page I
45 CFR 164.408

.Iexist-lexis"
10flDOCUMENT

LEXISNEXIS' CODE OF FEDERAL REGULATIONS
Copyright (c) 2013, by Matthew Bender & Company, a member

of the LexisNexis Group. All rights reserved.

*** This section is current through the August 1,2013 ***
*** issue of the Federal Register ***

TITLE 45 "- PUBLIC WELFARE
SUBTITLE A"- DEPARTMENT OF HEALTH AND HUMAN SERVICES

SUBCHAPTER C -- ADMINISTRATIVE DATA STANDARDS AND RELATED REQUIREMENTS
PART 164"- SECURITY AND PRIVACY

SUBP ART D -- NOTIFICATION IN THE CASE OF BREACH OF UNSECURED PROTECTED HEALTH
INFORMATION

Go to the CFR Archive Directory

45 CFR 164.408

(aii$.$~~p.~ A covered entity shall, following the discovery of a breach of unsecured protected health information as
provided in § 164.404(a)(2), notify the Secretary.

(~mgt~m:~~ti~~~t~t~fi@,~t~~i.Breaches invo lvingj,'2;~9:¥~iji6tg':i,il:qi¥i~~~1~~rFor breaches of unsecured
protected health information involving 500 or more individuals, a covered entity shall, except as provided in § 164.412,
provide the noti~cation required b~ paragraph (a) of this s~ctio~l;,t_~f,~.m~.~~11l\j~~Mh~c;Vg~"t~~"g;.a~i{2,~,;2Y§
164.404(a) and m the manner specified on the HHS Web site. . .

(c)4l'i~~i~1{rt~'W;&P~i;~wjfi~s: Breaches involvingJ..~,§!:~?ti1'$t}O£;fifd~tai}ls.For breaches of unsecured .
protecte~ he!!Ltt;,J.~f,0t;"T.!!!jgJ.},#?&gJ;:.i,ng".I.e8~~han500 .indi~id~als, a covered entity shallif1.li~~~r!5i'§~~T~ .

.•,dt!m)jf"~T;firQn1(';f~U,'t"h'breaches!andiin(d:[{;i'li~~J.[s;;afte:t'the:"en$of~a1>k~aterrdat~~e"tfl', provide the notification~~j[~~~.:~ - . -- -~,-,.-,~,'.-'. ,. ~~""'!~~- .,".-!~ ~ ,~~ -,-';H~~-;-;l:~:,,\~'i,~~fi::';;'.f~i::~¥~,t~~c:"~!~{~M·~~ffM~;R=it"-~~.!i~:tj<;:/:".~",,,.:-,:<;.
required by paragraph (a) of this section for breaches discovered during Uie'pi"eceding calendar year, in the manner
specified on the HHS web site.

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009; 78 FR 5566, 5695, Jan. 25, 2013J

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
42 USc. 1302(a); 42 US.c. 1320d-1320d-9; sec. 264, Pub. L 104-191, 110 Stat. 2033-2034 (42 o.s.c. 1320d-
2(note)); and sees, 13400-13424, Pub, L. 111-5,123 Stat. 258-279.

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.]
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NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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(a)~~~W;~£~':.( I ) -. ,:,.,A..vb~.. ~i.n."e,,.~~<a..s~o.C. iat.e,.s.hall,following the discovery of a breach of unsecured protected
hea1M'frlfonnahon, .ered:entItX of such breach,

. " • - • " I', ~ ,. _ •. " "'~'::

.H,~§;Pie,:a.,tiii{~[§)i'ii~~~J;~~For purposes of paragraph (a)(1) of this section, a breach shall b~~t.~$'as
y a business as,~~ciate as of the ~!~:9~Y:)'onwhich such breach ~~RwP to the business associate or, by

~~t~iil!1g;;i-~~$.Qiif:i.J)1¢;:4iJiil~~$rWouldhave .be:r;,~own to the bu.sines~ a~~s.~~.ia'te:>~~u,si.~:ss associate shall be_m~~'
to have knowledge of a brea~ if the bre.a~h 1S Ewu, or by ~~~&~~.Y"'W~I.!<\1;iJs;A}J~~~QGewou1~have been ~own, to
anyperson, other th.an the person committing the breach, who 1S a~~~.WJ,i~_*,;gtDSf,J\gent of the business
associate (determined in accordance with the Federal common law or'agen6Yr~'-

(b),1mll~~~~I~,,~~sp,~tltil__ ~':Timeliness of notification. Except asp:~yi.~~~iD::§}"?~.~i!2'a business associate
shall provide the notification required by paragraph (a) of this section~!i~'iijunreasoiiablexie1ay;and i~.;Wt~I\:Jater
~);LJi;Olca]end'aitt~YS:"~fte~s.Sl¥5.rY of a breach. ""=J£",.c.

(c) L.: S~gi:~gf~,i,f~~,~~!~1~~:Content ofnotifi~ati?_n, (1), Th.,~i}¢ati~,\i,t~qilired by paragraph (a) of this
sectio e, to the extent possible, th '~.·'l'£!tij~a@b~~Jiifi;clit,iiidiYii;lu'&l...}y~ose unsecured protected health
information has been, or i~~,,@.[i;l.'jj~#;p~li,~, y the business associate to have been, accessed, acquired, used, or
disclosed during the breach.

(2) A business associate shall provide the covered entity _i'iliiB~1~Y,{i'ila:li!l~'iitlIQfii6:~~.w1¢i9a¥!ilfii:tt!~
~5l}t~~€4~£{~m1gl::.~li\:C;J1i4e.;m):lQp.fic;.atiQtl.Jo;tl1eindiYig4illunder§ 164.404(c)at the time of the notification required by

paragraph (a) of this section or promptly thereafter as information becomes available.

HISTORY: [74 FR 42740,42767, Aug, 24,2009; 78 FR 5566, 5695, Jan. 25,2013]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
42 u.s.c. 1302(a); 42 USc. 1320d-1320d-9; sec, 264, Pub. L 104-191, tto Stat, 2033-2034 (42 USc. 1320d-
2enote)); and sees. 13400-13424, Pub. L 111-5, 123 Stat. 258-279.
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NOTES: [EFFECTIVE DATE NOTE: 78 FR 5566, 5695, Jan. 25,2013, revised paragraph (a), eH,t~,ti,ii~iMa:i,Y2:li,r~~~~,'
'1C\~1'(f::'~'\ . '.
~'fi!f;;>i'J

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31,200 1.]

NOTES A.PPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE; For Federal Register citations concerning Part 164 Guidance and Request for Information, see;
74 FR 19006, Apr. 27, 2009.J
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If a law enforcement official states to a covered entity or business associate that 'tr!9t~ft~<l'ttt:\P;;:!l9t!q~;'orposting

~~~~:~:e~~~::~~!:t:u::a~~ woulsVJjIDp:~A¢,ii~Qt~W;jn;,,'s~,tig~~~SW~~i~.~.~~~;.?~~~g~~ttiA~tj~R'[~i~i~svai¥,'a covered entity

(a) If the statement is m;~tt~gand specifies thdim@:,f'iIt),~;'t!tqlj/aaeiity:T$'required, delay such notification, notice,
or posting for the time period specified by the official; or

(b) If the statement is mad~mriltU.Y~lRSl,H»~Wlt.~Bys,tate;:meht,including the,;ia~ntitYcq.(.the".()niS~\llmaking the
statement, and;qi:;.lJ!.XtlJe,:QPtifjpation,notice, or posting temporarily andgq:;.!Rng~[.t~?:n:39.ctfiy§gpWW~.~'ite9(th:e,9r<l1
statement; unle;~'awri'tten statement as described in paragraph (a) of this secti~~'iss;:;b~itted dudngthat time. . .

;:'i{'e:.-\~;·::!:-C.:',,:-', :c';,:.c, -,~

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009]

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
42 u.s. C. 1302(a); 42 u.s.c. 1320d-1320d-9; sec. 264, Pub. L. 104-191, 110 Stat. 2033-2034 (42 U.S. C. 1320d-
2(note»; and sees. 13400-13424, Pub. L. 111-5,123 Stat. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740, 42767, Aug. 24, 2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBiITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450, 39452, July 31, 2001.J

NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part] 64 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.J



Page 1
45 CFR 164.414

1oflDOCUMENT

*** This section is current through the August 1, 2013 ***
*** issue of the Federal Register ***

LEXISNEXIS' CODE OF FEDERAL REGULATIONS
Copyright (c) 2013, by Matthew Bender & Company, a member

of the LexisNexis Group. All rights reserved.

TITLE 45 -- PUBLIC WELFARE
SUBTITLE A -- DEPARTMENT OF HEALTH AND HUMAN SERVICES

SUBCHAPTER C -- ADMINISTRATIVE DATA STANDARDS AND RELATED REQUIREMENTS
PART 164 -- SECURlTY AND PRIVACY

SUBPART D -- NOTIFICATION IN THE CASE OF BREACH OF UNSECURED PROTECTED HEALTH
INFORMATION

Go to the CFR Archive Directory

45 CFR 164.414

(a) Administrative requirements. A covered entity iSit~fI,~irf~,t()C:S~ply,with the administrative requirements of *
164,530(b), (d), (e), (g), (h), (i), and (j) with respect to tli'e"requ{renleritsofthis subpart.

(b11:~~I!,:g:~:Ili;q;fpr99f:'Inthe event of a use or disclosure in violation of subpart E, the covered entity or business
associate~'as"appl'lcabie, ~hall have theifu~g~n,8,f:,!-l9gt9I!S'tl:~itiil:gthati~UJI,()JW9<lti(),n~·werem~q~;~~.'#i,quireg,~y.this
subpart or that the use or disclosure didnofconstltUte a breach, as defiileda1§ 164.402. """ " ,

~V,o:-,~-·~-,c".ru:

HISTORY: [74 FR 42740, 42767, Aug. 24, 2009)

AUTHORITY: AUTHORITY NOTE APPLICABLE TO ENTIRE PART:
42 u.s.c. 1302{a); 42 u.s.c. 1320d-1320d-9; sec. 264, Pub. L. 104-191,110 Stat. 2033-2034 (42 us.c. 1320d-
2(note»; and sees. 13400-13424, Pub. L. 111-5,123 Stat. 258-279.

NOTES: [EFFECTIVE DATE NOTE: 74 FR 42740,42767, Aug. 24,2009, added Subpart D, effective Sept. 23, 2009.]

NOTES APPLICABLE TO ENTIRE SUBTITLE:
[PUBLISHER'S NOTE: Nomenclature changes to Subtitle A appear at 66 FR 39450,39452, July 31,2001.]

NOTES APPLICABLE TO ENTIRE PART:
[PUBLISHER'S NOTE: For Federal Register citations concerning Part 164 Guidance and Request for Information, see:
74 FR 19006, Apr. 27, 2009.]
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Privacy-Official Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Privacy-Official Policy to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended~p¥i'the HITECH Act of 2009
(ARRA). We also recognize our responsibility to protect individually identifj~~rE:ihealth information under
the regulations implementing HIPAA, other federal and state laws prot~CfrD§the confidentiality of
personal information, and under general, professional ethics.>"'i> , ):f;(?~"

This Policy governs the designation and duties of a HIPAA Priv9~y-bfficial for c::iiY;a Hybrid Entity, as
well as each and every designated Health Care Component):l~f:tOf CITY..:>~'.,

c;.4-mtW· ·":\'~~:l~~i.,·
All personnel of CITY must comply with this Policy. D~m9h~trated cgpetence in thef€~Girements of
this Policy is an important part of the responsibilities/" me , of the workforce.

Assumptions

Officers, agents, employees, contractors, temporary work)
comply with this Policy.

o CITY hereby recognizes its status as aHYBM~ ENTITY.
o The designated HEALTHCA8,ECOMPONENTSof CITY hereby recognize their status as HEALTH

CARECOMPONE~TSof CIT'r'tinder the d~flnitions contained in the HIPAA regulations.
o CITY and lt "',.c LTH CARE:qOMPONENTS!mustcomply with HIPAA and the HIPAA implementing

regulations' " QK·,~'·PrivacyOffiCial, in accordance with the requirements
at § 164.S30(a ,,'

Poli
.~.;'

";,of; .It is the Policy d''ctrv to designate and maintain at all times an active HIPAA Privacy-Official.
o The HIPAA PrivacY-'Official'sgeneral responsibilities are to:

o Oversee all HIPAA-related compliance activities, including the development,
implementation and maintenance of appropriate privacy and security-related Policies and
Procedures.

o C6hduct various risk analyses, as needed or required.
o Manage breach notification investigations, determinations, and responses, including

breach notifications.
o Develop or obtain appropriate privacy and security training for all workforce members, as

appropriate.
o The HIPAA Privacy-Official's potential duties may include:

o Ensure compliance with privacy practices and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization's workforce,



Policy Number: 9 (corrt.)
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Last Revised;

extended workforce, and for all business associates, in cooperation with Human
Resources, the information security officer, administration, and legal counsel as
applicable.

o Maintain an accurate inventory of (1) all individuals who have access to
confidential information, including PHI, and (2) all uses and disclosures of
confidential information by any person or entity.

o Administer patient requests under HIPAA's Patient Rights. ../<;c~"
o Administer the process for receiving, documenting, tracking(_c(tlvestigating,and taking

action on all complaints concerning the organization's p[!y.i¥cr policies and procedures in
coordination and collaboration with other similar fun ,.. when necessary, legal
counsel.

o Cooperate with HHS and its Office for Civil Rig ts; ; her lega S, and organization
officers in any compliance reviews or invest! s.

o Work with appropriate technical personnel, otect confidential
unauthorized use or disclosure.

o Develop specific policies and proced . ndated, .' ,HIPAA.
o Develop additional relevant policies,. s polier, :governing the inclusion of

confidential data in emails. and access It .•.. nfide.ritial data by telecommuters.
o Draft and disseminate the Privacy Notice teqqlr¢d by the Privacy Rule.
o Determine when consent or authorization is reqqired for uses or disclosures of PHI, and

draft forms as necessary'~' .'.' " ';. "::~~.~~-::
o Review all contracts under which access to confidential data is given to outside entities,

bring those contracts into compliance with the Privacy Rule, and ensure that confidential
data is adequately protected:WhensQch accessi~·granted.

a Ensure thati:lll,pqlJ<:ies, proce~·9;; '.,;a:hdnotices are flexible enough to respond to new
technologl@'&l:irk:ir~9:a!require ts, or, if they are not, amend as necessary.

o Ensur aHuture I ..tives ar . ctured in such a way as to ensure patient privacy.
o Con. eriodic yaudits ake remedial action as necessary.
o Ovi _ mploy: eareas of information privacy and security.
o Dete·· "~Is who seek to enforce their own privacy rights or those

of others .
.in up te and advise on new technologies to protect data privacy .

. n;f-lp-try;,~tF!,on laws, rules and regulations regarding data privacy and update the
Practjd~t§'policies:'?l]d procedures as necessary.

o Track pending legislation regarding data privacy and if appropriate, seek to favorably
influence that legislation.
Anticipate patient or consumer concerns about our use of their confidential information,
and dex#f6p policies and procedures to respond to those concerns and questions.

t~:fprivacy implications of online, web-based applications.or data collected by or posted on our website(s) for privacy concerns.
o 'e as liaison to government agencies, industry groups and privacy activists in all

matters relating to our privacy practices.

Compliance and Enforcement

AI! managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CnY'S Sanction Policy. [See
Policy No. 18]
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HIPAA State Law Preemption Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this HIPAA State law PreempttonPollcy to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA'), as a ,'~ d by the HITECH Act of
2009 (ARRA). We also recognize our responsibility to protect individuaIlVc,"' ifiable health information
under the regulations implementing HIPAA, other federal and state law.s,:.. Jecting the confldentiality of
personal information, and under general, professional ethics"rr,'i\':;~,,;

,:?:V~{ ·-~~>:;i:~/~;·-
This Policy governs determinations and applications of preem!;Jti'p[lof HIPAA bi/$1:ate Law for CITY, a
Hybrid Entity, as well as each and every desiqnated Health/JJ~fe{tomponent part'6r:"

:-::~~~:~'~~~~::.

All affected personnel of CITY must comply with this pg!t§~rDemonstr~ted competen2~jn the
requirements of this Policy is an important part of the, ,,. nsibili " "',ejif every member of the workforce.

Assumptions

Officers, agents, employees, contractors, temporary worK
comply with this Policy.

o CITY hereby recognizes its status as a ff(~RID ENTITY.
o The deslqnated tl~ALfH CARE COMPONFNJSof CITY hereby recognize their status as HEALTH

CARECOMPON-:rS of C .""", der the d·'nitions contained in the HIPAA regulations.
o CITY must ,c' with HI" and the H implementing regulations concerning state law

preemptio r' ance with the requirements at § 160.201 to §
160.205.

o HI state laws regarding medical or health privacy. However, state laws
ctions for confidential health data, or that provide for better access to

pt HIPAA regulations.
'Generally, HI ...·Covere - :Entities and Business Associates must follow both HIPAA law and state
law when possibM:: If there is a conflict between the two, a preemption analysis and
determination must be made to assess which laws (HIPAA, state laws, or both) must be
followed.

Policy

o It is the Policy of CITY to comply, whenever possible, with both state law in the state(s) where
we operate, as well as HIPAA law and regulations.

o It is the responsibility of the deslqnated Privacy Official to analyze HIPAA preemption issues, in
cooperation with legal counsel, and make preemption determinations.

o The designated Privacy Official shall create, modify, or amend organization pollees to accurately
reflect preemption determinations and provide guidance to management on HIPAA and state law
preemption issues.
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o If off-the-shelf or custom preemption analyses are obtained from external sources/ it is the
responsibility of the designated Privacy Official, in cooperation with legal counsel, to certify the
validity and accuracy of such external preemption analyses before applying those analyses to our
operations.

a The designated Privacy Official shall conduct ongoing research to monitor legislative changes in
the state(s) where we operate that could affect HIPAA preemption issues.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this POli(?;:\[(tf:Ehl~I'Q.es who violate this Policy
are subject to discipline up to and including termination in accordam~~\vith· ..I _ Sanction Policy. [See
Policy No. 18]·' -.
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California Confidential Medical Information Act [CMIA] Compliance and
Preemption Analysis Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this California Confidential M "~;f~'Information Act ["CMIA"]
Compliance and Preemption Analysis Policy to comply with the Health In ce Portability and
Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Ac· ,9 (ARRA). We also
recognize our responsibility to protect individually identifiable healt,,~ti9(1 under the regulations
implementing HIPAA, other federal and state laws protecting the conildenticiiiti/iofpersonal information,
and under general, professional ethics. To the extent compliance with the CMIAexceeds compliance
requirements for HIPAA, compliance with the CMIA will control. .

Officers, agents, employees, contractors,
comply with this Policy.

nstrated competence in the
es of every member of the workforce .

-,-:",,:-,,:"-::: .. ,":

This Policy governs determinations and applications ofpr~~mptjon ofJilPAA by State L~:~for CITY, a
Hybrid Entity, as well as each and every designated Hea! ..!pponent part of CITY.

All affected personnel of CITY must comply with this Pelle .
requirements of this Policy is an important. art of the respof

.Jrpteers must read, understand, and

Assumptions

o CITY hereby.y~cognizes i~?st9ttJsas a. HYB};UDENTITY.
o The designate .tt:CARE'bdmRQNENTSof CITY hereby recognize their status as HEALTH

CARECOMPON. .>ITY under ihe"definitions contained in the HIPAA regulations.
o C rnply he CMIA as codified in , HIPAA and the HIPAA implementing

cerni e law preemptions of HIPAA regulations, in accordance with the
J60.' § 160.205.

empts te laws regarding medical or health privacy. However, state laws
ich provide stronger protections for confidential health data, or that provide

·'·+f9r_better access.-,:data than HIPAA, will preempt HIPAA regulations.
o Creflerally, HIPM'tovered Entities and BUSInessAssociates must follow both HIPAA law and state

law when possible. If there is a conflict between the two, a preemption analysis and
determination must be made to assess which laws (HIPAA, state laws, or both) must be
followed.

Policy

o It ISthe Policy of CITY to comply, whenever possible, with both state law in the state(s) where
we operate, as well as HIPAA law and regulations.

o It is the responsibility of the designated Privacy Official to analyze HIPAA preemption issues, in
cooperation with legal counsel, and make preemption determinations.
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o The designated Privacy Official shall create, modify, or amend organization policies to accurately
reflect preemption determinations and provide guidance to management on HIPAA and state law
preemption issues.

o If off-the-shelf or custom preemption analyses are obtained from external sources, it is the
responsibility of the designated Privacy Offtdal, in cooperation with legal counsel, to certify the
validity and accuracy of such external preemption analyses before applying those analyses to our
operations.,

o The deslqnated Privacy Officlal shall conduct ongoing research to mpi:1lt6rlegislative changes in
the state(s) where we operate that could affect HIPAA preempti()l)-fSsues.
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HIPAA Training Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this HIPM Training Policy to cOrl)ply with our responsibility
to comply with the Health Insurance Portability and Accountability Act of 19~~lHIPM"), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to .." individually identifiable
health information under the regulations implementing HIPAA, other f state laws protecting the
confidentiality of personal information, and under general, professiqpl ...

"·'::\:i'::'~=-
':'~i:~·::·.",:··"·

This Policy governs HIPAA training-related issues for CITY, a H
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. D~.m'~MstratedcQJ]petence in the reqLirements of
this Policy is an important part of the responsibilities·~"'bf the workforce.

Assumptions

olunteers must read, understand, andOfficers, agents, employees, contractors, temporary war
comply with this Policy.

o CITY hereby recognizes its status as a ENTITY.
o The designated HEALTHCARECOMPON.ENTSof CITY hereby recognize their status as HEALTH

CARECOMPONENTSof CIT'(Under the d~fiflitions contained in the HIPAA regulations.
o CITY must (;(iq)ply with HIPAA~nd the HIBA.lI.implementing regulations concerning the training

of workforce:·, bers,jl):£~~~~F:" 'tb'the requirements at § 164.530(b).
o Clear and coni ,....:;,Otrainlng;ln 'mbination with appropriate HIPM awareness resources,

can . <;:antlyccf the likelihood of breaches of confidential information and HIPM

oif.!\kthe Policy Qf~<;: to provide clear and complete HIPM training to all members of the
workforce, including officers, agents, employees, contractors, temporary workers, and
volunteers.

o HIPAA training, at minimum, shall include the basics of HIPAA itself; the basics of HIPAA's
privacy and security requirements and restrictions; and a review of relevant and appropriate
internal Policies and Procedures related to HIPM and HIPM compliance.

o HIPM training shall be provided to all new hires during the new employee orientation period,
before new employees are exposed to or work with individually identifiable health information.

o HIPAA training shall be conducted periodically for all employees, but no less than every six
months.
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o Fostering ongoing, continuous HIPM awareness shall be regarded as a separate type of
workforce learning from regular HIPM training. The designated HIPM Privacy Official shall be
responsible for the development (or acquisition), and deployment of appropriate HIPM
awareness materials to maintain a high level of HIPM awareness among the workforce.

o The deslqnated HIPM Privacy Official is responsible for the development or acquisition of
appropriate HIPAA training and awareness resources.

o HIPM training resources should aim to develop a general understanding of HIPM and its
requirements and restrictions. HIPM awareness resources should ._-"'to maintain a high level of
HIPM awareness, and a protective attitude toward confidential. . . an ongoing, daily basis.

Compliance and Enforcement

All managers and supervisors are responsible for enforcingJpolicy. Employees ,,9yiolate this Policy
are subject to discipline up to and including terminatjoniry~2Cordance with CITY'S Sahttion Policy. [See
Policy No. 18]<'-
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PHI Uses and Disclosures Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this PHI Uses and Disclosures Policy to comply with our
responsibility to protect individually identifiable health information under the$e~Hth Insurance Portability
and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act;Of2009 CARRA). We also
recognize our responsibility to protect individually identifiable health if)t9i:r]~tion under the regulations
implementing HIPAA, other federal and state laws protecting the cqGti~ehti~"il.Lof personal information,
and under general, professional ethics. A~~W/' "'0,

Officers, agents, employees, contractors, temporary worke~~)H~h9volunteers must read, understand, and
comply with this Policy. . . . .

mation ("PHI',) ,'GIJY, a Hybrid
ponent part of CITY.' .

-'{0i:~Petencein the requirements of
r of the workforce.

This Policy governs uses and disclosures of Protected Heal
Entity, as well as each and every designated Health Car

All personnel of CITY must comply with this Policy.
this Policy is an important part of the responsibilities 0

o CITY hereby recp-
o The deslqnate

CARECOM
o CITY must e

disclosures of
§ 1 1.

o HI, ;~al.ateden's-,must implement Policies and Procedures to ensure that all uses and
"tfr~closures6ij::iHI arem~c:le or denied in accordance with HIPAA law and regulations.

o For especially sensitive information, such as AIDS/HIV, alcohol and drug abuse prevention and
treatment, and the like, patient consent to disclosure must be informedthat is, made with
knowledge of the risks and benefits of the disclosure.

o Anydisclosure ofsonfidential patient information carries with it the potential for an unauthorized
redl~',I()sure tb :Zf)reaches confidentiality.

o C - .when releasing patient information (copying, postage, and so forth) and is
permi er the law to charge a reasonable fee to offset those costs.

ID ENTITY.
of CITY hereby recognize their status as HEALTH

der the d ~,_tions contained in the HIPAA regulations.
LL ,pM implementing regulations concerning uses and

"n, in accordance with the requirements at § 164.502 to

Assumptions

Policy

o It is the Policy of CITY to conduct its operations in accordance with HIPAA's rules governing uses
and disclosures of Protected Health Information.

o CITY will process requests for information from patient records in a timely, consistent manner as
set forth in this Policy.
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o The following priorities and time frames shall apply to requests for disclosures of PHI:
a Emergency requests involving immediate emergency care of patient: immediate

processing.
a Priority requests pertaining to current care of patient: within one workday.
o Patient request for access to own record: within three (3) workdays.
o Subpoenas and depositions: as required.
a All other requests: within five (5) workdays.,

o Courtesy Notifications to Practitioners - As a courtesy, records pror;¢"$~f'hgpersonnel shall notify
the appropriate healthcare practitioner when any of the followin_g:l~ctur:

a Patient or his or her representative requests informati -< the medical record.
a Patient or representative requests direct access to ' medical record.
a Patient or representative institutes legal actlon.,

o Disclosure Monitoring and Logging -- Medical records; ---'sonnel will mal a log to track the
step-by-step process towards completion of each r - st for the release 6 _ ]~, Health
Information Management personnel and/or the" Official will review and!'l1wdatethis log
daily to give proper priority to requests and t9RPlSvideearly;,@Jerventionin problem situations.
The log shall contain the following informati6h':">-,@;~"

o Date department received the request:'-'-"-"
a Name of patient.
o Name and status (patient, parent, guardian) of person making request.
a Information released.
a Date released.
a Fee charged.""",

o Fee Schedule - em will charge a re~$Qna _ the costs associated with specific
categories of reques HIPM PriY'a,fficial shall develop and implement a Fee Schedule
related to disclosu . Fees sh~Hi; ased on an assessment of such factors as the costs
of equipment. ployee c,_: ..k and administrative overhead and shall include
postage (in. lor courieh;(Z:4tsts)when incurred at the request of the authorizing
party. For'cr- ~,IQlJfC'jformat,HIPM permits fees to include only direct
labor costs w:g§fUests. Individual states have also established maximum
fees for copies 6· ."tlent records. .

o Unless tHe-request 'sp'Ekifiesrelease of the complete medical record, the Health Information
Management Department shall release only selected portions of the record. The department
shall prepare an appropriate cover letter detailing the items included.

o Prohibition of Redisdosurev- Unless a law or regulatlon requires a more specific prohibition on
')}iredisclosure (usuCiUyfor AIDS/HIV, alcohol and drug abuse, and other particularly sensitive

. .... ical inform" 'r each disclosure outside the facility shall contain the following notice:
The a ed medical information pertaining to [Name of patient] Is confidential and

'ivileged [Name of facility] has provided it to [Name of recipient] as authorized
, patient The recipient may not further disclose the information without the

.ressconsent of the patient or as authorized by law.
o Retention of Disclosure Requests -- The Health Information Management Department and/or

Privacy Officer will retain the original request, the authorization for release of information, and a
copy of the cover letter in the patient(s) medical record for the appropriate record retention
period.

o Use of Copying Services n To facilitate the timely processing of release of information requests,
CITY may use the services of a commercial copying service on terms that protect the integrity
and confidentiality of patient information.

o Disclosure Quality Control -- The director of the Health Information Management Department
and/or Privacy OffiCial shall conduct a routine audit of the release of information at least
quarterly, paying particular attention to the following:

a Validity of authorizations.

. ',:'"'"','.-
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o Appropriateness of information abstracted in response to the request.
o Retention of authorization, request, and transmitting cover letter.
o Procedures for telephone, electronic, and in-person requests.
o Compliance with designated priorities and time frames.
o Proper processing of fees.
o Maintenance of confidentiality.

I:] In-service Training on Disclosures -- The Director of Health Information Management and/or
Privacy Official shall give periodic in-service training to all employe "'olved in the release of
information.

I:] Semi-Annual Policy Review - The Director of Health Informati
Official shall review this policy and associated procedures
counsel at least semiannually.

";'~)"'. \\{~&6?::
I:] Capacity to Authorize -- [Name of facility] requiresaWHften, Signed, currenf~;j¥alid authorization

to release medical information as follows: "',. '" -"=;~;:;

ement and/or Privacy
naqernent and legal

unemancipatEb~Minor

uly authorized representative, such as
uardian or attorney. Proof of
- tation required (such as notarized

Patient Category

Adult Patient

Deceased Patient , ted on admission face sheet (state
nship on authorization) or executor/administrator

state.

Emancipated Mil:'lQs'L;

p~"rent, next of kin, or legally appolnted guardian or
attorney (proof of relationship required).

,"', Same as adult patients above.

Same as adult patients above, but check for
special requirements.

Same as adult patients above, but check
for special requirements.

s -- The Director of Health Information Management and/or Privacy Official
" d use an approved authorization form. All personnel will use this form whenever

possible; , Fpersonnel shall, however, honor letters and other forms, provided they include all
the required information.

o Revocation of Authorization -- A patient may revoke an authorization by providing a written
statement to us. The revocation shall become effective when the facility receives it, but shall not
apply to disclosures already made.

I:] Refusal to Honor Authorization -- Health Information Management Department personnel and/or
the Privacy Official or others authorized to release information will not honor a patient
authorization when they have a reasonable doubt or question as to the following information:

o Identity of the person presenting the authorization.
o Status of the individual as the duly appolnted representative of a minor, deceased, or

incompetent person.
o legal age or status as an emancipated minor.
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a Patient capacity to understand the meaning of the authorization.
a Authenticity of the patient(s) signature.
a Current validity of the authorization.
a In such situations, the employee shall refer the matter to the Director of Health

Information Management and/or Privacy Officer for review and decision.
o Electronic Records -- The above requirements apply equally to electronic records. No employee

shall release electronic records without complying with this policy.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Empi6Y~E!SWhOviolate this Policy
are subject to discipline up to andincJuding termination in accordance with crtY'$~~nction Policy. [See
Policy No. 18]
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Patient Rights Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Patient Rights Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended,Qythe HITECH Act of 2009
(ARRA). We also recognize our responsibility to protect individually iden 'Ofe health information under
the regulations implementing HIPM, other federal and state laws prot- he confidentiality of
personal information, and under general, professional ethics.

This Policy governs all matters pertaining to patient rights for
every designated Health Care Component part of CITY.

'-'\ '-.::"'--"

All personnel of CITY must comply with this Policy. DE3:->nstratedcQ~ll\petencein the requirements of
this Policy is an important part of the responsibilitiesot~very membgr'Of the workforce.

Officers, agents, employees, contractors, temporary worke~>&Mvolunteers must read, understand, and
comply with this Policy. ",

o CITY hereby recogl}j"
o The designated

CARECOMPO
o CITY must, -"

requiremen

D ENTITY.
of CITY hereby recognize their status as HEALTH

itions contained in the HIPM regulations.
implementing regulations, in accordance with the

ents at § 164.520, to § 164.528, as amended by the

Assumptions

o A group of records maintained by or for a covered entity that is:
The medical records and billing records about individuals maintained by or for a
f9yered health care provider; ,e enrollment, payment, claims adjudication, and case or medical

-anagement record systems maintained by or for a health plan; or
Used, in whole or in part, by or for the covered entity to make decisions about

" individuals.
o t e term "record" means any item, collection, or grouping of information that includes

protected health information and is maintained, collected, used, or disseminated by or
for a covered entity.

o The provision of patient rights in a timely and positive manner can enhance the quality of care
we provide to patients, by providing certain rights and controls to patients over their individually
identifiable health information.
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Policy

o It is the Policy of CITY to provide all the patient rights to our patients that are called for in the
HIPAA regulations. [Form: Notice of Privacy Rights]

o Patient Rights that we provide and support include:
1. The Right to receive a copy of our "Notice of Privacy Practices", which details how

individually identifiable health information may be used or disclosed by this organization.
2. The Right to review or obtain a copy of medical records about t "t;patient, or about the

patient's minor children. . ~
3. The Right to request restrictions on the use or disclosure
4. The Right to receive individually identifiable health info

through alternate delivery means, such as by fax or c r.
5. The Right to request amendments to medical rec., with certain I
6. The Right to an accounting of certain disclosur .. ' individually identi

information. .'~?.;
7. The Right to file a privacy complaint directlY-With us, or with the federal qovernment.

o It is the Policy of CITY to provide all the patient rights to our patients that are called for in the
HIPAA regulations in a timely and positive manner.

o No retaliation of any kind is permitted against any person, patient, or workforce member for
exercising any Right guaranteed byJUPAA.·:i .•..

o It is the Policy of CITY that our P@§lgQ~.~ed.RecordSet;Y'wposes of fulfilling HIPAA Patient
Rights includes the following types~"c~tefi' Of data' ms:

o
o
o
o
o

o It is the Poliqi{of'CITY that~m· DesignatJ~HRecordSet, for purposes of fulfilling HIPAA Patient
Rights excludes the follovyiQ9.JYPE!s.orcategories of data and items:

o
o

,'."-.:"-.'~-.. - ~,.,~>,.." .
• • ··0.""'; ~ ~"

.,.".,:,"_ ..".

ment

.§~YY~orsare responsible for enforcing this Policy. Employees who violate this Policy
;;''i:{ up to and including termination in accordance with CITY'S Sanction Policy. [See
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Privacy Complaints Policy

Introduction

CITY OF lOS ANGELESCCITY") has adopted this Privacy Complaints Policy in grder to recognize the
requirement to comply with the Health Insurance Portability and Accountab!Jjty):\;ctof 1996 CHIPAA"), as
amended by the HITECH Act of 2009 (ARRA). We also recognize our respOnSibility to protect individually
identifiable health information under the regulations implementing HIPAJ{iother federal and state laws
protecting the confidentiality of personal information, and under gen¢ral,prpf~ssional ethics.

This Policy governs the management of, and response to privac~amplaints fO'r"
well as each and every designated Health Care Component ;bf CITY.

Officers, agents, employees, contractors, temporary war
comply with this Policy.

irements ofAll personnel of CITY must comply with this Policy. D.
this Policy is an important part of the responsibilities

olunteers must read, understand, and

Assumptions

o CITY hereby recogr]ife?)ts.~tatus as a.riY.BRID ENTITY.
o The desiqnated H§L\LtH CARI;COMPOr\lJU'{TSof CITY hereby recognize their status as HEALTH

CARECOMPO ·QTS of C·' inder the d~ID;f,)itionscontained in the HIPAA regulations.
o CITY must .G with H and the H-·-. implementing regulations pertaining to complaints

in accorda 4.530(a) and § 164.530(d), as amended by the
HITECH Act 0

o HIP ulatio 64.530(g), prohibit intimidating or retaliatory acts against any person or
complaint or exercises any Right guaranteed under HIPAA.

Policy

Officers, agents, employees, contractors, temporary workers, and volunteers must read, understand, and
comply with:taiI,,~Olicy.g;i···

~,_.,__:~:~·y::.{~t:::':

o It is the'gqllcv of CITY to respond in a timely and positive manner to all complaints submitted by
any persons or parties, including patients, workforce members, and any other person or party.

o Responsibility for the acceptance ot, management of, and responses to complaints shall reside
with the desiqnated HIPAA Officer, who shall establish a process and appropriate forms to
receive and process complaints.

o All complaints must be submitted in written form, dated and signed by the complainant.
o CITY shall investigate and respond to all complaints with a written response within 30 days of the

time each complaint is submitted in writing. If more time is required to investigate and resolve a
specific complaint, the complainant shall be notified in writing within 30 days of the time each
complaint is submitted in writing, that additional time is required to investigate and resolve the
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complaint In no case shalt more than 60 days elapse between the time a complaint is
submitted in writing and the resolution of the complaint.

o The HIPM Officer shall investigate each and every complaint in a fair, impartial, and unbiased
manner. All parties named in the complaint, or who participated in events leading to the
complaint, shall be interviewed in a non-threatening and non-coercive manner.

o The final resolution or disposition of each complaint shall be documented in accordance with
CITY's Documentation Policy [See Policy No.3], and shall be retained in accordance with CITY's
Documentation Retention Policy. [See Policy No. 4] .''c:~J'

o The final resolution or disposition of each complaint shall be doqJn1~Hfedand a summary of the
findings shall be provided to the complainant within 30 days ..' e each complaint is
submitted in writing, unless the additional 30-days of resp . voked, as above.

o In addition to providing complainants with a written respc . plaint, complaints that
are found to have merit will be resolved with some re . iation that ispriate to the severity
of the situation. Such remediations may include, by not limited to:

a A written apology to the complainant frqrl1'ftitir organization..
a Credit-monitoring service for the compl~ih'2fntfor a p~riod of one or twOYears, paid for

by our organization, when the complaint involves a.breach of unsecured individually
identifiable health information that has been compromised or put at risk by our actions.

a Financial compensation, if determined to be appropriate by legal counsel and senior
management. '<~,.

a Sanctions against workforg~m7lllRers, as approptti3Je to the circumstances,
a other unspecified remedi~"'n(s))1~' t~rmined'6'i:'-f~gal counsel and senior

management ... ""'it?

o For complaints submitted to the fed.he Policy of CITY to cooperate fully
and openly with Feder horities duct their investigation, as specified in this
organization's HH . ns Poli .

o No officer, ageIL.. ,ntractori., ..,~ porary worker, or volunteer of this organization shall
obstruct or irnp~@'~any inve, aatton in a'tiY;''(''ay,whether internal or federal.

.".:.~;;:::<:,.,. ~~:;'{;__'_~ \:'_;~C
:'·_:..~i;~<-' . _~,_," ".~,~,,;< c

.-.-, -. :.: ..,.'.::' ....... ",.'.

::: .. ::::\

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Polley, Employees who violate this Policy
are subject to discipline up to andinc:luding termination in accordance with CITY'S Sanction Policy. [See
Pq!i'¢y,,'No. 18] ,,--.
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Risk Management Process Policy

Introduction

cm OF LOSANGELES("CITY") has adopted this Risk Management Process PQlicyin order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIP . %isamended by the
HITECH Act of 2009 (ARRA). We also recognize our responsibility to pro ividually identifiable
health information under the regulations implementing HIPAA, other f nd state laws protecting the
confidentiality of personal information, and under general, professi ' "'thlGS;.

This Policy governs the establishment and management of a riskma~agement"pt<!it;E':SSfor CITY, a Hybrid
Entity, as well as each and every designated Health Care Comp'dnent part of CmX0{:~':

; '"~: .f',::-:.
All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilitlesof:~xery me~~~kof the workforce.

Officers, agents, employees, contractors, temporary w~~~~1~;::~~~~olunteersmust read, understand, and
comply with this Policy. . ,

Assumptions

o CITY hereby recogQJzesUts:'statusas a:,.>13RID ENTITY.
o The designatedH~LTi~:tC:AR~COMPOr:.f~NTSof CITY hereby recognize their status as HEALTH

CARECOMPONENTSof CITY'Under the d~fjnitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the

establishment and man(jgetn<,=:ntQf(jt} appropriate risk management process, in accordance with
the requiremerit$pt§;lf.i4.302 to §'164iths.

o CoITlPIi.9IJSewith firMA is mandatory and fatlure to comply can bring severe sanctions and
bijWfe:s;;,;~t Sanct190sPolicy; Policy No. 18Je establls . t and;, ptenance of an appropriate risk management process will generally

educe our prand s' '. risk, can reduce the likelihood of creating HIPAA Violations,
hether inadve t or intentional.

Officers, agents/§~Hloyeesl contractors, temporary workers, and volunteers must read, understand, and
comply with this Policy.

o It is the Policy of CITY to establish, implement, and maintain an appropriate risk management
process.

o Such risk management process shalt be under the direct control and supervision of the HIPAA
Official or HIPAA Officer, and shall involve legal counsel, information technology, records
management, senior management, and any other parties or persons deemed to be appropriate to
the process.
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o Business and information-technology "best practices", along with the research and
recommendations of the National Institute for Standards and Technology ("NIST"), shall be
included in the development and execution of the risk management process.

o Our risk management process shall strive to identify, analyze, prioritize, and minimize identified
risks to information privacy, security, integrity, and availability. The nature and severity of
various risk and risk elements shall be identified and quantified, with the goal of reducing risk as
much as is practicable. The risk management process shall be ongoing, and shall be updated,
analyzed, and improved on a continuous basis. ,,1i~/C~

o The results of the risk management process shall be input into fl}C\n~g~ment'sdecision-making
processes, in order to help reduce our overall risk and to comr;j!;0\lw1thHIPAA and other applicable
laws and regulations. -------:,--

Compliance and Enforcement

All managers and supervisors are responsible for enfQn::l~g'thiSPoliC)!,~\"Employeeswho Violate this Polley
are subject to discipline up to and including terminar"~'- accor~a~&~with CITY'S Sanction Policy. [See
Policy No. 18]
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Risk Analysis Policy [Required]

Introduction

CITY OF LOS ANGELES ("CIlY") has adopted this Risk Analysis Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2009
(ARRA). We also recognize our responsibility to protect individually identifiable health information under
the regulations implementing HIPAA, other federal and state laws protectin l~~~confidentiality of
personal information, and under general, professional ethics. ..' Hit!)

F'

o

This Policy governs the risk analysis process for CIlY, a Hybrid Enti
designated Health Care Component part of CITY.

All personnel of CIlY must comply with this Policy. Demo
this Policy is an important part of the responsibilities of

Officers, agents, employees, contractors, temporary
comply with this Policy.

o
o uJe gnize their status as HEALTH

contal fMithe HIPAA regulations.
f plementing regulations pertaining to risk

irernents at § 164.308(a)(1)(ii)(A).
n's overall Risk Management Process Policy.

P I" I' IJ~~!, ..'o ICY . if 1 i*~i!H~t, ~ .
,'llp'.I''!4>1!!'.' . "dIHh!i? ··-Jq~~nh_!;_ ~ .Hh~

o: hfis the Policy of'¢:£wy to ccHtiwc:t periodic assessments of potential risks and vulnerabilities to
'1 1~~T,confidentiality, 'rH~~(ity, ~k~I~¥iailabjlity of electronic Protected Health Information ("ePHI")

t~t?,~)l(,Ieare entrusted! th, lij,
o Re'Sij.qn~,ibilityfor cond 'ng periodic risk analyses shall be with the designated HIPAA

privaqi4fli urity Office I 0 shall establish a plan and procedures for the conduct of such
analyse~lf '

o All such ris d assessments shall be conducted periodically, but at least twice each
year.

o The risk analysi ocess shall be modeled upon the risk analysis process recommended by the
National Institute for Standards and Technology C'NIST").

o The results of risk analyses and assessments shall become an integral part of management's
decision-making process, and shall guide decisions related to the protection of Protected Health
Information.

o All such risk analyses and assessments shall be documented in accordance with this
organization's Documentation Policy. [See Documentation Policy, Policy No.3]
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Risk Analysis Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Risk Analysis Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amendedlJy<the HlTECH Act of 2009
CARRA). We also recognize our responsibility to protect individually iden . tile health information under
the regulations implementing HIPAA, other federal and state laws pro the confidentiality of
personal information, and under general, professional ethics.

This Policy governs the risk analysis process for CITY, a Hybri
desiqnated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Dt:nfiqnstrated cqD}petence in the ~~irementsof
this Policy is an important part of the responsibilitiesbre'yery mel1]b·er)bfthe workforce.

,.-~~:~-,,~~.~, -.:-.:'-'~:.~:.---~,
\:.~:·r:;·:\;-:.. :,:/;~~/i';~:'·'

Officers, agents, employees, contractors, temporary work~r~,alidvolunteers must read, understand, and
comply with this Policy.

Assumptions

o CITY hereby recogll· t'?tus as D ENTITY,
o The designated tlJ;COMPO of CITY hereby recognize their status as HEALTH

CARECOMPONE.:~TSof C .. der the itions contained in the HIPAA regulations.
o cm must with HI 'and the eC implementing regulations pertaining to risk

analysis, in-'S13.sgance.wr-$;r-%gqir~rn~hts at § 164.308(a)(1).
o Risk analysis fS'i~hnotegra parto(this:6fganization's overall Risk Management Process Policy,

Policy

o R
Priv
analyseS,

o All such ri analyses and assessments shall be conducted periodically, but at least twice each
year.

o The risk analysis process shall be modeled upon the risk analysis process recommended by the
National Institute for Standards and Technology ("NIST").

o The results of risk analyses and assessments shall become an integral part of management's
decision-making process, and shall guide decisions related to the protection of Protected Health
Information,

o All such risk analyses and assessments shall be documented in accordance with this
organization's Documentation Policy. [See Documentation Policy, Policy No.3]

to conduct periodic assessments of potential risks and vulnerabilities to
tegrity, and availability of electronic Protected Health Information C'ePHI")

with.
onducting periodic risk analyses shall be with the designated HIPAA

Officer, who shall establish a plan and procedures for the conduct of such
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Pollcy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Polley. [See
Policy No. 18]



Procedure Number: 16
Effective Date: __

Last Revised: __

Risk Analysis Policy

[PROCEDURE

DEPARTMENT: _

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:



Risk Analysis Policy

DEPARTMENT: _

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:

Procedure Number: 16
Effective Date: __

Last Revised: __



Policy Number: 17
Effective Date:

Last Revised: 8/13

Risk Management Implementation Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Risk Management Implementation Policy to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the
HITECH Act of 2009 CARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other feder~ ,'UP state laws protecting the
confidentiality of personal information, and under general, professional J

Policy

This Policy governs the risk management implementation for CITY1

every designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Demo
this Policy is an important part of the responsibilities of

1d
Officers, agents, employees, contractors, temporaryitW
comply with this Policy. 'IT

Assumptions

gnize their status as HEALTH
conta the HIPM regulations.

plementing regulations pertaining to risk
the required requirements at §

o It is the Po 0 fully and completely implement our risk management process and all
related pollcle

o The implementa n of our risk management process, analyses, and improvements shall be under
the direct supervision of the designated HIPAA Privacy/Security Officer.

o The designated HIPAA Privacy/Security Officer shall develop and implement a plan, procedures,
and a timetable for the implementation of our risk management process in all its aspects. Such
actions shall be consistent with our other risk management policies.
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Risk Management Implementation Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Risk Management Implernentatlon Policy to comply
with the Health Insurance Portabillty and Accountability Act of 1996 ("HIPA8.~}~0~Samended by the
HITECH Act of 2009 CARRA). We also recognize our responsibility to pro~E:cl!'individuallyidentifiable
health information under the regulations implementing HIPM, other f~defa( and state laws protecting the
confidentiality of personal information, and under general, professionalEithics.

This Policy governs the risk management implementation for <;:IJ)',~ Hybrid E~tjtY;'9S well as each and
every designated Health Care Component part of CITY',;}i~;;,;~i':;~i~~i"';'_

etence in th;~~~~~irements of
f the workforce.

Assumptions

All personnel of CITY must comply with this Policy. D
this Policy is an important part of the responsibilities'?

Officers, agents, employees, contractors, temporary wor
comply with this Policy.

o CITY hereby recognizes its status as a HYBRID ENTITY.
o The desiqnated HEALTHCARECOMPoNENTSof CITY hereby recognize their status as HEALTH

CARECOMPO~E.Nts of Cm'tinder the a~J1pitjonscontained in the HIPAA regulations.
o CITY must,§n#5Iy with H ".' and the HI~~ implementing regulations pertaining to risk

rnanaqernef g,Cl!Jce with the requirements at § 164.308(a)(1).
o Compliance WI -rfd failure to comply can bring severe sanctions and

perla
plementation Policy shall be considered an integral part of our other

luding, but not limited to our:
Risk _eme ess Policy [See Policy No. 15], and our

o Risk Analy$'isPolicy [See Policy No. 16]

:'.:-. ~:-.

Policy

o It is th~;'P&h2:VOfCITY to fully and completely implement our risk management process and all
related policies.

o The implementation of our risk management process, analyses, and improvements shall be under
the direct supervision of the designated HIPAA Privacy/Security Officer.

o The designated HIPM Privacy/Security Officer shall develop and implement a plan, procedures,
and a timetable for the implementation of our risk management process in all its aspects. Such
actions shall be consistent with our other risk management policies.
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Sanction Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Sanction Policy in order to recognize the requirement to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAAIf), as amended by
the HITECH Act of 2009 (ARRA), We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other feder.p state laws protecting the
confidentiality of personal information, and under general, professional,)'

This Policy governs sanctions of workforce members for CITY, a Hv.' , as well as each and every
designated Health Care Component part of CITY·~t h,

,A, ' 'm",Bfh t"ll,.
AI! personnel of CITY must comply with this Policy. Demons.~t;~~~dcompetence'iAHth~ requirements of
this Policy is an important part of the responsibilities of ,~~MfWfuember of the wor~ib:~~~{,

\d~rd' q~g~l

Officers, ~gent:, em?loyees, contractors, temporary'~qn~~rs, and vo}pm~ers must read}!q~~~rstand! and
comply with this Policy lLid!;".'.. . 'I".!!!I d, "II'''' Ill}'

I, '.1" ""&4t{ F

o CITY hereby recognizes its status as
o The designated HEAL E COMPO 5 'IJe nize their status as HEALTH

CARE COMPONENT er the J~' con al Hrf'the HIPAA regulations.
o CITY must comp] I, HI ",d the HIAtm plementing ~egulations pertaining to workforce-

member sanc~iQH:'r'in accorda ,:~lwith the re:,~ired requirements at § 164.308(a){1)(ii)(C).
_,c;".:,;_.~ ;1"-~~ ~t~~~,

o Appropriate, fa;inl?ind consist~n~i~anctions haV;il~ deterrent influence on workforce
transqressions: 'C~mf?~lp pr~~t;~~J~1~WlTfs of i~~~ljduaIlY identifiable health information, and can
help prevent or reoUt eVetlty10flH Iolatlons.

Hl;H~~~~~l~ ~'-~t' J~
jldHii1ddr '

Assumptions

, he Policy of C establi nd implement appropriate, fair and consistent sanctions for
w .. ~f.,emembers w ail to follow established policies and procedures! or who commit
vane Jpff~nses,

o sanctio~Yl~lRl?lied sh,qJ{ " appropriate to the nature and severity of the error or offense, and
shall consisJjI~~@n,~&t: ~ting scale of sanctions, with less severe sanctions applied to less severe
errors and offeH~'~~JlMndmore severe sanctions applied to more severe errors and offenses.

o Certainoffensescart invoke immediate termination, including, but not limited to:
o Theft
o Intentional lying or deception
o Drug or alcohol use while on the job
o Violence against persons or property

o Offenses involving obvious illegal activity may result in notifications to appropriate law
enforcement authorities.
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o It is the Policy of CITY to fully document all workforce sanctions and their dispositions, according
to our Documentation Policy. [See POlicy No.3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18J
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Sanction Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Sanction Policy in order to recoqnlze the requirement to
comply with the Health Insurance Portability and Accountability Act of 1996t~\l;:fIPAA"),as amended by
the HTTECHAct of 2009 CARRA). We also recognize our responsibility to.._ t§itect individually identifiable
health information under the regulations implementing HIPAA, other f ------and state laws protecting the
confidentiality of personal information, and under general, professi

This Policy governs sanctions of workforce members for CITY/,
designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. Demohstrated c0l)1petence in the requirements of
this Policy is an important part of the responsjbilitjesQffj~yery meroQ§t>ofthe workforce.

'\~'<~~:,q:';.~ ~i:i~~~-::ii';
:~-.'-::"'-r;-" :,.

Officers, agents, employees, contractors, temporary worKeri;;i'c,iHYdvolunteersmust read, understand, and
comply with this Pollcy.:;'~i;;

o CITY hereby recog
o The designated." --

CARECOMPO- "
o CITY must

member sa
o Appropriate,

tral'l§9F§?,§ions;
helPi:pf~\I$~t;grredc{

Assumptions

ENTITY.
S of CITY hereby recognize their status as HEALTH
ltlons contained in the HIPAA regulations.

implementing regulations pertaining to workforce-
equlrements at § 164.308(a)(1).

en sa have a deterrent influence on workforce
prevent breaches of individually identifiable health information, and can

severity of HIPAA violations.

Policy

o 'lt2ISjt~e Policy
w
vari

o Sancti . lied shall be appropriate to the nature and severity of the error or offense, and
shall consist of an escalating scale of sanctions, with tess severe sanctions applied to less severe
errors and offenses, and more severe sanctions applied to more severe errors and offenses.

o Certain offenses can invoke immediate termination, Including, but not limited to:
o Theft
o Intentional lying or deception
o Drug or alcohol use while on the job
o Violence against persons or property

o Offenses involving obvious illegal activity may result in notifications to appropriate law
enforcement authorities.

to establish and implement appropriate, fair and consistent sanctions for
who fail to follow established policies and procedures, or who commit
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o It is the Policy of CITY to fully document all workforce sanctions and their dispositions, according
to our Documentation Policy. [See Policy No.3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance withQ~'S Sanction Policy. [See
Policy No. 18] .
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Information Systems Activity Review Policy [Required]

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Information Systems Activity Review Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other federa ", d state laws protecting the
confidentiality of personal information, and under general, professional e

This Policy governs overall information of systems activity review fa ybrid Entity, as well as
each and every designated Health Care Component part of CITY~

All. pers?nn.el of ~ITY must comply with this P?I!~. Demo~i~~~~Ektcompetence"~'~'~l,l. requirements of
this Policy IS an Important part of the responsibilities of eV;~rmmember of the worRfQr,c;:~:

illd!I' 'Ho;''rr_tH~ji +l~P~~L

Officers, ~gent~, employees, contractors, temporary'~~t~~rs, and VO~ujT,trersmust read~l~n~wstand, and
comply With this Polley. "IIUH!; Uh~ll' 1"

';:-~1:. J. 1=. "h~t~l #ot

o CITY hereby recognizes its status as I'
o The designated HEALT R-RECOMPO, nize their status as HEALTH

CARE COMPONEN"[' nm~n~er the cont~mM~~!i'the HIPAA regulations.
o CITY must compl?tf PAAH~F1dthe H plementing required regulations pertaining to

information sYs"€M'!tl'~activity revWw, in acco ..df:~ncewith the requirements at §
164.308(a){ 1),0)(0).'" i 1 j liH,

:tHnh~ qHh.~
'lIjll" 'ilt'IJl ,I'

ill

Assumptions

o

Iy review various indicators and records of information system
0: audit logs; access reports; and security incident reports.

ion Syss Activity Review Policy is to prevent, detect, contain, and
nd threats to individually identifiable health information, whether in
s.

ully document all information system activity review activities and

o

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Information Systems Activity Review Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Information Systems Activity Review Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996CBIPAA"), as amended by
the HITECH Act of 2009 CARRA). We also recognize our responsibility to protect individually identifiable
health information under the regulations implementing HIPAA, other fed~rClIand state laws protecting the
confidentiality of personal information, and under general, professiooatefni($,

This Policy governs overall information of systems activity revi . fOf CITY, a Hyqrfd Entity, as well as
each and every designated Health Care Component part of

Officers, agents, employees, contractors, temporary work
comply with this Policy.

All personnel of CITY must comply with this POlicy. D.•
this Policy is an important part of the responsibilities(

Assumptions

o CITY hereby recognizes..its.status as a:My-$R.IDENTITY.
o The desiqnated Hl .'tTHcA.~~COMPONE~TSof CITY hereby recognize their status as HEALTH

CARECOMPO '.' of C - --~-der the itions contained in the HIPAA regulations.
o CITY must with HI and the H implementing regulations pertaining to information

systems ac he requirements at § 164.308(a)(1),

bit is the Policy8fCITY to regUlarly review various indicators and records of information system
activity, including, but not limited to: audit logs; access reports; and security incident reports.

o The goal of this Information Systems Activity Review Pollcy is to prevent, detect, contain, and
COrrectsecurity violations and threats to individually identifiable health information, whether in
elec;trpf)ic or any_6ther forms,

o It isttt. ····:i:lf CITY to fully document all information system activity review activities and
efforts.

o This Infor ation Systems Activity Review Policy shall be implemented and executed in
accordance with our risk management pollcles and procedures.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy, [See
Policy No. 18]
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Assignment of Security Responsibility Policy

Introduction

CITY OF lOS ANGELES ("CITY") has adopted this Assignment of Security Responsibility Policy in order to
recognize the requirement to comply with the Health Insurance Portability and Accountability Act of 1996
("HIPAA"), as amended by the HITECH Act of 2009 (ARRA), We also recognize our responsibility to
protect individually identifiable health information under the regulations imRler;nenting HIPAA, other
federal and state laws protecting the confidentiality of personal informa ·~UM~tlunder general,
professional ethics. IW

o

• ~ ~ T

,!Ii IiI::!IInn II!!",1
\~m "$lJ'i!lUI ,,~

tatus as a\t~~ til!
OMPON~, he cognize their status as HEALTH

r the d s contained in the HIPM regulations.
the HIP. plementing regulations pertaining to the
, in accoce with the requirements at § 164.308(a)(2).

nes(;lonsibili an important and integral part of our overall
1~t~:¢1"8nallJP in accordance and coordination with our Risk

erstand, and

This Policy governs the assignment of overall security responsibil]
each and every designated Health Care Component part of

Allpersonnel of CITY must comply with this Policy. De
this Policy is an important part of the responsibilities

Officers, agents, employees, contractors, temporary w
comply with this Policy.

Assumptions

o
o

"I" nt
pOlitxll!illi

o Ids
heal
assume

o The perso esponsibility for the security of individually identifiable health
information, ic and other forms, shall be the designated HIPAA Security Officer,
who shall repo ectly to [Superior of the Privacy/Security Officer].

o The responsibilities and duties of the designated HIPAA Security Officer with overall security
responsibility shall include, but are not limited to:

o Ensure compliance with privacy practices and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization's workforce!
extended workforce, and for all business associates, in cooperation with Human
Resources, the information security officer! administration! and legal counsel as
applicable.

';i 1 ~ 11 '
'lmLj

~t~ili~h.
ih§~h1',w

ssign overall responsibility for the security of individually identifiable
ronic and other forms, to a person who is qualified and competent to
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o Maintain an accurate inventory of (1) all individuals who have access to the
Practice's confidential information, including PHI, and (2) all uses and disclosures
of the Practice's confidential information by any person or entity.

Administer patient requests and processes under HIPANs patient rights.

Administer the process for receiving, documenting, tracking, investigating, and
taking action on all complaints concerning the organization's privacy policies and
procedures in coordination and collaboration with other similar functions and,
when necessary, legal counsel.

Cooperates with the Office of Civil Rights, other legal enti . .nd organization
officers in any compliance reviews or investigations.

o

o

o

o Work with appropriate technical personnel to prote ctice's confidential
information from unauthorized use or disdosure.j] .Ihl,

~~ h: ..01
Develop specific policies and procedures maRd~ted by the pr;V~~I,~ul.e.

!~!!hk 'lOll!},
Develop additional relevant policies, suc j'slpolicies governing th~nic sion of
confidential data in emails, and acce " IBnfidential data by teleco?N rs.,

quired b • Privacy Rule, ~'

sent or authorization for
ry.

, ed by the Practice comply
. #ir~d ade ~.protect the privacy of

I~"th'~" h
1, __idUltU~§~'~l.~,- l~F

Review all cqntr~ictsiunder whi .!~H:cessH~olt6nfiq~U!ti~tdata is given to outside
entities, q\ir;~jtHHs~1q~~,tracts int~t~HWpff~nce witWiWJ' Privacy Rule, and ensure
that thxj~t~ctice's con~i,d§ntial dat~ii~;adequatelY protected when such access is

·;tlLl!; d" t1l'''!gran,t~\fIj,jj' Hpj \i!l~l
'~4H~ 4~~~~lilii~

Ensuref,' oli . <,We ures ari'<1ltyt.t~.:oticesare flexible enough to respond to\\ ¥ '~Hl
new tec ~e :} or, if they are not, amend as

o

o

o

o

,
Draft and disseminate the Privacy No

Determine when the Practice might nee
use or disclosure of PHI, a. draft forms as

Ensure that any research
with appropriate privacy la
the data subjects,

o

o

o

Ensu ctice initiatives are structured in such a way to ensure
patient .

1
i~. Conduct per !WI~priva~,Pdits and take remedial action as necessary.

i~hhPverseeempldM~'e training in the area of privacy.
;mj!L1Hd

o <;Gl.lard against:~~~aliation against individuals who seek to enforce their own.. ,ie.;,"'·"priYta. c;.y rights;!cWthose of others ..."tl'j" !L~~.L-.''t~l ~~ H~H=tiF
o Rem~'~l~t»td~date and advise on new technologies to protect data privacy.

o Remain up-to-date on laws, rules and regulations regarding data privacy and
update the Practice's pollcles and procedures as necessary.

o Track pending legislation regarding data privacy and if appropriate seek to
influence that legislation.

o Anticipate members' concerns and questions about the Practice's use of their
confidential information and develop policies and procedures to respond to those
concerns and questions.
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o Evaluate privacy implications of any future on-line, web-based application
procedure.

o Monitor any data collected by or posted on the Practice's Web sites for privacy
concerns.

o Serve as liaison to government agencies, industry groups and privacy activists in
all matters relating to the Practice's privacy practices.

o It is the Policy of CITY to fully document the assignment of overall security responsibility, and all
related activities and efforts, according to our Documentation Policy. See Policy No.3]

11'
J

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this p' " • Em
are subject to discipline up to and including termination in a ance with CI
Policy No. 18]

who violate this Policy
anction Policy. [See



Pollcy Number: 20
Effective Date:

last Revised:

Assignment of Security Responsibility Policy

Introduction

cm OF LOS ANGELES("CITY") has adopted this Assignment of Security RespgnsibiJity Policy in order to
recognize the requirement to comply with the Health Insurance Portability aqi~E;J.\ccountabilityAct of 1996
("HIPAA"), as amended by the HITECHAct of 2009 CARRA). We also recognize our responsibility to
protect individually identifiable health information under the regulation?~r:lementing HIPAA, other
federal and state laws protecting the confidentiality of personal inf .'- under general,
professional ethics. .

This Policy governs the assignment of overall security resp
each and every designated Health Care Component part,"

All personnel of CITY must comply with this Policy.__ trated.¢$'ffi'petence in the requirements of
this Polley is an important part of the responsibilities d{' memb'er of the workforce.

Officers, agents, employees, contractors, temporary work~~i;V~~~'volunteers must read, understand, and
comply with this Policy. ....

Assumptions

[J CITY hereby reco -tus as a H¥BRID ENTITY.
[J The designat COMPON~"'o5 of CITY hereby recognize their status as HEALTH

CARECOMP der the ions contained in the HIPAA regulations.
-\'

[J CITY must...itt1@:'.ITIJj) implementing regulations pertaining to the
assignment 0 ' ponsi 1"';:il'fJ~tcordance with the requirements at § 164.308(a)(2).

[J The 'gnment security responsibility is an important and integral part of our overall
ri .?gewent p_,?s~ and shall be conducted in accordance and coordination with our Risk

,:rm'nageme'r(tPr9cessp~tl"C:y_.

Policy

[J It is,thi:! POlicy,§f__tITY to assign overall responsibility for the security of individually identifiable
healtf{" r'-Iibn, in electronic and other forms, to a person who is qualified and competent to
assume responsibility.

[J The perso with overall responsibility for the security of individually identifiable health
information, in electronic and other forms, shall be the deSignated HIPAA Privacy/Security
Officer, who shall report directly to [Superior of Privacy/Security Officer].

[J The responsibilities and duties of the deSignated HIPAA Privacy/Security Officer with overall
security responsibility shall include, but are not limited to:

o Ensure compliance with privacy practices and consistent application of sanctions for
failure to comply with privacy policies for all individuals in the organization's workforce,
extended workforce, and for all business assoctates, in cooperation with Human
Resources, the information security officer, administration, and legal counsel as
applicable.
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o Maintain an accurate inventory of (1) all individuals who have access to the
Practice's confidential lnformatlon, including PHIr and (2) all uses and disclosures
of the Practice's confidential information by any person or entity.

o Administer patient requests and processes under HIPAA's patient rights.

o Administer the process for receiving, documenting, tracklnq, investigating, and
taking action on all complaints concerning the organization's privacy policies and
procedures in coordination and collaboration with other similar,functions and,
when necessary, legal counsel, 1::::-;,-:::-';

"~:j):g:,~~:.;.:'.:

o

Develop specific policies and procedures .' dated by the Privacy Ru

Develop additional relevant pOliciesr'~~B~~'~spolici~#~~'overningthe inclusion of
confidential data in emails, and access't8'CqnfiQ¢i"itfi:i1data by telecommuters.

··-';:~\;:~:=:':;_;i\:~i:~-~;:'·

Draft and disseminate the Privacy Notice reqtltrgCi by the Privacy Rule.

Determine when the Practice might need member.consent or authorization for
use or disclosure of PHI, a[lq draftfQ(rnS as neces:;,iry,

Ensure that any research eff9[1:ScO~da¢t~fQr{sppp6~ed by the Practice comply
with appropriate privacy lawc",c..d pq!lcles antladequately protect the privacy of
the data sub

o Cooperates with the Office of Civil Rights, other lega,L¢i
officers in any compliance reviews or investigatior:L

o Work with appropriate technical personnel to
information from unauthorized use or disci

o

o

o

o

o cess to confidential data is given to outside
ompliance with the Privacy Rule, and ensure
s adequately protected when such access is

o .. Ensure'r<$II'policies, procedures and notices are flexible enough to respond to
'\hew technOlOgiesand legal requirements, or, if they are not, amend as

necessary.

o Ensure that future Practice initiatives are structured in such a way to ensure
patient priyacy.

conductj5,§!iodiC privacy audits and take remedial action as necessary.

~'@~~Ployeetraining in the area of privacy.

against retaliation against individuals who seek to enforce their own
acy rights or those of others.

o Remain up-to-date and advise on new technologies to protect data privacy.

o Remain up-to-date on laws, rules and regulations regarding data privacy and
update the Practice's policies and procedures as necessary.

o Track pending legislation regarding data privacy and if appropriate seek to
influence that legislation.

o Anticipate members' concerns and questions about the Practice's use of their
confidential information and develop policies and procedures to respond to those
concerns and questions.
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o Evaluate privacy implications of any future on-line, web-based application
procedure.

o Monitor any data collected by or posted on the Practtce's Web sites for privacy
concerns.

o Serve as liaison to government agencies, industry groups and privacy activists in
all matters relating to the Practice's privacy practices. .,~t1

o It is the Policy of CITY to fully document the assignment of overaH,:€gWti;ityresponsibility, and all
related activities and efforts, according to our Documentation 'O.:i{" [See Policy No.3]

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination with CITY'S Sanction Policy. [See
Policy No. 18]
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Authorization and Supervision Policy and Procedures

Introduction

cm OF LOSANGELES['cm/) has adopted this Authorization and Supervision Policy and Procedures
document in order to comply with the Health Insurance Portability and Acco .', ility Act of 1996
C'HIPM")r as amended by the HITECH Act of 2009 (ARRA). We also recg e our responsibility to
protect individually identifiable health information under the regulation;;;.JttrRTementingHIPAAr other
federal and state laws protecting the confidentiality of personal informaH6rWiand under qeneral,
professional ethics. -:~~:~n:?"'" ",":.<:f<>" :---:E~-~:-·~,<

This Policy governs the authorization to access, and the supervision, of all workfbrtk·members who will
access individually identifiable health information for cm, a Hybrid Entity, as well as-each and every
designated Health Care Component part of CITY. .. .i;'

:~'.~~_\>-;-;';"

tratE::!,a~~~6~petencein the requirements of
......,ber of the workforce.

unteers must read, understand, and

All personnel of cm must comply with this POlicy.
this Policy is an important part of the responsibilities of

Officers, aqents, employees, contractors.if
comply with this Policy. .

Assumptions

o CITY hereby recognizes its status as a HYSRJDENTITY.
o The designated HEALTHC~RECOMPONENY?of cm hereby recognize their status as HEALTH

CARECOMPQN!;r':JTSofRI11Y:~P6de~tp.~,.d§flnitionscontained in the HIPM regulations.
o CITY must comply. ':~~ipAAah&'lheHIPM implementing regulations pertaining to the

auttlQfi ation ander, ,,- ision of workforce members who will be accessing individually
i ..c. th in tion as part of their work-related duties, in accordance with the

16 . .)(3).
IPAA j. ndatory and failure to comply can bring severe sanctions and

te authorization to access individually identifiable health lntorrnatlon, and

Policy

o It is the Policy of cm to only permit workforce members who have been appropriately
authorized, to have access to individually identifiable health information,

Q It is the POlicyof CITY to properly and appropriately supervise workforce members who have
access to individually ldentflable health information.
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CI Workforce members shall have access only to the individually identifiable health information that
they need in order to perform their work-related duties.

CI It is the Policy of CITY to fully document the authorization and supervision of all workforce
members who have access to individually identifiable health information.

Procedures

CI Itemize specific authorization and supervision procedures in this section.
CI Itemize specific authorization and supervision procedures in t~i?:~~Gtion.
CI Itemize specific authorization and supervision procedures il);thIS!:feQt!9p,
CI Itemize specific authorization and supervision procedures£i~i'ihis sedf""
CI Etc. .

Compliance and Enforcement i'~i"

All managers and supervisors are responsible for enf:J2f'~~t~i~:k~~h~::" Employees who violate this Policy
are subject to discipline up to and including termination iriia'G:sqrdancewith CITY'S Sanction Policy. [See
Policy No. 18] , .
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Workforce Clearance Policy and Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted this Workforce Clearance Policy and Procedures document
in order to comply with the Health Insurance Portability and Accountability Tif 1996 ("HIPM"), as
amended by the HITECH Act of 2009 (ARRA). We also recognize our re "ility to protect individually
identifiable health information under the regulations implementing HIP' r federal and state laws
protecting the confidentiality of personal information, and under ge sional ethics.

This Policy governs overall workforce clearance for CITY, a Hybr'g Entity, as w .,....,,~ach and every
designated Health Care Component part of CITY. ' 'o;;~it~~0;i.c

All personnel of cm must comply with this Policy. Demcinstrated competence in the requirements of
this Policy is an important part of the responsibilities of ',t=yery men)!?~b'6fthe workforce.

i·\,~i\';·:ii. ,",' :,~<.,;:.,

Officers, agents, employees, contractors, temporary workei:§~i'''''volunteers must read, understand, and
comply with this Policy. ...

Assumptions

o CITY hereby recogrli~~$if~$\:etatusas a(.¥ .to ENTITY.
o The deSignated HI:AI..TH·CA.e[~ COMPON~NTSof cm hereby recognize their status as HEALTH

CARECOMPONENTSof Cny>under the definitions contained in the HIPM regulations.
o CITY must compjy with HIPAA and the HIPAA implementing regulations pertaining to workforce

clearance, in accordance with the requirements at § 164.308(a)(3).
o Providing for appropriateworkforce clearance can help reduce the likelihood of data breaches

and violatjon~)'

to provide the appropriate level of access to individually identifiable health
mbers of the workforce.

o to individually identifiable health information for workforce members shall be
base' ..••....}:k .':"'nature of each workforce member's job and its associated duties and
responsiBIlities. Workforce members shall have access to all of the individually identifiable health
lnrorrnation that they need to do their jobs, but no more access than that.

o No member of the workforce shall have access to a higher level of individually identifiable health
information than the level for which they have been cleared.

o The designated HIPAA Privacy/Security Officer shall develop specific procedures to ensure that
the intent of this Policy is executed in fact.

o Workforce clearance shall specifically incorporate various levels of background screening to
ensure that persons with criminal records or histories of financial or legal difficulties do not have
inappropriate access to individually identifiable health information.
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o The designated HIPAA Privacy/Security Officer shall coordlnate background screening
requirements with Human Resources and legal counsel to ensure that appropriate background
screening requirements are established and met, which can include pre-employment and post-
employment screening.

o It is the Policy of CITY to fully document the authorization and supervision of all workforce
members who have access to individually identifiable health information.

Procedures

.0 List and describe specific procedures in this section.
o List and describe specific procedures in this section.
o List and describe specific procedures in this section.
o List and describe specific procedures in this sec:tlonA,·':
o Etc.

Compliance and Enforcement

All managers and supervisors are ~""'n..,rl"jhl.,

are subject to dlsdpllne up to and
Policy No. 18]

qlicy. Employees who violate this Policy
~bce with CITY'S Sanction Policy. [See
'.:'~:.'
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Access Termination Policy and Procedures

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Access Termination Policy and Procedures document in
order to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA")r as
amended by the HITECH Act of 2009 CARRA Title XIII). We also recognize 0 ,'"esponsibility to protect
individually identifiable health information under the regulations implemen "rPM, other federal and
state laws protecting the confidentiality of personal lntorrnation, and u neral, professional ethics.

This Policy governs the termination of workforce member access t".", ,-vidu _
information for CITY, a Hybrid Entity, as well as each and every:,qeslgnated H
of cm. ..;;!t~t!{;,

identiflable health
c::areComponent part

All personnel of CITY must comply with this Policy. Dembii~t.rated competence in therequirements of
this Policy is an important part of the responsibilities of every member of the workforce.

Officers, aqents, employees, contractors, temporary wofk8FS,i:ln8>Jolunteers must read, understand and
comply with this Policy. :;::l~c~\~l.

Assumptions

o cm hereby recogn~f~$xl~_$tatus asa;t'u.,~Rt6 ENTITY.
o The designated HEALTffCARE COMPONIENTSof CITY hereby recognize their status as HEALTH

CARE COMPONENTS of CmGnder the 'definitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the

termination of workforce member access to individually identifiable health information, in
accordance with.the requirementsat§164.308(a)(3).

o Prompt and apprgpr1~te termination of workforce member access to individually identifiable
tlori - reatly reduce the likelihood of data breaches and HIPAA violations.

p

l~Jhe Policy ,_. to terminate any workforce member's access to individually identifiable
he~lth,InformClt{Qhwhen their employment relationship with our organization ends, or when the
workforce member has been sanctioned for serious offenses or violations of policy, in accordance
with our Sanction Poticy. [See Policy No. 18]

o Termination of workforce member access to individually identifiable health information must be
effected immediately upon the occurrence of a triggering event, such as termination of
employment or a positive finding of a serious policy or HIPAA offense.

o In no case shall the termination of access to individually identifiable health information be
delayed more than 30 minutes from the moment of such a triggering event.

o It is the Policy of the CITY to fully document all access terrnlnatlon-related activitles, in
accordance with our Documentation Policy. [See Policy No. 3J
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Procedures

o Itemize specific access termination procedures in this section.
o Itemize specific access termination procedures in this section.
o Itemize specific access termination procedures in this section.
o Itemize specific access termination procedures in this section.
o Etc.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Pdfi~!.Emp'l:g~~!esWho violate this Policy
are subject to discipline up to and including termination in ac<;;'[pance with Cmi~Sgnction Policy. [See
Policy No. 18] .a "" ,;,/,;",c";;",,>'::c.

~~'::L.V';-'~";"
.-;.~.~:~;~-..,)
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Access Authorization policy

Introduction

CnY OF LOSANGELESCCnY") has adopted this Access Authorization Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 CARRATitle XIII). We also recognize our responsibility to protect indiv[' ·~.Iy identifiable health
information under the regulations implementing HIPAA, other federal and .- laws protecting the
confidentiality of personal information, and under general, professional ."

This Policy governs the authorization of access to individually identi.fi4 Jbd~formation for CnY,
a Hybrid Entity, as well as each and every desiqnated Health care'e6mponenrp~rt.,of CnY.

,_.c.:._:.:;',_', '_'.'_','''<:
. ..... '~~\'.:.~!:;.:,

All personnel of CITY must comply with this Policy. Demonsj}~ted competence in thgit~quirements of
this Policy is an important part of the responsiblllties of:~y(Ny membE!L.,~fthe workfor&~;'

Officers, agents, employees, contractors, temporary INa:!'
comply with this Policy,

mteers must read, understand and

Assumptions

o CnY hereby recognizes its status asi&~,~Y~~Jj)'EN"rTfYtiiWY
o The designated HEALTHic:ARECOMPONEfiTSof CITY hereby recognize their status as HEALTH

CARECOMPONENTSof cItY under the definitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to access

authorization,in accordancewith the requir~ments at § 164.308(a)(4).
o The implementation of appr¢pfiatf=proc:ess'e~to grant workforce members access to individually

identifiable he~ . fmatioriCah"h%llp··;'eflsure that our uses and disclosures of individually
identifiable heal 'iation are lawful and appropriate.

to grant workforce members an appropriate level of access to individually
ormation that is based on their work-related duties and responsibilities.

o i' ,yel of Cls. to individually identifiable health information granted to each member of the
workfOrce shalibe independent of the technology used to access such information, and shall
apply to access through a workstation, transaction, program, process, or other mechanism.

o It is the Policy of CITY to fully document all access authorization-related activities and efforts.

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to disclpllne, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Access Establishment and Modification Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Access Establishment and Modification Policy in order
to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA',), as amended by
the HITECH Act of 2009 CARRATitle XIII). We also recognize our responsibility;,to protect individually
identifiable health information under the regulations implementing HIPAA,.ofher federal and state laws
protecting the confidentiality of personal information, and under general/'professional ethics.

.:,}<:'-,::>-

This Policy governs the establishment and modification of workfor~gtl1'~rnb{;r~¢c;:essto individually
identifiable health information for CITY, a Hybrid Entity, as well:as'€!ach and eV esignated Health
Care Component part of CITY. c, ..

All personnel of CITY must comply with this Policy. De
this Policy is an important part of the responsibilities'

Officers, agents, employees, contractors, temporary wor ler§;;9J1i;!'vol'unl:eelrsmust read, understand and
comply with this Policy.

direments of

Assumptions

o CITY hereby recognize~jt~?tatus as af-l),BIUD ENTITY.
o The designated IjE:ALTl-I~gs COMPO!,:!E(rfrSof CITY hereby recognize their status as HEALTH

CARECOMPO--;PS of C .. nder the nitions contained in the HIPAA regulations.
o CITY must with HI and the implementing regulations pertaining to the

establish modi. member access to individually identifiable health
information, ements at § 164.308(a)(4).

o Establishing an g an appropriate level of workforce member access to individually
i ation can help reduce the likelihood of data breaches and HIPAA

o It is the POlicy,qf,Cm to provide a lawful and appropriate level of access to individually
ideritifiaple h~$lth information for each and every workforce member.

o Such aG~~$:S1t6individually identifiable health information shall be granted based on the nature
and dutf@s;'6fthe workforce member's job.

o Higher levels of access shall be provided only to those who need it.
o Any workforce member's ablllty to access to individually identifiable health information shall be

modified immediately when the nature of their job changes and requires a different level of
access, whether greater or lesser.

o It is the Policy of CITY to fully document all access establishment and modification-related
activities and efforts, according to our Documentation Policy. [See Policy No.3]
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Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Pollcy. Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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,',:~-.::::'?
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Security Reminders Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Security Reminders Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPM',), as amended by the HITECH Act of
2009 (ARRATitle XIII), We also recognize our responsibillty to protect indivjggqlly identifiable health
information under the regulations implementing HIPM, other federal and, t~m~'lawsprotecting the
confidentiality of personal information, and under general, professional

This Policy governs the use of security reminders and security aw r
Entity, as well as each and every designated Health Care Com ent part of

All personnel of CITY must comply with this Policy. Demop§tti3 ed competence in tquirements of
this Policy is an important part of the responsibilities of ever; member of the workforci:l?'

Officers, agents, employees, contractors, temporary ,.,,,.'v"'",, and V()I~nteers must read, understand and
comply with this Policy.

o CITY hereby recognizes its status a
o The designated HE :~BE COMP of CITY hereby recognize their status as HEALTH

CARECOMPONEfl'¥junder th _ itions contained in the HIPAA regulations.
o CITY must cOlT)ph~jlth HIP~' and the Fr . implementing regulations pertaining to security

reminders, in.accordance with' the requir~iTients at § 164.308(a)(S).
o The trequentuse of appropriate security rerilinders and other information security awareness

resources can reduce the likelihood of data breaches and HIPAA violations.

Assumptions

to or acquire and to use appropriate information security
information security awareness resources, on a regular basis.

Privacy/Security Officer shall assume responsibility for developing or
a ,inders and resources, and for implementing a plan and program ensuring their
fre, _

o It is tRe..',.,',1, of CITY to fully document all information security reminder-related activities and
efforts, according to our Documentation Policy.

Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy, Employees who violate this Policy
are subject to discipline, up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Malware Protection Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Malware Protection Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRATitle XIII). We also recognize our responsibility to protect individually identifiable health
information under the regulations implementing HIPAA, other federal and13.t~telaws protecting the
confidentiality of personal information, and under general, professional.etlii,~s.

chniques, technologies
Care Component

This Policy governs the use of various malware (malicious softwa
and methods for CITY, a Hybrid Entity, as well as each and ev
part of CITY.

All personnel of CITY must comply with this Policy. D~m8,t\'stratedcompetence in the'feq'tJirements of
this Polley is an important part of the responsibilitiesgtY@very mern,l;t~F;bfthe workforce.

Officers, agents, employees, contractors, temporary workefs,trairi~es and volunteers must read,
understand, and comply with this Policy.

Assumptions

Q CITY hereby recoqnl status as ENTITY.
Q The designated .,~, COMPO S of CITY hereby recognize their status as HEALTH

CARECOMPON 'nder the'; itions contained in the HIPAA regulations.
o CITY must c' with HI and the, ... implementing regulations pertaining to protection

from so-cal~;rIIalware,jccc;;greaJl<:~,witfu;the requirements at § 164.308(a){5).
o The use of appropriateeedlnjqbeslt~(b.n'6logies, and methods to protect information systems

from malicious sofbNabe("malware") is a proven approach to reducing the likelihood of data
breaches, system malfunctions, and HIPAA violations.

to develop and apply a rigorous program of techniques, technologies, and
gainst, detect, and report the presence of malicious software.

o .' malware protection shall reside with the deslqnated HIPAA Privacy/Security
all ensure that the most powerful and appropriate techniques, technologies, and

method e continuously used to protect our information system, and the individually
identifiable health information they contain, from malicious software.

o The workforce must be trained regarding its role in protecting against malicious software and
system protection capabilities, including educating its workforce on how malicious software is
brought into an organization through email attachments and programs that are downloaded from
the Internet.

o It is the Policy of CITY to fully document aJimalware protection-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Compliance and Enforcement

All Managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to disclpline up to and including termination in accordance with the Sanction Pollcy of CITY.
[See Policy No. 1S]
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Log-In Monitoring Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Log-In Monitoring Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRATitle XIII). We also recognize our responsibility to protect individQally identifiable health
information under the regulations implementing HIPM, other federal and state laws protecting the
confidentiality of personal information, and under general, professional (C!thii:s.

.", ,,'[.:.,'..-r-:

Officers, agents, employees, contractors, temporary
understand, and comply with this Policy.

This Policy governs activities related to log-in monitoring for CITYd&:j~Ybrid"
every designated Health Care Component part of CITY."':')?

All personnel of CITY must comply with this Policy. DemQ,
this Policy is an important part of the responsibilities ot"

ted competence in t J~quirements of
member,of the workforcg:'J!rfi

t r-",iffA,::i<: and volunteers must read,

Assumptions

o CITY hereby recognizes its status as~,I::lYBR.I[)ENTn·y*"
o The desiqnated HEA~Tfl(2ARECOMPo'NgNTSof CITY hereby recognize their status as HEALTH

CARECOMPONE ,iOfGIT:¥,.lJnderthEf':'c' nitions contained in the HIPM regulations.
o CITY must co ith HIP~' and the implementing regulations pertaining to loq-ln

monitoring, . ' ordance >ittn the requi nts at § 164.308(a)(5).
o Regular m, "..,. g of loja a pts is a proven approach to controlling access to

sensitive infoW:' . /~tC ,rid to detecting inappropriate information systems
activity.

o It is the Policy of CITY to establish a program of regular monitoring and review of log-ins and
loq-ins attempts.",

o Th~.designated;l:iiPM Privacy/Security Officer shall assume responsibility for log-in monitoring
and~nal. si?j:.:~fi8for ensuring that such activities are executed on a continuous basis.

D All woF 'Ttnembers are to be trained on log-in policy, awareness of log-in attempts that are
not app te, on how to manage and safeguard their passwords and how to report
discrepancies.

o Discrepancies and potentially inappropriate or illegal activities shall immediately be brought to
the attention of senior management, legal counsel, and/or Human Resources, as appropriate.

D It is the Policy of CITY to fully document all log-in monitoring-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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Password Management Policy

Introduction

CITY OF LOSANGELES("CITY') has adopted this Password Management Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 C'HIPAAtt

), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize' sponsibility to protect
individually identifiable health information under the regulations impleme ..IPAA, other federal and
state laws protecting the confidentiality of personal information, and u eral, professional ethics.

This Policy governs password management, including creating, dt, ,m,clnaglng passwords, for
CITY, a Hybrid Entity, as well as each and every designated H~e.lthCare Com'pa:8'~n5part of CITY.

..}~.>~::~~': ,,·;:~-:-::·-:::::t

All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilities of every member of the workforce •.

....

Officers, agents, employees, contractors, temporary wo-r~
understand, and comply with this Policy.'

.'.~." '

o CITY hereby recognizes its status a , ...'
o The designated HE.l\~~I;I:g.£l:~ECOMP" of CITY hereby recognize their status as HEALTH

CARECOMPONEr-:JT$ofCr-ry;under the?~~Mnitionscontained in the HIPAA regulations.
o CITY must comply with HIPAA and the Alf'AA implementing regulations pertaining to password

management, in accordance with the requirements at § 164.308(a)(S).
o The creation and management of strong passwords is one of the simplest and most effective

methods of pr6testingaccesstoelectr(jnit systems containing, transmitting, receiving, or using
individually identifi~.~lfhealth information.

i.Ei~'eSand volunteers must read,

Assumptions

to require the use of strong passwords and pass-phrases by ali workforce
s, use, maintain systems that contain, transmit, receive, or use individually

I ifiable healt •. Information.
o Th~'r~sponsibilltY for implementing this policy and any attendant procedures is hereby assigned

to the designated HIPAA Privacy/Security Officer, who shall develop and implement this policy in
coordination with the most senior information technology personnel.

o All passwords or pass-phrases used to access systems containing, transmitting, receiving, or
using individually identifiable health information shall be a minimum of six (6) characters in
length, and must or should include non-alphanumeric characters or symbols in them.

o Passwords and pass-phrases must or should be changed by users or management at least every
three (3) to six (6) months.

o In the event of an information system compromise, as determined by the deslqnated HIPAA
Privacy/Security Officer, some or all workforce-member passwords and pass-phrases may need
to be changed. This determination shall be made by the designated HIPAA Privacy/Security
Officer.
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Q Under no circumstances shall passwords or pass-phrases be written down and kept at or near
computers and workstations where they may be found by others. Passwords and pass-phrases
may, however, be written down and stored in a workforce member's wallet or purse, if the
password or pass-phrase is thus afforded protection equal to the protection afforded to
workforce members' cash, credit cards, and other critical documents.

o It is the Policy of CITY that any workforce member who loses, misplaces, forgets, or experiences
any compromise of their password or pass-phrase shall immediately nQtify the designated HIPAA
Official or HIPAA Officerr orr if they are unavailable, shall notify speciw;alternate notification
contact. Such notification of password or pass-phrase compromj?~tmust be made immediatefyto
the contact(s) indicated hereln, but in no case shall such notifi"h'= e delayed more than one
(1) or alternate number hour(s).

Q Proper password management shall be emphasized in HI
reminders, and in any HIPAA awareness resources us 'l this organ,'

Q It is the Policy of CITY to fully document all HIPAA,/ i tlance-related a
accordance with our Documentation Policy. [SeeR9iicy No.3]o Etc. .

Compliance and Enforcement

All managers and supervisors are responslbleforentordnq thisPQlicy, Employees who violate this Policy
are subject to discipline up to and inciuding ..tl:!rmlnationillCiccordarke'.with the Sanction Policy of CITY.
[See Policy No. 18]'~:" ;~E'["o
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JOB CLASSIFICATIONS INVOLVED:
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Policy on Security Incident Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted this Policy on Security Incident Procedures in order to
comply with the Health Insurance Portability and Accountability Act of 1996 C'HIPAA"), as amended by
the HITECH Act of 2009 (ARRATitle XIII). We also recognize our responsibilir0,:to protect individually
identifiable health information under the regulations implementing HIPAA,.8"th'eFfederal and state laws
protecting the confidentiality of personal information, and under gener~!?professional ethics.

,,~.~-~~.. --. "' .. ,,- ,-

:":';:'::-'.::"'0· '-.--"_.

This Policy governs security incident procedures for CITY, a Hybri(:b:~pHty,as;; '-II as each and every
designated Health Care Component part of CITY.-;:' ~c

Officers, agents, employees, contractors, temporary
understand, and comply with this Policy.

.. _ and volunteers must read,

All personnel of CITY must comply with this Policy. Demon
this Policy is an important part of the responsibilities 0

Assumptions

o CITY hereby recognizes its status asa·riYBIDENTITY.
o The desiqnated HEALIH·,<::AP.ECOMP()NsNTSof CITY hereby recognize their status as HEALTH

CARECOMPONE~~TsbfCFt¥'under the/~.~finitions contained in the HIPAA regulations.
o CITY must cornp!~\;"ith HI 'iand the HIPAA implementing regulations pertaining to security

incident pr ,gojes, in ac nee with --.:""requirements at § 164.308(a)(6) and at § 164.400 to
164.414,; . -

o Security Incisuccessful unauthorized access, use, disclosure,
modification or -e n of information or interference with system operations in an
i ste curity incident includes

ks "terfere with the operations of information systems with ePHI
An u ". oriz";,,,

o An information breach
o An attack on the information system
o Unauthorized probing
o Unauth(ji-ized use of computer accounts and systems
Oih!n9.l1thorized browsing of files
oDl~'FUption of service by any means
o Alteration or destruction of information
o Improper use of information system
o Stolen or otherwise inappropriately obtained passwords that are used to access ePHI
o Corrupted backup tapes that do not allow restoration of ePHI
o Physical break-ins leading to the theft of media with ePHI
o Failure to terminate the account of a former employee that is used by an unauthorized

user to access information systems with ePHI
o Providing media with ePHI, such as a PChard drive or laptop, to another user who is not

authorized to access the ePHI prior to removing the ePHI stored on the media
o Appropriate responses to security incidents include, but are not limited to:

o Rapid identification and classification of the severity of security incidents,
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o Determination of the actual risk to individually identifiable health information, and the
subject(s) thereof.

o Repairing, patching, or otherwise correcting the condition or error that created the
security incident.

o Retrieving or limiting the dissemination of individually identifiable health information, if
possible.

o Determining if the security incident rises to the level of a reportable breach under the
HIPAA regulations.i. .

o Making a lawful and appropriate report of a breach, if r~gtilred, to the appropriate
parties. Appropriate parties to whom breaches must. ed, as defined by HIPAA
regulations, may include, but are not limited to:

• Patients
• Consumers
• Regulatory Authorities, including,,,,,. Commission
• Law Enforcement.,':~?",zi'i'
• The local media, if necessa(¥l§nd requireg9Yt,Jaw

o Mitigating any harmful effects of the'g~~jjrity incjq~pt.'
o Fully documenting security incidents, a'rO(\gWlttItPfeir causes and our responses.
o Expanding our knowledge of security incid~nf'pievention, through research, analyses of

security incidents, and improved training and aWareness programs for workforce
members.' "

o Compliance with HIPAA is mandat()ryand'faiI9retqcomply'~ah bring severe sanctions and
penalties.':'"

o It is the PO,
security inc
effects of secun
their.outcomes,

oRe§pbh~ilJifityJor ,nding to and managing security incidents shall reside with the designated
HIPAA PrivaCY/SecuritYOfAcer. or specify other responsible party.

o The designated HIPAA Privacy/Security Officer orr specify other responsible party shall develop
specific forms and procedures that shall be implemented in response to security incidents.

[L,'Itis the Policy ofc:;:rrv to fully document all security incidents and our responses thereto, in
<2ib:ordance wit ' 'r Documentation Policy. [See Policy No.3]

'entify CI' appropriately respond to all suspected or known
"¥erlty, to mitigate to the extent practicable harmful

Own to CITY and to document all security incidents and

Policy

';:;..

a All workforce members are required to immediately report a security incident or suspected
incident. The incident or suspected incident is required to be reported on the Security Incident
Form.

a The Privacy or Security Officer has the responsibility of immediately investigating the incident, to
isolate the problem and to take the necessary steps to protect the ePHI, system and other vital
information.

o The Privacy or Security Officer shall notify management immediately of a security incident that
cannot be immediately corrected.

o The Privacy or Security Officer shall notify management if any ePHI or other vital information is
altered or destroyed.
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o Management shall be notified of the completed investigation and the outcome thereof. Any
suspected computer crime or other unlawful activity involving the use of the computer system
may be reported to local, state or federal law enforcement. Whether the unlawful activity is
reported to law enforcement will be made by management with the recommendation of the
Privacy or Security Officer.

o Remedial action shall be taken, including action against workforce members, when it had been
confirmed that they caused 0 contributed to the incident.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Po mp.. .who violate this Policy
are subject to discipline up to and including termination in ac;sgrt:lancewith the' Policy of CITY.
[See Policy No. 18] ._,~:::o.

c"'";.'.
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Data Backup Plan

Introduction

CITY OF LOSANGELES("CITY") has adopted this Data Backup Plan in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA'J, as amended by the HITECH Act of 2009
(ARRATitle XIII). We also recognize our responsibility to protect individual! . ntifiable health
information under the regulations implementing HIPAAI other federal and laws protecting the
confidentiality of personal information, and under qeneral, professional .C

This plan and policy governs data backups for CITYI a Hybrid Enti!Y!t~swell~seach and every
designated Health Care Component part of CITY. .......:< .

All personnel of CITY must comply with this Policy. Demonstrated competence inih~'reqUirements of
this Policy is an important part of the responsibilities of every member. of the workforce;;

c"' .~, ."'. ",:.,:.,: '. - ;

Officers, agents, employees, contractors, temporaryVJ6t~~E?1 tr~tcl~~~"andvolunteers must read,
understand, and comply with this Policy.·":;;~{~~' .,

~~l~~\::

Assumptions

o CITY hereby recognizes its status a~.r'~:t:IY~g:i~6F~N:j-rf;Y:;f!~"
o The designated HEALTHCARE COMPONENTSof CITY hereby recognize their status as HEALTH

CARECOMPONENT$ofCITY under the definitions contained in the HIPAA regulations.
o CITY must comply with HIPM and the HIPAA implementing regulations pertaining to data

backups, in accordance with the requireri@bts at § 164.308(a)(7).
o The abilitytd'treate anqw~fptqjOf~~ri~yat\fel exact copies of individually identifiable health

jnformatjongeo'i:;:raIlYt,,$·r'i~,et~ct'f8ni(i'KRfot'ectedhealth information spedflcallv, is a critical
element of our"'''''"' ;"operations and our ability to respond to unexpected negative events.

o 1: fda kups in a separate location, removed from our normal business
- elf) essential element of any successful data backup plan.

alth ', ..;,m:nationis crucial to providing high quality health care, and to our
\'?-;~'

s must have immediate, around-the-clock access to patient information.
e absolutely guaranteed to provide long-term storage without loss or

Data Backup Plan Specifics

o The Name of Responsible Party or Person is responsible for performing daily backups on Name of
Entity or Facilitts network, including shared drives containing application data, patient
information, financial data, and crucial system information.

o CITY will back up all such data automatically, per Name of BackuDSolution's programmed
standards, nightly at 2300 hours.

o The Name of Responsible Party or Person or his or her deslqnee willI no later than 0900 the next
Qgy, place the backup media into the media vault located in Location of Backup Vault or Facility.
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o The media vault meets fire and disaster standards for media and will be kept locked at all times.
Only the Name of Responsible Party or Person, the system administrator, and their designees
have access to the media vault.

o In the event that the secured media vault is not available or properly functioning, the Name of
Responsible Party or Person, the system administrator, or their designees will remove backup
media to a secured offsite location until the media vault becomes available.

o The Name Responsible Party or Person, the system administrator, or tlJeir designees will use
Name of Backup Solution's reporting utilities at the start of each busirfess day to validate the
accuracy, completeness, and integrity of the backup performed tbeprevious night.

o Individuals so validating the backup will generate daily repots ahcflbg them in the network log in
the system administrator's office. The system administrator. .wiUmaintain such reports for a
minimum of 30 days, or specify other number of days, weeks, or months.

o Any errors will be acted upon immediately. Responsible personnel willuse.contract technical
support as needed to resolve problems and ensur~Jh~validity of backup'd~J9'

o Responsible personnel will clean the tape or othen;·!ia·ckupunites) according<tothe manufacturer's
recommended quldellnes, currently once er we~~;/or s eci .other eriod. . .

o A rotation of four, or specify other number ata ta ~ ust be maintained at all times.
o The Name of Responsible Party or Person will" ment of backup tapes or media

according to manufacturer's recommended guidel ently annually, or specify other media
replacement timeframe(s). ,~... ..m"

o The Name of Responsible Party oriperson.isresponsibfg~f9r,Jesting the validity of backup data
and the ability to restore data in tH~eveh"ti9fac;omputer'sY$tE:!m problem, failure, or other
disaster at least monthly and more of ten ifnecessalyto ensUre data integrity, availability, and
confidentiality. . .. ... .

o Successful restore functions must be logged in the network log. Any problems identified during
the restore function must be acted on immediately and no later than the same business day that
they occur. Responsible personnel wllluse contract technical support as needed to resolve
problems angePsue the vallqhy of backITp.:pata,

o All person" 0 detect ··'a data~):b'ackupproblem should immediately report the same
to the Nam '.. ~, Such personnel should follow up immediate
notification wi memorani u that includes the following information:

.~~~~&tr~rr.ative· ata backup problem.
H'; t lem has existed .

. solu

Co~~!i~nlce and EnfJ~~ement

All informatii:mtec;hnqI.Ogy managers and supervisors are responsible for enforcing this Policy. Employees
who violate thiSPglitY are subject to discipline up to and induding termination in accordance with the
Sanction Policy deITY. [See Policy No. 18]
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Disaster Recovery Plan

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Disaster Recovery Plan in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA'J, as amended by the HITECH Act of
2009 (ARRA Title XIII). We also recognize our responsibility to protect individuCllly identifiable health
information under the regulations implementing HIPAA, other federal and§t,~telaws protecting the
confidentiality of personal information, and under general, professionals.

This plan and policy governs disaster recovery operations for CITY
every designated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. DemQ . ed competence in tguirements of
this Policy is an important part of the responsibilities of.~verY member of the workforce{:2iP

Officers, agents, employees, contractors, temporary w8t~~rs, tr9in'~'e~and volunteers must read,
understand, and comply with this Policy. . "',-

Assumptions

o
o

of CITY hereby recognize their status as HEALTH
itions contained in the HIPAA regulations.

implementing regulations pertaining to disaster
sat § 164.308(a)(7).

o
a

a
o

'hd other natural phenomena, such as earthquakes.
and vandalism.

o sm.
a List other;assumptions in this section.

Preventive Measures

a The Name of Responsible Party or Person and/or designee must ensure that all personnel must
take the following preventive measures:

o Retain dictation on disk for three months.
o Back up computerized files according to our Data Backup Plan.
o Store backup media tape in the off-site media vault, according to our Data Backup Plan.
o Maintain and replace backup tapes according to our Data Backup Plans,
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o Test integrity of backup system no less than monthly, according to our Data Backup Plan.
o Store media properly. For example, laser discs must be stored in sleeves of plastic,

paper, or combination of the two, placed in cardboard jackets or boxes, and stored on
edge on metal shelving, properly labeled.

o Color-code all media as to priority of evacuation: red is first priority; yellow is second
priority; green is third priority.

o Protect by uninterruptible power supplies all servers and other .critical equipment from
damage in the event of an electrical outage. ".[

o Locate file servers and other critical hardware in rooms,wifi:\'fJalon fire protection
systems which limit damage to the immediate area 0, In the event of a
catastrophic fire, backup data must be installed 0 ment hardware.

o In the event of a fire or flood, turn off and unplu9'e trical' ent when contact
with water is imminent.

o In the event of a fire or flood, seal room($-contain fire or wate
to protect information and equipment fn::{:fire or from water falling
appropriate. .-.',-\'{,".';

o Receive training in disaster preparatidh';~!J9 recoye-ry"imd know responsibilities in the
event of a disaster. ,.,', ," ,

.or use strategies
above as

D The Name of Responsible Party or Person must take theJoliowing measures:
o Ensure that major hardware is covered under crrvs: property and casualty, and/or other

appropriate insurance policy or policie~:'ii'<"
o Ensure that uninterruptible: er sUR[Qiy{flr:~'P~RJection,and other disaster prevention

systems are functioning proiJgr16(jjcally7tii~ck these systems, and train employees
in their us -

D Remain calm., " ,
D GiVe the alarm. Thatfs, pull the fire alarm or call 911 as appropriate.
D Evacuate if necessary. If personnel are injured, ensure their evacuation and calf emergency

assistance as necessary.
If a fire occurs that you believe you can fight, use the nearest fire extinguisher.

safe, close all dq9rs as you leave.
aln portable "'ne(s) to communicate.
, ~.conce re, police, security, administration, and others as necessary.

artments of situation and emergency protocols.
'ave not automatically powered down, initiate procedures to orderly shut down

systems, en possible.
D If a fire or flood occurs, disconnect power if possible.
D If a fire or flood occurs, try to prevent further damage from water by covering areas with plastic

sheets with adequate drainage.
D Move records/equipment/storage media away from area being flooded. Organize health

information logically and label clearly for continued access.
D Arrange for transportation of paper records to a salvage, restoration, or reconstruction company.
D Respond to requests for records via potable phone rather than computer.
D Continue to provide patient charts as requested by physicians or other parties.
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High Priority Disaster Recovery Tasks

All workforce members should:
n Prevent personnel from entering the area until officials or building inspectors have determined

that the area is safe to reenter.
o Not permit unauthorized personnel to enter the affected area.
D Determine the extent of the damage and whether additional equipm ~suppliesare needed.
o Determine how long it will be before service can be restored, and n ·-departments.
D Replace hardware as necessary to restore service. .'."'\';:
D Work with vendors as necessary to ensure that support is giveo't<frestore service.
D Notify insurance carriers.,;;.;" .._.....-
o Retrieve and upload backup files if necessary to restore se(JiCe.":::
o Air-dry floppy disks, if any, using a hair dryer on "air t "heat." Wh copy disk.
D For water damage, wipe off CD-ROMsand laser di th distilled water, .....;J~i[1gout from the

center in a straight line, and then wipe off wat . lrt with a soft, dry, lint~'tW~§~cloth.Air-dry.
Do not use a hairdryer. For dirt or smoke da - , wipe ou' m the center with a clean, soft
doth. Then wash off any remaining dirt wit . ed w -

D Remove water-damaged paper records by thew~~,
D Wrap paper records to prevent them from sticking~ _ er. Label the wrapped records.
o Contact fire, water, and storm darn.Clgerestoration ccihi"papy. contact for services as needed.
D Reconstruct/reacquire documents frdm.thefollowing:-c

o Dictation system. .
o Word processing system.
o Computer system.
o Holders of clo(::urrientcopies.

D Move records a;qQipifi'" . ack to
o Catch up on . .-
o Ensure tha
D Document
D Meet with manq

-patient record.
ify opportunities for improvement.

Addi _,i

The following tasks must be assigned to specific persons or positions:
o Determine whether additional equipment and supplies are needed.
o NoUfy vendors srservice representatives if there is need for immediate delivery of components

tdbr[~9 the SorBPuter systems to an operational level even in a degraded mode.
D If neci;l;>$··:neck with other vendors to see whether they can provide faster delivery.
D Rush otac, oy supplies and equipment necessary.
o Notify personnel that an alternate site will be necessary and where it is located.
o Coordinate moving equipment and support personnel to the alternate site.
D Bring recovery materials from offsite storage to the alternate site.
D As soon as hardware is up to speclflcatlons to run the operating system, load software and run

necessary tests.
o Determine priorities of software that must be available and load those packages in order. Post

these priorities in a conspicuous location.
o Prepare backup materials and return them to the offsite storage area.
o Set up operations at the alternate site if necessary.
o Coordinate activities to ensure that the most critical tasks, such as immediate patient care, are

being supported as needed.
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o Ensure that periodic backup procedures are followed according to our Data Backup Plan.
n Plan to phase in all critical support.
o Keep administration, medical statf, information personnel, and others informed of the status of

the emergency mode operations.
o Coordinate with administration and others for continuing support and ultimate restoration of

normal operations.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this P
are subject to discipline up to and including termination in accorda
[See Policy No. 18] c

es who violate this Policy
ction Policy of CITY.
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Emergency Mode Operations Plan

Introduction

CITY OF LOSANGELES("CITY") has adopted this Emergency Mode Operations Plan in order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPM"), as amended by the
HITECH Act of 2009 (ARRATitle XIII). We also recognize our responsibility tQ\protect individually
identifiable health information under the regulations implementing HIPAA"gffi@r federal and state laws
protecting the confidentiality of personal information, and under gener~Wfi2f6fessionalethics.

This Policy governs emergency mode operations for CITY, a Hybrid/~Rtftv,~ghNell as each and every
desiqnated Health Care Component part of CITY. ...' .".'", ..•.

All personnel of CITY must comply with this Policy. Demonstrated competence inth~"r~qUirements of
this Polley is an important part of the responsibilities of,eYery memb .,of the workforceJ'"

,--'.:-\::, .~;.~'~'-;' - - .- - .". '?

Officers, agents, employees, contractors, temporary",}"
understand, and comply with this Policy. .

Assumptions

o CITY hereby recognizes its status a~'~~HYBg1[i'~NIYfY;_.i.
o The desiqnated HEALTHCARECOMPONENj$ of CITY hereby recognize their status as HEALTH

CARECOMPONENTSof cm under the definitions contained in the HIPM regulations.
o CITY must comply with HIPM and the HIPAA implementing regulations pertaining to emergency

mode operations planning, inaccordancey,rith the requirements at § 164.308(a)(7).
o IndividuallYiq~ptifiable ~?~lib,illfOQ1)Cltion'mustbe protected during emergencies, even as it is

protected durin -' _.bdperati6ns;\:~ill!:lJtEmergencyMode Operations Plan is designed to
ensure the protnndividuaJly identifiable health information during emergencies requiring
C9tl~tate i gency mode".

~F-'- . Mo\ ... 'erations Plan must be implemented and executed in coordination with
ther emerg'-' and/otJe[~g?ter plans and procedures, as appropriate and necessary.

o It i~the CITY to establish this Emergency Mode Operations Plan to implement
procedures to enable continuation of critical business processes for the protection of individually
identifiable health information while operating in emergency mode.

o It is the Policy of CITY to fully document all emergency planning and preparedness activities and
efforts, in accordance with our Documentation Policy.

o This Emergency Mode Operations Plan shall b executed whenever CITY must operate in
"emergency mode".

o "Emergency Mode" shall be in effect and activated whenever one or more of the following
conditions applies:

a Electrical power is unavailable for more than eight. or other number hours.
o Fire, flood, storm or other natural disaster renders our normal business facility

unavailable or unusable for more than eight Qr other number hours.
o Any other condition renders our normal business facility unavailable or unusable for more

than eight, or other number hours.
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[DESIGNATED COMPONENT: LAFD]

Plan Details

The following personnel are hereby assigned to lead the functions listed below during
emergency mode operations ...

Telephones Outbound

Telephones Inbound

Computing Resources

U.S. Mail

Couriers (FedEx, etc.)

Internet and Email

Other Busine

u.s; Mail

Couriers (FedEx/~tc.)

Physical Security

Utilities Restoration

Remediation & Restoration

Vendor/Partner Relations

Media Relations
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other function here

Event/ Activity Chronicler

other function here

other function here

Compliance and Enforcement

All managers and supervisors are responsible for enforcing
are subject to discipline up to and including termlnatloni .
[See Policy No. 18]

.yiolate this Policy
.olicy of CITY.

~"'c-'~"J~
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[PROCEDURE TE){tHERE]
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Policy on Testing and Revision of
Contingency and Emergency Plans and Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted this Policy on Testing and Revision of Contingency and
Emergency Plans and Procedures in order to comply with the Health Insura . ortability and
Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2 ARRATitle XIII). We also
recognize our responsibility to protect individually identifiable health in under the regulations
implementing HIPAA, other federal and state laws protecting the c of personal information,
and under general, professional ethics.

This Policy governs the periodic testing and revision of emerg~htv and continge~tY''pfans and procedures
for CITY, a Hybrid Entity, as well as each and every designated Health Care Componentpart of CITY.

'.-:-:" ..

All personnel of CITY must comply with this Policy. Q~r1l()nstrated.c:dmpetencein the requirements of
this Policy is an important part of the responsibilities of~Y-.b~r of the workforce.

o CITY hereby recogHIiesmi.status as a ENTITY.
o The designated HEALTHCARECOMPONENTSof CITY hereby recognize their status as HEALTH

CARECOMPONENTSof CITY under the definitions contained in the HIPAA regulations.
o CITY must comply with HIPMand the.HIPAA implementing regulations pertaining to the testing

and revision bf~rr:ler encyarid(:cjritiiigency plans and procedures, in accordance with the
requirements af~§i'- -08(a)(7).

- --- co ncy plans, and the procedures associated with them, must be
a c. ed to ensure that they meet the emergency preparedness needs of

es and volunteers must read,Officers, agents, employees, contractors, temporary workers
understand, and comply with this Policy.. - C

Assumptions

ble hea th information, including Protected Health Information ("PHI", as
ust be afforded the same degree of security and privacy protection during

_ emergency or contingency plan as such information would receive during
erations.

Policy

o It is the Policy of CITY to periodically test, and revise as necessary, all emergency preparedness
plans, including emergency and contingency plans.

o Such emergency and contingency plans are the responsibility of the designated HIPAA Official or
HIPAA Officer, who shall ensure that all such plans are up-to-date and meet our emergency
preparedness requirements.

o All emergency and contingency plans shall be reviewed, and revised if necessary, at least
annually, or specify other time period. Copies of all such plans shall remain on file and be
available to all personnel.

o All emergency and contingency plans shall be rehearsed, with all team members particlpatinq in
such rehearsals, at least twice annually, or specify other time period.
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o It is the Policy of CITY that an individually identifiable health information, induding Protected
Health Information ("PHI", as defined by HIPM) shall be afforded the same degree of security
and privacy protection during the execution of any emergency or contingency plan as such
information would receive during normal business operations.

o It is the Policy of CITY to fully document all emergency preparedness plans, including emergency
and contingency plans, and all the revisions thereto, in accordance with our Documentation
Policy. [See Policy No. 3J

Compliance and Enforcement
....~:."' -;:,,;~:::.Cc.

All managers and supervisors are responsible for enforcing this pdi'~:'~Empfdye§$Who violate this Policy
are subject to discipline up to and including termination in ace t0jance with theS~fugJon Policy of CITY.
[See Policy No. 18] . , ':",c:
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Policy on Data and Applications
Criticality Analyses

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Policy on Data and Applications Criticality Analyses in
order to comply with the Health Insurance Portability and Accountability Act oh996 ("HIPAA"), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognizeqUr responsibility to protect
individually identifiable health information under the regulations implemgntlhg HIPM, other federal and
state laws protecting the confidentiality of personal information, and "c,F . eral, professional ethics.

This Policy governs the periodic analyses of the relative critlcallt ...O both data
a Hybrid Entity, as well as each and every designated Heal Fe Component pa

All personnel of CITY must comply with this Policy. D~:... trated c()[l}petence in the requirements of
this Policy is an important part of the responsibiJitiesQt;~yery melll~gf'6f the workforce.

_'·,'0

Officers, agents, employees, contractors, temporary work~r~;tr~igees and volunteers must read,
understand, and comply with this Policy.

o CITY hereby recognl
o The designated

CARE COMPO
o CITY must

of the rela .....
164.308(a)(7

o A thqro.u~h assE!ss•••............and understanding of the relative criticality of both data and applications
is es·sential.to emergency preparedness, and to effectively protecting individually identifiable
health information, includIng Protected Health Information ("PHI", as defined by HIPAA) during
emergencies andduringn-%frnal business operations.

ENTITY.
5 of CITY hereby recognize their status as HEALTH
itions contained in the HIPM regulations.
. implementing regulations pertaining to the analysis

<pfications, in accordance with the requirements at §

Assumptions

o CITY to assess the relative criticality of all data, so that such data may be
cted during emergencies and during normal business operations.

o The assessment of data and application criticality should be conducted periodically and at least
annually to ensure that appropriate procedures are in the place for data and applications at each
level of risk.

o Data to be subject to criticality analysis shall include individually identifiable health information,
including Protected Health Information ("PHI", as defined by HIPM).

o Criticality analysis shall be the responsibility of Name of Responsible Party or Person, who shall
work in cooperation with legal counsel and other internal parties as necessary to execute and
document such analyses.

o Criticality analyses shall determine and document the relative criticality of each type or category
of data and applications that CITY possesses and/or uses to the continuity and success of our
operations.
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D The most critical data and applications shalt be given the highest priority in terms of investment
and emergency protection preparations; with less critical categories or types of data and
applications receiving proportionately less funding and attention, as appropriate.

D In conducting data and applications analyses, Name of Responsible Party or Persons shall employ
the technical guidance and recommendations of the National Institute of Standards and
Technology ("NIST''), or other information technology "best practices", as appropriate.

D It is the Policy of CITY to fully document all analyses of the relative criticality of both data and
applications, in accordance with our Documentation Policy. [See ., o. 3J

Compliance and f:nforcement

All managers and supervisors are responsible for enforcing tblsPollcv. Employe~§\who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18J .
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Policy on Determining the Effectiveness of
Emergency and Contingency Plans and Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted this Policy on Determining theEffectiveness of Emergency
and Contingency Plans and Procedures in order to comply with the Healtl:l)t6surance Portability and
Accountability Act of 1996 ("HIPAA"), as amended by the HlTECH ActQt',~QQ9(ARRA). We also
recognize our responsibility to protect individually identifiable healtn:'jof6Frr(' .: under the regulations
implementing HIPAAr other federal and state laws protecting the €©~frdentia I personal lntorrnatlon,
and under general, professional ethics. "".

This POlicygoverns the use of periodic technical and nODt',liical evaluations to det
effectiveness of emergency and contingency plans ang,grbtedures fQn,{:ITY, a Hybrid
each and every designated Health Care Component p" CITY., ""7

_r/k'·

All personnel of CITY must comply with this Policy. Dem_'tr~'t~d competence in the requirements of
this Policy is an important part of the responsibilities of eveiY~\mer.nberof the workforce.

o CITY hereb as a HY
a The design EALTI;t~,~'.,NJ;N' 5 of CITY hereby recognize their status as HEALTH

CARECOMPO.,]$,efB~Cfty under- "'~Hefinitionscontained in the HIPAA regulations.
a Crry,rp.l,!?tcomPIV;'wftbHIPAA and the HIPAA implementing regulations pertaining to the periodic

evafuatior1ofthe eff{gct]venessof emergency and contingency plans and procedures, in
accordance with the requirements at § 164.308(a)(8).

o Emergency and contingency plans and procedures must be evaluated periodically to determine
their potential effectiveness in genuine emergencies.

and1lqlynteers must read, understand, andOfficers, aqents, employees, contractors, temporarv "",,~lt'O~"
comply with this Policy.

Assumptions

u It is the of CITY to periodically evaluate emergency and contingency plans and procedures,
in order to improve their effectiveness.

o It shall be the responsibility of Name of Responsible Party or Person to periodically conduct such
technical and nontechnical evaluations. Name of Responsible Party or Person shall work in
coordination with legal counsel, information technology, senior management, and any other
persons, departments or parties necessary in order to conduct such evaluations.

o Such technical and nontechnical evaluations shall be conducted at least every six months, or
specify another timeframe.

o The results of such technical and nontechnical evaluations shall be internally published and shall
be available to senior management and to all parties with responsibility for emergency
preparedness.
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D The purpose of such evaluations is to improve the effectiveness of our emergency and
contingency plans and procedures, so that they best protect our business, our assets, our
personnel, and the individually identifiable health information, including Protected Health
Information ("PHI", as defined by HIPAA) that we possess or use.

D It is the Policy of CITY to fully document our periodic technical and nontechnical evaluations to
determine the effectiveness of emergency and contingency plans and procedures, in accordance
with our Documentation Policy.

.who violate this Policy
nction Policy. [See

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this par:
are subject to discipline up to and including termination in ac n'cewith C
Policy No, 18] , .
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Business Associates Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted the Business Associates Policy inorder to recognize the
requirement to comply with the Health Insurance Portabillty and Accountabi '-ct of 1996 ("HIPM/)I as
amended by the HITECH Act of 2009 (ARRA). We also recognize our res ility to protect individually
identifiable health information under the regulations implementing HIP - federal and state laws
protecting the confidentiality of personal information, and under ge ional ethics.

This Policy governs our relations and work with Business Asso<;i<:lte(as defin -)PAA at § 160.103
and as amended by the HITECH Act) for CITY, a Hybrid Enti:Wj:!fjswell as each a,.~li7EY deslqnated
Health Care Component part of CITY~ c··,~;~;~':··;- c~o::.~.\\:?~::.

. ,"'~',,"," ;~-

AI! personnel of CITY must comply with this Policy. D~~bnstrated c()~petence in the r~quirements of
this Policy is an important part of the responsibilities of every member of the workforce.

Officers, agents, employees, contractors, temporary \Mnl-kpr""

comply with this Policy.
volunteers must read, understand, and

Assumptions

o CITY hereby rec()gqJ~~2' Jus as a,.. ... ID ENTITY.
o The designat~g.{HEALTHCA~.~'COMPONEr$Sof CITY hereby recognize their status as HEALTH

CARECOMPoBENTS of CI]r)(mder the defrr:Htionscontained in the HIPM regulations.
o CITY must t6rDply with .H1PAAaHdoth~ HIPAA implementing regulations pertaining to Business

Associates, inattordarKewith thereqlJirements at § 164308(b)(1), § 164.410, § 164.502(e), §
164.S04{e), and HITECH Act § 13401.

o In cooperation with our organization, Business Associates work with, use, transmit, and/or
.'.receive indiviqllaJJy Ident[fiaple health information, including Protected Health Information ("PHI",

... ·as defined byHJRM), wF{f(b~beafforded reasonable protections under HIPM law.
•;0. CITY has the prlm§1Y respohsibility in all Business Associate relationships to ensure that
;"., -" ,dividually iden ,co<p Ie health information, including Protected Health Information C'PHI", as

med by HIP s properly protected and safeguarded.

Policy

o It is the Policy of CITY to establish and maintain business and working relationships with
Business Associates that are in full compliance with all the requirements of HIPAA.

o Responsibility for maintaining appropriate and lawful relationships with Business Associates shall
reside with the HIPAA Privacy/Security Officer, who shall ensure that all aspects of our Business
Associate relationships are appropriate and lawful, and who shall ensure that individually
Jdentifiable health information, including Protected Health Information ("PHI", as defined by
HIPAA), is properly protected and safeguarded by our Business Associates.

o With regard to Business Associates, the duties and responsibilities of the HIPAA Privacy/Security
Officer shall include, but are not limited to the following:
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o Ensure that all Business Associate contracts meet all HIPAA requirements and standards,
including those requirements and standards amended by the HITECH Act, and any
requirements of State laws in the state(s) where we operate.

o Ensure that individually identifiable health information, including Protected Health
Information (,'PHI", as defined by HIPAA), is properly protected and safeguarded by our
Business Associates.

o Ensure that Business Associates understand the importance and necessity of protecting
individually identifiable health information, including ProtectedHealth Information ("PHI",
as defined by HIPAA), whether in electronic form ("ePHI").:orhardcopy form.

o Ensure that BusinessAssociates have proper and appropriate safeguards in place for
individually identifiable health information, lndudinqProtected Health Information ("PHI",
as defined by HIPAA), before entrusting such information to them.

o Ensure that Business Associates understand ardare properly prep'L1redto detect and
respond to breaches of individually identifiq" alth information'; """qding Protected
Health Information ("PHI", as defined b····· ).' :'CC~

Q It is the Policy of CITY to fully document all Et. Assode -related contraa§;\~nd activities, in
accordance with our Documentation Policy. 'E'. licy f\I

Compliance and Enforcement

All managers and supervisors are responsibleibt~nforCing this Employees who violate this Policy
are subject to discipline up to and induding termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]



Procedure Number: 37
Effective Date: _

Last Revised: _

Business Associates Policy

[PROCEDURE TF)(T.~HFRF

DEPARTMENT: ___

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:



Business Associates Policy

DEPARTMENT: __

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:

Procedure Number: 37
Effective Date: _

Last Revised: _



Policy Number: 38
Effective Date:

Last Revised:

Contingency Operations Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted these Contingency Operations Procedures in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ,,' PAN,), as amended by
the HITECH Act of 2009 (ARRA). We also recognize our responsibility to individualJy identifiable
health information under the regulations implementing HIPAA, other fe d state laws protecting the
confidentiality of personal information, and under general, professio

preparedness plan
'~'fu_~",fhand every

These contingency operations procedures, in combination wit
and procedures, govern contingency operations for CITY, a.;;.'
designated Health Care Component part of CITY. ,c"?';:

Officers, agents, employees, contractors, temporary workers/and volunteers must read, understand, and
comply with this Policy. ',c,c,

All personnel of CITY must comply with this Policy. D@th~nstratedc6W1petencein the requirements of
this Policy is an important part of the responsibilities of every member of the workforce.

Assumptions

o CITY hereby reco D ENTITY.
o The deslqnate of CITY hereby recognize their status as HEALTH

CARECOM der the d . ions contained in the HIPAA regulations.
o CITY mustef !~t'igtt~~,J:-gPAAimplementing regulations pertaining to

Contingency OratiorTSProcedures, in-accordance with the requirements at § 164.310(a)(1-2).
o Contingency Operatlb"rls'Procedures, for purposes of this document, are defined as procedures

that allowfacility ad:ess.in support of restoration of lost data under the disaster recovery plan
arid emergency mode bpwations plan in the event of an emergency.

cr These contingen,qy operatfOds procedures, in combination with our other emergency
:':" preparedness plils;and procedures, shall be documented, analyzed, revised and updated

'--·,~riodically in ac': ance with other established emergency preparedness and documentation
ies and pro res.

Policy

o It is the Policy of CITY to be fully prepared to protect individually identifiable health information,
including Protected Health Information ("PHI", as defined by HIPAA), during contingency
operations.

o Responsibility for planning and executing contingency operations shall reside with Name of
Responsible Party or Person, who shall prepare, analyze, test, and update plans for contingency
operations on a periodic basis.

o The primary purpose of our contingency operations procedures is to allow our organization to
restore lost data in the event of an emergency.
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o It is the Policy of CITY to fully document all contingency operations plans and procedures, in
accordance with our Documentation Policy. [See Policy No.3]

Specific Contingency Operations Procedures

o
o
o
o
o
o

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this p()licy~ Employees who violate this Policy
are subject to discipline up to and including termjnatiorii~·accQrci~rlce with CITY'S Sanction Policy. [See
Policy No. 18]-~ _..--
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Facility Security Plan and Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Facility Security Plan and Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPM''), as amended by the HITECH
Act of 2009 CARRATitle XIII). We also recognize our responsibiJity to prote ividually identifiable
health information under the regulations implementing HIPM, other feded state laws protecting the
confidentiality of personal information, and under general, professional s.

This plan and Policy governs facility security for CITY, a Hybrid Ellti
designated Health Care Component part of CTTY."

All personnel of the CTTYmust comply with this Policy. Demonstrated competence inthe requirements of
this Policy is an important part of the responsibilities ofeveiy member of the workforce:

"':', .

o CITY hereby recognizes its status a~i4f!JYBRlffi;tg~'I"i'{$l;':;-
o The designated HEALTtlc::ARECOMPoNENTSof CITY hereby recognize their status as HEALTH

CARECOMPONENTScifChY under thedefinitlons contained in the HIPM regulations.
o CITY must comply with HIPAA and the~HPAA implementing regulations pertaining to facility

security, in accordance withthe requirements at § 164.31O(a)(1-2).
o In addition tgother techQicciJ?nd.caclrninistr~tivesafeguards, strong facility security is an

essential elemEC f Q!:1r,~eff6rtst6~pfQ~id~protection for individually identifiable health
information, in "*7iProtected HealthInformation ("PHI", as defined by HIPM).

<~IU~teers must read, understand and
:;~f

Officers, agents, employees, contractors, temporaryXdt~
comply with this Policy. ..

Assumptions

to provide strong facility security, in addition to other technical and
~~lJ)inistratjvesi:i.c ards, in order to provide protection for individually identifiable health

irifohnation, inCluding Protected Health Information ("PHI", as defined by HIPAA).
o Primatvresponslbilttv for facility security is hereby assigned to HIPAA Privacy/Security Officer,

who shall analyze the security of our facility and implement devices, tools and techniques to
strengthen our facility to a reasonable level, to safeguard the facUity and the equipment therein
from unauthorized physical access, tampering, and theft.

o The analyses of our facility security should include, but are not limited to, the following factors:
a Windows and doors
a Roofs and the potential for roof access
a Locks and keys
a Electronic access control systems
a Video cameras and video surveillance systems
a Electronic alarms and related systems
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o Employee, partner, vendor and guest access
o Vehicle parking security
o Routine and non-routine deliveries

CJ It is the Policy of CITY to fully document all facility security-related activities and efforts! in
accordance with our Documentation Policy [See Policy No.3] and our Maintenance Records
Policy. [See Policy No._]

Compliance and Enforcement
,'-'c',-, .

All managers and supervisors are responsible for enforcing this POliCYY'~'~~16y~eswho violate this Policy
are subject to discipline up to and including termination in accordance with C1l0J$:Sanction Policy. [See
Policy No. 18J-
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Information Access Control and Validation Procedures

Introduction

CITY OF LOS ANGELES("CITY'') has adopted these Information Access Control and Validation Procedures
in order to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPM',), as
amended by the HITECH Act of 2009 (ARRATitle XIII). We also recognize oUf~"responsibilityto protect
individually identifiable health information under the regulations impieme '''lHPM, other federal and
state laws protecting the confidentiality of personal information, and u, eral, professional ethics.

This Policy governs information access control for CITY, a Hybrid got I

designated Health Care Component part of CITY. ~~W'

All personnel of the CITY must comply with this Polley, DE!ffi6ti~trated competenceihJI;1(';!requirements of
this Policy is an important part of the responsibilities of~very member of the workforce:?

";.._-.".;",,, .',y,,'-,

Officers, agents, employees, contractors, temporary ~6rk~rs ancf·y61'6~teersmust read, understand and
comply with this Policy. .....•,:,<.~j:~/.

o CITY hereby recognizes its status aS~L'Y
o The deslqnated HEA·· !It RECOMP'""'C"of CITY hereby recognize their status as HEALTH

CARECOMPONE . -0' under th lnltions contained in the HIPAA regulations.
o CITY must cot1J.. ith HIP~J and the.PM implementing regulations pertaining to information

access contro:('ahd validatiooTln accordarlc~with the requirements at § 164.31O(a)(1-2).
o Informatiorl~i:cess controVa'ndvalidationprocedures are designed to control and validate

individual access to facmtj(~sbased ()nrole or function; including visitor control, and access
control for software testing and revision.

o Strong information access control and validation procedures are an essential element of
pr6tectinglndividuaJl,II~entifiable health information, including Protected Health Information
("PHI", as deFi --- by HIRM).

o.'.o"tFt

,-.----~::.-,~.

Assumptions

n ..... CITY to implement and support strong information access control and
ocedures, in full compliance with all the requirements of HIPM.

o Responsi ity for developing, testing, analyzing, and periodically updating information access
control and validation procedures shall reside with Name of Responsible Party or Person.

o The development and implementation of specific information access control and validation
procedures shall be conducted in accordance with guidance and information provided by the
National Institute of Standards and Technology ("NIST"), or other information technology "best
practices".

o It is the Policy of cm to fully document information access control and validation procedures, in
accordance with our Documentation Policy. [See Policy No.3]
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Specific Information Access Control and Validation Procedures

o List specific information access control and validation procedures in this section.
u List specific information access control and validation procedures in this section.
u List specific information access control and validation procedures in this section.
o List specific information access control and validation procedures in this section.
o List s ecific information access control and validation rocedures in th' section.
o Lists ecific information access control and validation rocedures in.tsection.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Rolicy. Employees.;Wpoviolate this Policy
are subject to discipline up to and including termination in accordance with CITY'SS~hl:;tjon Policy. [See
Pol!'cyNo. 18] "/."':].'.

'::'::ii:~:~·(,':'
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Facility Security Maintenance Records Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Facility Security Maintenance Records Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPM''), as amended by
the HITECH Act of 2009 (ARRATitle XIII). We also recognize our responsibUJtY:-toprotect individually
identifiable health information under the regulations implementing HIPM"or~er federal and state laws
protecting the confidentiality of personal information, and under gener~IP8r6fessional ethics.

This Policy governs the creation and use of facility security-relatedmajr1ten~rlS~LreCords for CITY, a
Hybrid Entity, as well as each and every deslqnated Health ca~~~(m1ponent p~@i_I].f.CITY.

"::::;::",'::'

All personnel of CITY must comply with this Policy. Demonstr~t~d competence in tHe):f~quirements of this
Policy is an important part of the responsibilities of ev~. -'"ifj~mber of workforce.""',!:'

- ._ ..

o CITY hereby recognizes its status as a_!,WBfUqENTITY-,
o The designated HEALTH,CARECOMPONENtS of CITY hereby recognize their status as HEALTH

CARECOMPONEr':JTsbfCmunder the.,(J§finitions contained in the HIPM regulations.
CITY must corpplYWith HIP~; and the HI~M implementing regulations pertaining to facility
security ma·t~n~nce recoo"'in accordali¢~,with the requirements at § 164.310(a)(1-2),

an~~)v!fjrtinte~ersmust read, understand andOfficers, agents, employees, contractors, temporary
comply with this Policy.

Assumptions

o

0, Cm't08ate and maintain complete facility security maintenance records, in
-e'('Pi:;,'fullcomplianc

e
- '- all th'@mequirementsof HIPAA.

;6 -_Facility securitytn~intenance records are created to document repairs and changes to physical
'<elements of a facillty related to security, as detailed in our Facility Security Plan.

o Responsibility for the creation and updating of facility security maintenance records is hereby
assigned to ~ame of Responsible Party or Person, who shall establish procedures for maintaining
suchr~COr9s.inappropriate form.

o It is the'@iiCy of CITY to fully document facility security maintenance records-related activities
and efforts, in accordance with our Documentation Policy.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy, Employees who violate this Policy
are subject to discipline up to and including termination in accordance with CITY'S Sanction Policy. [See
Policy No. 18]
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Workstation Use Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Workstation Use Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPM")I as amended by the HITECH Act of
2009 CARRATitle XIII). We also recognize our responsibility to protect indivL Iy identifiable health
information under the regulations implementing HIPM1 other federal and aws protecting the
confidentiality of personal information, and under general, professional

This Policy governs workstation use for CITY, a Hybrid Entity, as wem.as ea
Health Care Component part of CTTY."

All personnel of CITY must comply with this Policy. Demonstrated competence in the requirements of
this Policy is an important part of the responsibilities ofev,ery member. of the workforce; (

Officers, agents, employees, contractors, temporary wdt!<
comply with this Policy."

Q6fG~teersmust read, understand and
.:~".;;,.

Assumptions

o CITY hereby recognizes its status a~:'$::HYBRID:'~N[l~',~;~;\;'
o The designated HEALTfic;ARE COMPOj\JEf\fts'of CITY h-ereby recognize their status as HEALTH

CARECOMPONENTSofCrrYunder th~¢~finitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to workstation

use, in accordance with the requirementsat§ 164.310(b) and § 164.310(c).
o The establist'irTl~ntand imBI~.QJS'otgti8Qofalleffective workstation use policy is a crucial element

in our overallobj ive.br,provfdingirea$ohable protections for individually identifiable health
information, in' ected Heaftfi'lnformation ("PHI", as defined by HIPM).

to establish and maintain this workstation use policy in full compliance
,(y.iith\ all the requj<" ents of HIPM.

o ResponsibilityJOr'the development and implementation of this workstation use policy, and any
pro6:dures a'ssd'ciatedwith it, shall reside with HIPAA Privacy/Security Officer, who shall ensure
that this policy is maintained, updated as necessary, and implemented fully throughout our
organization.

o Specific procedures shall be developed to specify the proper functions, procedures, and
appropriate environments of workstations that access individually identifiable health information,
including Protected Health Information ("PHI", as defined by HIPM).

o It is the Policy of CITY to fully document all workstation use-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Specific Workstation Use Procedures

o list specific workstation use procedures in this section.
o List specific workstation use procedures in this section.
o List specific workstation use procedures in this section.
o List specific workstation use procedures in this section.
o List specific workstation use procedures in this section.
o

Compliance and Enforcement

All managers and supervisors are responsible for enforcing thi
are subject to discipline up to and including termination in a
Policy No. 18]
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Workstation Use Policy

[PROCEDURE TEifi~~RE]
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Workstation Use Policy

DEPARTMENT: __
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Last Revised: _

Workstation Security Policy

Introduction -

CITY OF LOSANGELES("CITY") has adopted this Workstation Security Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of
2009 (ARRATitle XIII). We also recognize our responsibility to protect indiviqually identifiable health
information under the regulations implementing HIPAA' other federal and ,?!?"te laws protecting the
confidentiality of personal information, and under general, professional" its.

All personnel of CITY must comply with this Policy. Dem<;Wf ed competence in t
this Policy is an important part of the responsibilities of(§y~tY rnernberof the workfor

equirements of
"'j"'»-=
"..:.:,~!

-
This Policy governs workstation security for CITY, a Hybrid Entity,~? L

Health Care Component part of CITY. '\ffFw

Officers, agents, employees, contractors, temporaryw~f;k~rs, trCli,n~g~andvolunteers must read,
understand/ and comply with this PoliO/, ...""':-.::,:.~:-:":~'i:-:-'~'

o
a

Assumptions

o

of CITY hereby recognize their status as HEALTH
itions contained in the HIPAA regulations.

implementing regulations pertaining to workstation
164.31O(b) and § 164.310(c).

to establish and maintain this workstation security policy in full
he requirements of HIPAA.

o e development and implementation of this workstation security policy, and
ssociated with it, shall reside with Name of Responsible Party or Person, who

at this policy is maintained, updated as necessary, and implemented fully
througho our organization.

o Specific procedures shall be developed to implement physical safeguards for all workstations that
access individually identifiable health information, including Protected Health Information ("PHI",
as defined by HIPAA), to restrict access to authorized users only.

o It is the Policy of CITY to fully document all workstation use-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3J
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Specific Workstation Use Procedures

o List specific workstation security procedures in this section.
o List specific workstation security procedures in this section.
o List specific workstation security procedures in this section.
o List specific workstation security procedures in this section.
o List specific workstation security procedures in this section.
[J

Compliance and Enforcement

All managers and supervisors are responsible for enforcing t~i%{i?oliC;Y.Employ ...00 violate this Policy
are subject to discipline up to and including termination in accordance with the Sahit!9Jl Policy of CITY.
[See Policy No. 18J ..... .....
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Media Disposal Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Media Disposal Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPMlf

), as amended by the HITECH Act of
2009 (ARRATitle XIII). We also recognize our responsibility to protect indi .Iy identifiable health
information under the regulations implementing HIPM, other federal and aws protecting the
confidentiality of personal information, and under general, professional

~5~ell as each and every
~'.;::~-;.~/',~;.

This Policy governs media disposal and disposition for CITY, a Hy
designated Health Care Component part of CITY. . .

.:>;-.

All personnel of CITY must comply with this Policy. Demonstr~'ted competence intft§' requirements of
this Policy is an important part of the responsibilities of every member of the workforce."

D CITY hereby recognizes its status a Y _
D The deslqnated HEALTH··C;::~RECOMPQN~ri of CITY hereby recognize their status as HEALTH

CARECOMPONENTS,ibft:jTY:under th?:;_q~fjnjtionscontained in the HIPAA regulations.
D CITY must corYlplSiwith HIF'AAand thei1IpAA implementing regulations pertaining to media

disposal and disposition, in accordance with the requirements at § 164.31O(d)(1-2).
D Electronic media means electronic storaqemedia including memory devices in computers (hard

drives) and anyn=moIJ9J?Je/transp6rt:apl~·digitalmemory medium, such as magnetic tape or disk,
optical disk or dfgitaljpemory card; [orl:ransmission media used to exchange information already
in•.~.lectt storage-Ldi a.]

- j~iC"g Ind' . tly identifiable health information, induding Protected Health
formation . ", as '. by HIPAA), must be completely erased, properly encrypted, or

otally destroy its fin sposition, or the data residing on such media is subject to recovery
nd subsequent se or theft.

Officers, agents, employees, contractors, temporary \AI"~I",,..c traiJ.li$:esand volunteers must read,
understand, and comply with this Policy.

Assumptions

Policy

D It ts the of CITY to dispose of all media containing individually identifiable health
information, including Protected Health Information ("PHI", as defined by HIPAA), in full
compliance with all the requirements of HIPAA.

D Responsibility for proper media disposal and disposition shall reside with Name of Responsible
Party or Person, who shall develop procedures to ensure the proper disposition of all such media.

D It is the Policy of CITY to fully document all media disposal-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Specific Media Disposal and Disposition Procedures

[J Identify the types of hardware and electronic media and track them.
[J Disposal of any electronic media that contains ePHI must be rendered unusable and/or

inaccessible.
[J Develop methods of disposal of electronic media, including degaussing, to ensure all ePHI is fully

erased or to use other methods to dispose of the electronic media is tQ,physically damage it
beyond repair, making the data inaccessible..,.~A:'"

[J Specify the use of technology, such as, software or a specializedpi~Ce of hardware, to make
ePHI, and/or the hardware or electronic media, unusable and irfaccessible.

o List specific media disposal and disposition procedures in this~ectiorL

Compliance and Enforcement
',:-C;"'.

,':-;-:'.:-."

~~:ij£':t,:r;'
~<~~-~;~~.;;;:~

All managers and supervisors are responsible for enfor'fo~r this PoliqQ(;Employees who this Policy
are subject to discipline up to and including terminaf' corq"ge\.vith the Sanction Policy of CITY.
[See Policy No. 18] ...
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Effective Date: _

Last Revised: _

Media Re~UsePo!

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Media Re-Use Policy in order to comply with the Health
Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2009
(ARRATitle XIII). We also recognize our responsibility to protect individually,H;:lentifiable health
information under the regulations implementing HIPAA, other federal and ?tate laws protecting the
confidentiality of personal information, and under general, professional ethics.

Officers, agents, employees, contractors, temporary
understand, and comply with this Policy.

uirements of

This Policy governs media re-use for CITY, a Hybrid Entity, as welk"
Care Component part of CITY, .

All personnel of CITY must comply with this Policy. Dernc
this Policy is an important part of the responsibilities of

Assumptions

D CITY hereby recognizes its status aS~"IiYBRIPENlfl;%.~;\
D The designated HEAqlj,~ARE COMPoN,ENTS'of CITY hereby recognize their status as HEALTH

CARECOMPONEN S70fC~wnder th itions contained in the HIPAA regulations.
D CITY must co , ith HI'" and the' implementing regulations pertaining to media

disposal an OSition, i ordance the requirements at § 164.310{d}(1-2).
D Electronic meansel '.' . dia including memory devices in computers (hard

drives) and an OViJ'~(~~." igital memory medium, such as magnetic tape or disk,
optical disk or I" ' ory card; [or transmission media used to exchange information already
in,~ . storel ,dia.]

D.ME;8Bing indl"Dally identifiable health information, including Protected Health
;it~formation{'H:'HI", as defihed by HIPAA), must be completely erased or sanitized ("wiped")

before any re-use-of such media may take place, or the data residing on such media is subject to
corruption, compromise, or loss.

Policy

D It is the P icy of CITY to properly erase and/or sanitize ("wipe') all media containing individually
identifiable health information, including Protected Health Information ("PHI", as defined by
HIPM), before any media may be re-used.

D Responsibility for proper media re-use shall reside with Name of Responsible Party or Person,
who shall develop procedures to ensure the proper disposition of all such media before any re-
use.

D It is the Policy of CITY to fully document all media re-use and disposition-related activities and
efforts, in accordance with our Documentation Policy. [See Policy No. 3J
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Specific Media Re-Use and Disposition Procedures

o All workforce members must appropriately reuse electronic media, whether for internal or
external use.

D All ePHI previously stored on the media must be removed to prevent unauthorized access to
information.

o List specific media re-use procedures in this section.
o List specific media re-use procedures in this section.
o List specific media re-use procedures in this section.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing tfii§P-ollcy. Employe~~:~ho violate this Policy
are subject to discipllne up to and induding termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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Poliey Number: 46
Effective Date: _

last Revised: _

Hardware and Media Accountability Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Hardware and Media Accountability Polley in order to
comply with the Health Insurance Portabllity and Accountability Act of 1996 ("HIPAA"), as amended by
the HITECH Act of 2009 CARRATitle XIII). We also recognize our responsibilityJo protect individually
identifiable health information under the regulations implementing HIPAA,other federal and state laws
protecting the confidentiality of personal information, and under general{professional ethics.

This Policy governs hardware and media accountability for CITY, a;;sybfld'Ehtity,as well as each and
every designated Health Care Component part of CITY."~C;'C">

Officers, agents, employees, contractors, temporary '.
understand, and comply with this Policy.

trainet~Sand volunteers must read,

All personnel of CITY must comply with this Policy. Demo
this Policy is an important part of the responsibilities of

Assumptions

o CITY hereby recognizes its status a~t~.tlYBgIPENIIIY:
o The designated HEAbJ:.tLCARECOMPQNi:NTSof CITY hereby recognize their status as HEALTH

CARECOMPONENSj;ofIGU-:f(iljnder th¢lr"" itions contained in the HIPAA regulations.
CITY must com ,-ith H-Y" and the' implementing regulations, in accordance with the
requiremen 164.31 1-2).
Electronic' eans
drives) and
optical disk or
ProRe!t7j;jIiQ~~ctionO.......ividually identifiable health information, including Protected Health
IhfOrniad6-rCC'PHI", ~g;'.d¢rl,nedby HIPAA), requires that we maintain records of the movements
of hardware and electronic media, and any person responsible therefore.

o

o ra ...._ edta including memory devices in computers (hard
?'Oigitalmemory medium, such as magnetic tape or disk,

o

Policy.

o - .,' CITY to maintain records of the movements of hardware and electronic media,
n responsible therefore, in full compliance with all the requirements of HIPAA.

o Responsi ity for the development and implementation of this hardware and media
accountability poliey, and any procedures associated with it, shall reside with Name of
Responsible Party or Person [Security Officerl who shall ensure that this policy is maintained,
updated as necessary, and implemented fully throughout our organization.

o Specific procedures shall be developed to ensure that the CITY maintains records of the
movements of hardware and electronic media, and any person responsible therefore.

o It is the Policy of CITY to fully document all hardware and media accountability-related activities
and efforts, in accordance with our Documentation Policy. [See Polley No.3]
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Specific Hardware and Media Accountability Procedures

o The Security Officer is required to identify all types of hardware and electronic media and person
responsible for the hardware and electronic media containing ePHI.

o The movement of all hardware and electronic media containing ePHI must be tracked.
o The Security Officer must maintain a log documenting the movement of the hardware and

electronic media from one location to another and must maintain a log,documenting the person
who is responsible for the hardware and electronic media.,'·

o Where there are multiple devices of the same type, identify thei~lyidual devices, and log or
record them separately using serial numbers or other trackin ...(chanism.

o List specific hardware and media accountability procedure iC?n.

Compliance and Enforcement
d-·,{;~"'-:i~~'.'

All managers and supervisors are responsible for enforcihgthis Poliey;-,Employees whovlolate this Poliey
are subject to discipline up to and including terminatf6nTn accordah¢ewith the Sanction Policy of CITY.
[See Policy No. 18] . .. . ..
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Data Backup and Storage Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Data Backup and Storage Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH
Act of 2009 (ARRATitle XIII). We also recognize our responsibility to protes~.ir,·1dividuallyidentifiable
health information under the regulations implementing HIPAA, other feder.:l:1d state laws protecting the
confidentiality of personal information, and under general, professional' .

This Policy governs data backup and storage for CITY, a Hybrid E
deslqnated Health Care Component part of CITY.

All personnel of CITY must comply with this Policy. DemqEl$ra ed competence in t . ,guirements of
this Policy is an important part of the responsibilities off;!~€ry member, of the workfor'

'.;:-;~}~;:;::"

o CITY hereby recognizes its status a . N
o The deslqnated HEAL.I~:\qARECOM of CITY hereby recognize their status as HEALTH

CARECOMPONEf\lc' •.¥;,'· nder th ". ltlons contained in the HIPAA regulations.
o CITY must com- lth H and the implementing regulations pertaining to data backp

and storage,d~~;1Itcordan h the req ents at § 164.310(d)(1-2) and § 164.308(a)(7).
o Electronic ~1'~~Jameans.....ig9~9r~ge·:media including memory devices in computers (hard

drives) and ifh¥:f~mova~ie!trah'sp6rtabl%'digital memory medium, such as magnetic tape or disk,
optical disk or digitaltnemory card; [or transmission media used to exchange information already
in electronic storage media.]

o The ability to create and maintain retrievable, exact copies of individually identifiable health
information generally, and electronic protected health information specifically, is a critical
element of our If' ness op~rations and our ability to respond to unexpected negative events.
The storage of backups in a separate location, removed from our normal business

rations ("off is an essential element of any successful data backup plan.
access Ith information is crucial to providing high quality health care, and to our

" s.
o others must have immediate, around-the-clock access to patient information.
o No exis edia are absolutely guaranteed to provide long-term storage without loss or

corruption of data.
o A number of risks to health information exist, such as power spikes or outages, fire, flood, or

other natural disaster, viruses, hackers, and improper acts by employees and others.

Officers, agents, employees, contractors, temporary~@tkt=rs, trairj$~fand volunteers must read,
understand, and comply with this Policy. ..' .....,

Assumptions

Policy

o The Name of Responsible Party or Person IS responsible for performing daily backups on network
of the CITY, including shared drives containing application data, patient information, financial
data, and crucial system information.
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o Name of Responsible Party or Person will back up all such data automatically, per Name of
Backup Solution's programmed standards, nightly at 2300 hours.

o The Name of Responsible Party or Person or his or her designee Will, no later than 0900 the next
Qgy, place the backup media into the media vault located in Location of Backup Vault or Facilitv.

o The media vault meets fire and disaster standards for media and will be kept locked at all times.
Only the Name of Responsible Party or Person, the system administrator, and their designees
have access to the media vault.

o In the event that the secured media vault is not available or prope~IY=r.unctjoning,the Name of
Responsible Party or Person, the system administrator, or their'ees will remove backup
media to a secured offslte location until the media vault beco ilable.

o The Name of Responsible Party or Person, the system ad . their designees will use
Name of Backup Solution'S reporting utilities at the start, day to validate the
accuracy, completeness, and integrity of the backup .. ormed the P., night.

o Individuals so validating the backup will generate q' ports and log t the network log
in the system administrator's office. The system:}fministrator will maintain . '" reports for a
minimum of 30 days, or specify other number6f"d~ys, weeks/or months.''''

o Any errors will be acted upon immediately.R~sponsible pgr~b'nnelwill use contract technical
support as needed to resolve problems and ensUre the vaHdity of backup data,

o Responsible personnel will clean the tape or other backup unites) according to the manufacturer's
recommended guidelines, currently once per week, or specify other period.

o A rotation of four, or specify other number weekly datEdapes must be maintained at all times.
o The Name of Responsible Party orPers6hwilLellsure replacement of backup tapes or media

according to manufacturer's recom-!ldedgi.JjCl~H ,currehtly annually, or specify other media
replacement timeframe(s), ..... "-."".>

o The Name of Res 0 a sponsible or testing the validity of backup data
and the ablllty to n f a computer system problem, failure, or other
disaster at leas - ~,\!,:necessaryto ensure data integrity, availability, and
contldentiallt .: ",.".

o SuccessfuLf:ElSfbrefunction t~e logg@dln the network log. Any problems identified during
the restorefOhction mLJst{be,ddi1'lfrrmediately and no later than the same business day that
they occur. Responsible personnel will use contract technical support as needed to resolve
problems and ensure the validity of backup data.

o All personnel who detector suspect a data backup problem should immediately report the same
to the Name of Responsible Party or Person. Such personnel should follow up immediate
notification with,~,writtenniemorandum that includes the following information:

o Narrativ .....the data backup problem.
How Ion problem has existed.
Sugge" olutions.

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CnY.
[See Policy No. 18J
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Unique User LD. Policy

Introduction

CITY OF LOS ANGELES ("CITY") has adopted this Unique User 1.0. Policy in order to recognize the
requirement to comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA''), as
amended by the HITECH Act of 2009 (ARRA Title XIII). We also recognize 0 . sponsibility to protect
individually identifiable health information under the regulations implemen IPM, other federal and
state laws protecting the confidentiality of personal information, and u neral, professional ethics.

This Policy governs the mandatory use of unique user identificatio .'~
well as each and every deslqnated Health Care Component partof€ITY.

All personnel of CITY must comply with this Policy. Demonsft~ted competence inth@i~tequirements of
this Policy is an important part of the responsibilities o(eveFy member: of the workforce;'.i

":;::':'..',,-.~.::- -dL··~. ,--
~~7~~t'~:'; _..~71:ps~,;,'

Officers, agents, employees, contractors, temporary w' n' and volunteers must read,
understand, and comply with this Policy.

Assumptions
."~.=:_ -·'~~17.!~~G};;':·::gi~:~c~'._

o CITY hereby recognizes its status a;~·I~~t:JYBRI~:Er.y(i2i:~;~~.'·
o The deslqnated HEAqHCARE COMPONsNJSof CITY hereby recognize their status as HEALTH

CARE COMPONENTS o(cfTY under the~defjnitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to the use of

unique user LD,'s, in accordance with the.requirements at § 164.306 and § 164.312(a)(1).
o The use ofllrl,ique user I,P;'si.san:es~entialelement in our overall effort to protect individually

identifiable he~Rhjnfo~m~trori;:ihaQqfmg,;Protected Health Information ("PHI"), as defined by
HIPAA.~i'. "".,.,.

to exclusively use unique user 1.D.'s for all information system access and
Iyities, in full pliance with all the requirements of HIPM.

o ReS·POQsibility.fSr;'·the development and implementation of this unique user l.D. policy, and any
procedures assOciated with it, shall reside with Name of Responsible Party or Person, who shall
ensure that access to all our information systems and data is accomplished exclusively through
the use of unique user 1.D.'s.

o Nothing in this policy shall limit the use of additional security measures, including login and
access measures, that may further enhance the security and protection we provide to individually
identifiable health information, including Protected Health Information ("PHI", as defined by
HIPM).

o It is the Policy of CITY to fully document all unique user I.D.-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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Emergency Access Procedures

Introduction

CITY OF LOSANGELES("CITY") has adopted these Emergency Access Procedures in order to comply
with the Health Insurance Portability and Accountability Act of 1996 C'HIPAA"), as amended by the
HITECH Act of 2009 (ARRATitle XIII). We also recognize our responsibility' otect individually
identifiable health information under the regulations implementing HIPAA,' federal and state laws
protecting the confidentiality of personal information, and under gener"rofessional ethics.

This Policy governs procedures for emergency access to individua!ly.T '~~I~health information,
including Protected Health Information ("PHI", as defined by HIPAA), for Cm;:aHybrid Entity, as well as
each and every designated Health Care Component part of CITY,;"'.::;;.

~~'~qL:::~~.

o CITY hereby recognizes its status as
o The designated HEALTHCARECOIMF'O!\IEl\ITSof CITY hereby recognize their status as HEALTH

CARECOMPONENTSof CITY under the definitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPAA implementing regulations pertaining to emergency

access proceowres, in accqrdCipCE!.withtherequirements at § 164.104, § 164.306, and §
164.312(a)(t}:?'}., .. __:.c_:.-.-.~,· .;,

a The establishmergency acces~-procedures further strengthens the protections we offer
to' " health information, including Protected Health Information ("PHI", as

All personnel of CITY must comply with this Policy. Dem:~B§t~atedcompetence in the'f~,auirements of
this Policy is an important part of the responsibilities.Of~very rnernbeifof the workforce.'

Officers, agents, employees, contractors, temporary wor
understand, and comply with this Policy.

Assumptions

o I,';t9€ Policye. '.'ITY to establish and implement emergency access procedures, in full
corripli~nce wifh'-all the requirements of HIPM.

o These emergency access procedures apply to access to individually identifiable health
information, including Protected Health Information ("PHI", as defined by HIPM).

o Responsibility for the development and implementation of our emergency access procedures shall
reside with Name of Responsible Party or Person, who shall ensure that these procedures are
maintained, updated as necessary, and implemented fully throughout our organization.

o Specific procedures shall be developed to ensure that authorized workforce members can access
individually identifiable health information, including Protected Health Information ("PHI", as
defined by HIPM) during emergencies.

o These Emergency Access Procedures shall be developed and implemented in combination with
our emergency preparedness and response plans.



Policy Number: 49 (cont.)
Effective Date: _

Last Revised: _

o It is the Policy of CITY to fully document all HIPAA compllance-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No. 3J

Specific Emergency Access Procedures

o Establish (and implement as needed) procedures for obtaining neces
emergency. ,

[J Identify a method of supporting continuity of operations
are disabled or unavailable due to system problems.

o List specific emergency access procedures in this section.

ePHI during an

Compliance and Enforcement
:::~~;,:~~~;:l~~~

All managers and supervisors are responsible for enforqiJiffthis Policyj,J:mployees who;~rolate this Policy
are subject to discipline up to and including terminati'>' . ~Erwiththe Sanction Policy of CITY.
[See Policy No. 18]
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DEPARTMENT:~ __

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:



Policy Number: 50
Effective Date: _

Last Revised: _

Automatic Log-Off Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Automatic Log-Off Policy in order to comply with the
Health Insurance Portability and Accountability Act of 1996 ("HIPAA'')r as amended by the HITECH Act of
2009 (ARRATitle XIII). We also recognize our responsibility to protect indiviqlially identifiable health
information under the regulations implementing HIPAA, other federal and 'laws protecting the
confidentiality of personal lnformatlon, and under general, professional

This Policy governs the mandatory use of automatic system log-
as well as each and every designated Health Care Component

All personnel of CITY must comply with this Policy. Dem9Dghated competence in tc:):quirements of
this Policy is an important part of the responsibilities ofe,yerv member of the workforc~~?

:.:'__,: ..:.':' ,-,1.-.

Officers, agents, employees, contractors, temporary ~b~kers, traine~~"and volunteers must read,
understand, and comply with this Policy.

o CITY hereby recognizes its status a'
o The designated HEALTH,C.RE COM of CITY hereby recognize their status as HEALTH

CARECOMPONEN! ".under th itions contained in the HIPAA regulations.
o CITY must cOrQply,i'WithHI' and the »; ' ,AA implementing regulations pertaining to the use of

automatic Iqg£&frapplicati9i in accord~lIc~ with the requirements at § 164.306, and §
164. 312( a )(li'",2,). . "Yo'?"'} .._.•_._.<,:Y

o The establishment andiiiipl~mentation6fan effective automatic log-off policy is a crucial
element in our overall objective or providing reasonable protections for individually identifiable
health information, including Protected Health Information ("PHI", as defined by HIPAA).

Assumptions

to always use automatic log-off applications or systems on all
,"Ctationsa,,,} omputers, In full compliance with all the requirements of HIPM,

oof the development and implementation of this automatic log-off polkv, and any
procedti -sociated with it, shall reside with Name of Responsible Party or Person, who shall
ensure th it this policy is maintained, updated as necessary, and implemented fully throughout
our organization.

o Specific procedures shall be developed to specify the proper functions and procedures of our
automatic log-off systems on all computers and workstations that access individually identifiable
health information, including Protected Health Information ("PHI", as defined by HIPAA).

o It is the Policy of CITY to fully document automatic log-off-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Specific Automatic Log-Off Procedures

o List specific automatic log-off procedures in this section.
o List specific automatic log-off procedures in this section.
o List specific automatic log-off procedures in this section.
o List specific automatic log-off procedures in this section.
o List specific automatic log-off procedures in this section.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this Po . Empl _"Y'I'ho violate this Policy
are subject to discipline up to and including termination in acc,gEgancewith theS~~~g:LonPolicy of CITY.
[See Policy No. 18] c'~:>"')L
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": ;



Policy Number: 51
Effective Date: _

Last Revised: _

Encryption and Decryption Policy

Introduction

CITY OF LOSANGELES("CITY") has adopted this Encryption and Decryption Policy in order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPM"), as amended by the
HITECH Act of 2009 (ARRA Title XIII). We also recognize our responsibility t otect individually
identifiable health information under the regulations implementing HIPM, .~ , federal and state laws
protecting the confidentiality of personal information, and under qenera sional ethics.

h information, including
'!:v, as well as each and

This Policy governs the encryption and decryption of individually i
Protected Health Information C'PHI", as defined by HIPM), for.,~
every deslqnated Health Care Component part of CITY. " .

o CITY hereby recoqniz ·~tatus as ENTITY.
o The designated H.'" ,,'RE COMPTS of CITY hereby recognize their status as HEALTH

CARECOMPor~t,' " of cITtirI~nder the itions contained in the HIPM regulations.
o CITY must c:pm with HIP~ and the H "A implementing regulations pertaining to encryption

and decryptiq~; in accor9~·nt~»,ith.thereq(ilrements at § 164.312(a)(1-2).
o The establishment and irnpleh'lentatiOhof an effective encryption and decryption policy is a

crucial element in our overall objective or providing reasonable protections for individually
identifiable health information, including Protected Health Information ("PHI", as defined by
HIPAA).

All personnel of CITY must comply with this Policy. Derri$~~t'~~tedcompetence in th~':" 'Uirements of
this Policy is an important part of the responsibilitiesof,'~very membel';of the workforce.

Officers, agents, employees, contractors, temporary w~rkers, ttain~':~ and volunteers must read,
understand, and comply with this Policy. '

Assumptions

o ITY to establish and maintain this encryption and decryption policy in full
all the requirements of HIPM.

o ' for the development and implementation of this encryption and decryption policy,
and any cedures associated with it, shall reside with Name of Responsible Party or Person,
who shall ensure that this policy is maintained, updated as necessary, and implemented fully
throughout our organization.

o Specific procedures shall be developed to specify the proper usage and application of encryption
and decryption for all computers and workstations that access individually identifiable health
information, including Protected Health Information ("PHI", as defined by HIPAA).

o It is the Policy of CITY to fully document all encryption and decryption-related activities and
efforts, in accordance with our Documentation Policy. [See Policy No.3]
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Specific Encryption and Decryption Procedures

o List specific encryption and decryption procedures in this section.
o List specific encryption and decryption procedures in this section.
o List specific encryption and decryption procedures in this section.
o List specific encryption and decryption procedures in this section.
o List specific encryption and decryption procedures in this section.

Compliance and Enforcement

All managers and supervisors are responsible for enforcing this pdffQ~': Emplby§§§who violate this Policy
are subject to discipline up to and including termination in acsqt,dance with the'S~rJ'c;t:ionPolicy of CITY.
[See Policy No. 18] :"-~-'>~":'.c~ c~':;:;~"-~~~':;~~,;i/>
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Policy Number: 52
Effective Date: _

Last Revised: _

Audit Controls Policy

I ntrod uction

CITY OF LOSANGELES("CITY") has adopted this Audit Controls Policy in order to comply with the Health
Insurance Portabllity and Accountability Act of 1996 ("HIPAA"), as amended by the HITECH Act of 2009
(ARRATitle XIII). We also recognize our responsibility to protect individuaIlY)'fi§ntifiable health
information under the regulations implementing HIPAA, other federal and • 'jaws protecting the
confidentiality of personal information, and under general, professional

This Policy governs audits and auditing controls for CITY, a Hybri
designated Health Care Component part of CITY. "-'i~·.

All personnel of CITY must comply with this Policy. Demons€1~f~~competence i~"fk~-'reqUirements of
this Polley is an important part of the responsibilities of every member of the workforce.

o CITY hereby recognizes its status as~~A.tt
o The designated HEAI..];:!rl, .RE COM 7-'- of CITY hereby recognize their status as HEALTH

CARECOMPONE"f"; 'under th.___ itions contained in the HIPAA regulations.
o CITY must co .' with HI ...".,' and the ffi!~AA implementing regulations pertaining to audit

controls, in ct. dance witli';~he requirerfi~nts at § 164.312(b).
o The establis!:iYhentand irnpi~h1entation ofa-h effective audit controls policy is a crucial element in

our overall objective or providirig reasonable protections for individually identifiable health
information, including Protected Health Information ("PHI", as defined by HIPAA).

Officers, agents, employees, contractors, temporary workers, trainees and volunteers must read,
understand, and comply with this Policy.

Assumptions

to establish and maintain this audit controls policy in full compliance with
of HIPAA.

o e development and implementation of this audit controls policy, and any
iated with it, shall reside with Name of Responsible Party or Person, who shall

is policy is maintained, updated as necessary, and implemented fully throughout
our organ ation.

o Specific procedures shall be developed to specify the proper usage and application of audit
controls for all computers and workstations that access individually identifiable health
information, including Protected Health Information ("PHI", as defined by HIPAA).

o It is the Policy of CITY to fully document all audit controls-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]

Specific Encryption and Decryption Procedures

o List specific audit controls procedures in this section.



o List specific audit controls procedures in this section.
o List specific audit controls procedures in this section.
o List specific audit controls procedures in this section.
o List specific audit controls procedures in this section.

Compliance and Enforcement

Policy Number: 52 (con't.)
Effective Date: _

Last Revised: _

All managers and supervisors are responsible for enforcing this Policy. ~mR(6yeeswho violate this Policy
are subject to discipline up to and including termination in accordanc?@ilWJhe Sanction Policy of CITY.
[See Policy No. 18] .. :.c<\_
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Policy Number: 53
Effective Date: _

Last Revised: ---

Data Integrity Controls Policy

Introduction

CITY OF LOSANGELES("CnY") has adopted this Data Integrity Controls Policy in order to comply with
the Health Insurance Portability and Accountability Act of 1996 C'HIPAA"), as amended by the HITECH
Act of 2009 CARRATitle XIII). We also recognize our responsibility to prote ~. ividually identifiable
health information under the regulations implementing HIPAA, other fede~'L, state laws protecting the
confidentiality of personal information, and under general, professional_cs.

This Policy governs data integrity controls for CnY, a Hybrid Entity;;~~§~we'~$!:e.9chand every designated
Health Care Component part of CnY.~;': ;

~'.:.:'::;:

All personnel of CITY must comply with this Policy. Demonstrated competence infH~t~quirements of
this Policy is an important part of the responsibilities ofeverv member of the worktorce."

Officers, agents, employees, contractors, temporary~l;f
understand, and comply with this Policy. -c'

i\i~::~~;~/;~(;~J}}F'c;_
~'.:--.-;::';,- :~:,~:~s:"

Assumptions

o CITY hereby recognizes its status a~:-~jJlYBRIDE'Niyt¥@,ft
o The designated HEALTHc::ARECOMpON~I»TSof CnY hereby recognize their status as HEALTH

CARECOMPONENTSof CITY under thedEdinitions contained in the HIPAA regulations.
o CITY must comply with HIPAA and the HIPM implementing regulations pertaining to data

integrity controls, in accordance with the requirements at § 164.312(c)(1-2).
o The purpose of this Integrity' Contr()ls Pollcvts to ensure that electronic Protected Health

Information ("PH}:: and;\'ePHr";;:isd~firl~d by HIPM) has not been altered or destroyed in an
unauthorized rna:- . . --,

a Th en plementation of an effective data integrity controls policy is a crucial
vera tive or providing reasonable protections for individually identifiable
jJ, inc.9:lrotected Health Information C'PHI", as defined by HIPAA).

~-<:s7~

a It Policy"6fcnY to establish and maintain this data integrity controls policy in full
compliance with all the requirements of HIPAA.

a Responsibility for the development and implementation of this data integrity policy, and any
procedures associated with it, shall reside with Name of Responsible Partv or Personl who shall
ensure that this policy is maintained, updated as necessary, and implemented fully throughout
our organization.

a Specific procedures shall be developed to specify the proper usage and application of data
integrity controls for all computers, workstations, and systems that access individually identifiable
health information, including Protected Health Information (,PHI"I as defined by HIPAA).

o It is the Policy of CnY to fully document all data integrity controls-related activities and efforts,
in accordance with our Documentation Policy. [See Policy No.3]
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Specific Integrity Control Procedures

o Identify all approved users with the ability to alter or destroy data, lf reasonable and appropriate.
o Implement mechanism to identify all users who have been authorized to access ePHI in

conjunction with the identity of any possible unauthorized sources that may be able to intercept
the information and modify it.

o Identify scenarios that may result in modification to the ePHI by unau iorlzed sources (e.g.,
hackers! disgruntled employees! business competitors).

o Conduct this activity as part of your risk analysis.
o Establish a formal (written) set of integrity requirements base

completed in the previous steps. i,:':;,,;;r'F~1'
o Identify and implement methods that will be used to prot8:2t'fhe infC;rm~tipn from modification.
o Identify and implement tools and techniques to be dt=ve(opedor procufe~·tl).3t support the

assurance of integrity.. ..:. . '::-';;::.
o Implement electronic mechanism to corroborate.that ePHI has not been alt~fe-H'9r destroyed in

an unauthorized manner. .".,:.",,:
o Consider possible electronic mechanisms for';~Qth~nticatj

Magnetic disk storage! Digital signatures and' ...
o Review existing processes to determine if objecti~e!?,;
o Reassess integrity processes contiD- lIy as technolog

determine if they need to be rev'"
o List specific data integrity control

Compliance and Enforc~me!nt

All managers and supervisors are responsible for enforcing this Policy. Employees who violate this Policy
are subject to discipline up to and including termination in accordance with the Sanction Policy of CITY.
[See Policy No. 18]
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Person or Entity Authentication Policy

Introduction

CITY OF LOS ANGELES("CITY") has adopted this Person or Entity Authentication Policy in order to
comply with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by
the HITECH Act of 2009 (ARRATitle XIII). We also recognize our responsibilitY.to protect individually
identifiable health information under the regulations implementing HIPAA, '/federal and state laws
protecting the confidentiality of personal information, and under genera sional ethics.

This Policy governs person and entity authentication for access to .
CITY, a Hybrid Entity, as well as each and every designated H~8.lt

All personnel of CITY must comply with this Policy. Demqn!>,rated competence in tfie,irequirements of
this Policy is an important part of the responsibilities of every member of the workford%;-·'

o CITY hereby recognizes its status a
o The designated HEAl"y,FE COMP of CITY hereby recognize their status as HEALTH

CARECOMPONEN')I$:t _~;',,;underth' initions contained in the HIPAA regulations.
o CITY must COrrlpl!i)'WithHIP~: and the fi:i~AA implementing regulations pertaining to person or

entity authentrt~tion, in acdtitdance with-tpe requirements at § 164.312(d).
o The purpose of this Person-or Entity Authehtication Policy is to ensure that electronic Protected

Health Information ("PHI" and "ePHI", as defined by HIPAA) can only be accessed by persons or
entities who are in fact who they claim to be, and not imposters, .

o Theest~bljshmentall(I)mplementation of an effective data Person or Entity Authentication Policy
,f?>;:a>CruEiat:i2Jementin\9i:k.overall objective or providing reasonable protections for individually
8entifiable ,infor"o ,/ including Protected Health Information ("PHI", as defined by
HIPAA).

Officers, agents, employees, contractors, temporary lAirliri<prc: trainees and volunteers must read,
understand, and comply with this Policy.

Assumptions

"

o It is th~qriCYOf CITY to establish and maintain this Person or Entity Authentication Policy in full
cornpllance with all the requlrernents of HIPAA.

o Responslbllltv for the development and implementation of this Person or Entity Authentication
Policy, and any procedures associated with it, shall reside with Name of Responsible Party or
Person, who shall ensure that this policy is maintained, updated as necessary, and implemented
fully throughout our organization.

o Specific procedures shall be developed to specify the proper authentication of persons and
entities who access individually identifiable health information, including Protected Health
Information ("PHI", as defined by HIPAA) on our computers, workstations, and systems.

o It is the Policy of CITY to fully document all person or entity-related activities and efforts, in
accordance with our Documentation Policy. [See Policy No.3]
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Specific Person or Entity Authentication Procedures

o Identify methods available for authentication, Under the HIPAA Security Rule, authentication is
the corroboration that a person is the one claimed, (45 CFR§164.304)

1:1 Authentication requires establishing the validity of a transmission source and/or verifying an
individual's claim that he or she has been authorized for specific access privileges to information
and information systems, ,d!;

o Weigh the relative advantages and disadvantages of commonly usY':~thentication approaches
available:

o Something a person knows, such as a password, .
o Something a person has or is in possession of, sucbsi~$1ato:@I'L(smart card, ATM card,

etc.), ::j~);:;" "~.";"o\
o Some type of biometric identification a person provides, such as:(j, Dpgerprint, or
o A combination of two or more of the above approaches. . ,,:.

o Select the appropriate authentication method basS':clon the analysis of the fodhcommonly used
authentication approaches. :.•';iC<·

1:1 Implement the methods selected into the oper,§tlgr and."l!;tivities of City.
o List specific person or entity authentication proce(jo.E ·;;this section.
o List specific person or entity authentication procedE'f,· this section.
o List specific person or entity authe tion procedu is section.
o List specific person or entity autn rocedere '. section.

Compliance and Enforcement

responslbte foE~nforcing this Policy. Employees who violate this Policy
including termin;:)t1onin accordance with the Sanction Policy of CITY.
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Data Integrity Controls Procedures

Introduction

CITY OF LOS ANGELES ("CITY") has adopted these Data Integrity Controls Procedures in order to comply
with the Health Insurance Portability and Accountability Act of 1996 ("HIPAA"), as amended by the
HITECH Act of 2009 CARRATitle XIII). We also recognize our responsibility to'rotect individually
identifiable health information under the regulations implementing HIPAA,," . federal and state laws
protecting the confidentiality of personal information, and under gener sional ethics.

These procedures govern data integrity controls for CITY, a Hybri
designated Health Care Component part of CITY."

c· _~ ' __ ,

All personnel of Cln must comply with this Policy. Demon~trated competence in th~frE!quirements of
this Policy is an important part of the responsibilities of every member of the workforce', .,

o cm hereby recognizes its status a YB~t, .~~;o

o The designated HEAloIlj,,,{;:ARE COMP'...~TSof CITY hereby recognize their status as HEALTH
CARE COMPONENTSi:8f"G~;~nder thg'(I~frnitions contained in the HIPAA regulations.

o cm must comRlywith HIPAA and the HiPAA implementing regulations pertaining to data
integrity controls, in accordance with therequirements at § 164.312(c)(1-2) and § 164.312(e)(1-
2). '.

o The purpose of these Integrity Controls Procedures as with our Integrity Controls Policy, is to
ensure that electronic Protected Health Information ("PHI" and "ePHI", as defined by HIPAA) has
not.b,e~'flaltE!red 6'fCl~$~royed in an unauthorized manner. .

o 'i.sf6~:~~tai:JliI;'~ nt air- Jementation of an effective data integrity controls procedures is a
,j$~;cFucial elerriEit. .our 0 ;oJl,objective or providing reasonable protections for individually

.. dentifiable hea formatl5h, including Protected Health Information ("PHI", as defined by
IPAA).

Officers, agents, employees, contractors, temporary ",,,,d,Arc, tro>in,,,,,,, and volunteers must read,
understand, and comply with this Policy.

Assumptions

Policy

o It is the Pbl'i~ of CIn to establish and maintain these data integrity controls procedures in full
compliance with all the requirements of HIPAA.

o Responsibility for the development and implementation of these data integrity procedures, as
with our Data Integrity Controls Policy, shall reside with Name of Responsible Party or Person,
who shall ensure that these procedures are maintained, updated as necessary, and implemented
fully throughout our organization.

o Specific integrity control procedures shall be developed to specify the proper usage and
application of data integrity controls for all computers, workstations, and systems that access
individually identifiable health information, including Protected Health Information ("PHI", as
defined by HIPAA).

o It is the Policy of CITY to fully document all data integrity controls-related procedures, activities,
and efforts, in accordance with our Documentation Policy. [See Policy No.3]
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Specific Integrity Control Procedures

o List specific data integrity control procedures in this section.
o List specific data integrity control procedures in this section.
o List specific data integrity control procedures in this section.
o List specific data integrity control procedures in this section.
o List specific data integrity control procedures in this section.

All managers and supervisors are responsible for enforcing this Po . Empl
are subject to discipline up to and including termination in accOgance with the
[See Policy No. 18] .

who violate this Poliey
. n Policy of CITY.

Compliance and Enforcement



Procedure Number: 55
Effective Date: __

Last Revised: __

Data Integrity Controls Procedures

[PROCEDURE

DEPARTMENT: _

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:



Procedure Number: 55
Effective Date: __

Last Revised: __

Data Integrity Controls Procedures

DEPARTMENT: _

PRIVACY/SECURITY OFFICER: _

JOB CLASSIFICATIONS INVOLVED:


