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First Amendment — On August 15, 2023, the Board approved Resolution 024-024 authorizing the
First Amendment to Agreement No. 47622. The Amendment extended the contract term by two
years through September 24, 2025 and increased the contract amount by $147,000 for a total
amount not to exceed $697,000. The First Amendment was necessary to maintain continuity of
services with Tripwire’s proprietary software for ongoing monitoring and management of BES Cyber
Assets in compliance with NERC Cyber Security CIP Reliability Standards and to provide continued
cybersecurity support and training for LADWP’s power system operations.

Proposed Second Amendment — LADWP proposes a Second Amendment to extend the
Agreement term by five years, from September 25, 2025 through September 24, 2030, and
increase the contract authority by $603,000 from $697,000 to $1,300,000. The Second Amendment
will enable Tripwire to continue providing cybersecurity services to secure the Department's BES
Cyber Assets in its High and Medium Impact Facilities, maintain compliance with NERC Cyber
Security CIP Reliability Standards, and provide ongoing training to DWP staff.

Ongoing Tripwire Support - Tripwire’s professional services and training are required to support
ongoing development, upgrades, and maintenance of proprietary Tripwire system implementations
at LADWP’s High and Medium Impact Facilities. These facilities include LADWP’s Power System
Supervisory Control and Data Acquisition (SCADA) System, a critical cyber system used for
monitoring, controlling, and dispatching power system assets. The SCADA System enables
LADWP load dispatchers to conduct real-time power system operations in compliance with
regulatory mandates and safety requirements.

LADWP’s Critical Infrastructure Protection Facilities

e High Impact Facilities — LADWP owns and operates three CIP High Impact facilities that
utilize Tripwire’s Enterprise System. These facilities are specialized control centers and
backup control centers that monitor, manage, and protect LADWP’s critical infrastructure
systems from cyberattacks and other threats. The facilities ensure continuous and reliable
operation of essential services including the electric grid, water systems, and communication
networks. In the event a control center fails or is compromised by cyberattacks, severe
widespread disruption could occur across multiple LADWP operations, impacting essential
services to customers.

¢ Medium Impact Facilities — LADWP owns and operates three CIP Medium Impact Facilities.
These facilities include generating facilities with power capacity over 1,500 megawatts and
transmission facilities at 200 kilovolts and above. If Medium Impact facilities are
compromised, significant disruption of BES reliability could occur, though not to the same
extent as High Impact Facility compromises.

System Implementation and Ongoing Support — The Tripwire system implementation at LADWP’s
facilities employs proprietary technology to automatically and continuously perform complex
cybersecurity tasks on over 200 of the Department’s cyber assets. Continued professional services
and training from Tripwire are essential to mitigate security risks, ensure regulatory compliance,
and minimize LADWP’s exposure to penalties and sanctions.
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