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On February 16, 2024, LADOT released a Request for Proposals (RFP) for Enhanced Transit
Technology Services, seeking a qualified contractor to design, procure, implement, support, integrate
and maintain new and existing transit technologies. On April 12, 2024, the Department received one
response to the RFP from GMV Syncromatics. LADOT formed an evaluation panel, consisting of three
LADOT staff, which evaluated the proposal and determined that GMV Syncromatics’ proposal was
responsive and in accordance with the City’s Standard Contracting Requirements. GMV received an
average evaluation rating of 97.3 and were evaluated on the metrics in the table below.

RFP Evaluation Criteria

# | Evaluation Criteria Points
1 | Qualification of Firm 20
2 | Adequacy of Project Plan 40
3 | Qualifications of Staff 10
4 | Cost Effectiveness 40

Local Business Preference Points

(May only receive points in one of the categories below)
5 | Local Business Preference 8

6 | Local Subcontractor Preference 5
Total Available Points | 108

* Per the Local Business Preference Program Ordinance, proposers
earned eight additional points if the proposer qualified as a local business
enterprise or five additional points if a proposed subcontractor qualified as
a local business entity.

GMV Syncromatics will be responsible for the installation and maintenance of items including but not
limited to bus global positioning system (GPS) tracking, computer-aided dispatching (CAD), automatic
vehicle location (AVL) systems, automatic passenger counting, automatic voice annunciation, mobile
data terminals (MDT), onboard routers, public service announcements (PSA) display, route destination
displays, bike counters, cameras, Wi-Fi, website for a public portal, data storage, real-time bus arrival
information, coordination with the LADOT Transit Services contractor(s) to provide the LADOT Transit
Mobile Application, tools for advanced transit planning, including modeling bus routes and travel times,
and tools to track service and vehicle performance and data metrics.

LADOT estimated the yearly costs of the contract are as follows:

GMV Syncromatics Estimated Project Costs
Category Year 1 Year 2 Year 3 Year 4 Year 5 Total
Hardware $14,098612 |§ 545382 |$ 561,098 |§ 577,712 |$ 594,983 | § 16,377,787
Software 5,970,955 3,567,719 5,198,255 3,793,309 3,911,117 | 22,441,355
Administration 814,710 839,151 864,325 890,255 916,962 4,325,403
Subtotal 20,884,277 4,952,252 6,623,678 5,261,276 5,423,062 | 43,144,545
Total | $ 43,144,545

The estimated cost of the agreement is $20,884,277 in the first year and will be funded by the
Proposition A Local Transit Assistance (PALTA) Fund. Funding for this agreement is available in the
94CA03 — Smart Technology for DASH and Commuter Express Buses. LADOT reports that the contract
is front loaded with capital improvements in Year 1. The capital improvements are subject to LADOT's
approval and are not required to be implemented within the first year. Provided the restraints in PALTA,
LADOT will implement them strategically and will limit spending to $7.5 million as appropriated in the
2025-26 Budget.
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In accordance with Los Angeles Administrative Code Section 10.5(a), Council approval is required as
the term of the contract exceeds three years.

FISCAL IMPACT STATEMENT

Funding for these services has been set aside in the Proposition A Local Transit Assistance Fund 2025-
26 Adopted Budget. Funding for subsequent years of the agreement is subject to Mayor and Council
approval, the availability of funds, and will be appropriated through the City annual budget development
process. The City financial obligation is limited to the extent of appropriations approved by the Council
and Mayor. The recommendation in this report complies with the City Financial Policies in that budgeted
funds are available for this purpose. There is no impact to the General Fund.

FINANCIAL POLICIES STATEMENT

The action recommended in this report complies with the City Financial Policies in that the City's
financial obligation is limited to available cash balances in the current budget year.
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STANDARD PROVISIONS FOR CITY CONTRACTS

PSC-1. Construction of Provisions and Titles Herein

All titles, subtitles, or headings in this Contract have been inserted for convenience, and
shall not be deemed to affect the meaning or construction of any of the terms or provisions
of this Contract. The language of this Contract shall be construed according to its fair
meaning and not strictly for or against CITY or CONTRACTOR. The word
"CONTRACTOR" includes the party or parties identified in this Contract. The singular
shall include the plural and if there is more than one CONTRACTOR, unless expressly
stated otherwise, their obligations and liabilities shall be joint and several. Use of the
feminine, masculine, or neuter genders shall be deemed to include the genders not used.

PSC-2. Applicable Law, Interpretation and Enforcement

Each party's performance shall comply with all applicable laws of the United States of
America, the State of California, and CITY, including but not limited to, laws regarding
health and safety, labor and employment, wage and hours and licensing. This Contract
shall be enforced and interpreted under the laws of the State of California without regard
to conflict of law principles. CONTRACTOR shall comply with new, amended, or revised
laws, regulations, or procedures that apply to the performance of this Contract with no
additional compensation paid to CONTRACTOR.

In any action arising out of this Contract, CONTRACTOR consents to personal
jurisdiction, and agrees to bring all such actions, exclusively in state or federal courts
located in Los Angeles County, California.

If any part, term or provision of this Contract is held void, illegal, unenforceable, or in
conflict with any federal, state or local law or regulation, the validity of the remaining parts,
terms or provisions of this Contract shall not be affected.

PSC-3. Time of Effectiveness

Unless otherwise provided, this Contract shall take effect when all of the following events
have occurred:

A. This Contract has been signed on behalf of CONTRACTOR by the person
or persons authorized to bind CONTRACTOR,;

B. This Contract has been approved by the City Council or by the board, officer
or employee authorized to give such approval,

C. The Office of the City Attorney has indicated in writing its approval of this
Contract as to form; and

D. This Contract has been signed on behalf of CITY by the persondesignated
by the City Council, or by the board, officer or employee authorized to enter
into this Contract.

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 1/25 [v.2]) 1 ATTACHMENT A



PSC-4. Integrated Contract

This Contract sets forth all of the rights and duties of the parties with respect to the subject
matter of this Contract, and replaces any and all previous Contracts or understandings,
whether written or oral, relating thereto. This Contract may be amended only as provided
for in the provisions of PSC-5 hereof.

PSC-5. Amendment

All amendments to this Contract shall be in writing and signed and approved pursuant to
the provisions of PSC-3.

PSC-6. Excusable Delays

Neither party shall be liable for its delay or failure to perform any obligation under and in
accordance with this Contract, if the delay or failure arises out of fires, floods,
earthquakes, epidemics, quarantine restrictions, other natural occurrences, strikes,
lockouts (other than a lockout by the party or any of the party's Subcontractors), freight
embargoes, terrorist acts, insurrections or other civil disturbances, or other similar events
to those described above, but in each case the delay or failure to perform must be beyond
the control and without any fault or negligence of the party delayed or failing to perform
(these events are referred to in this provision as "Force Majeure Events").

Notwithstanding the foregoing, a delay or failure to perform by a Subcontractor of
CONTRACTOR shall not constitute a Force Majeure Event, unless the delay or failure
arises out of causes beyond the control of both CONTRACTOR and Subcontractor, and
without any fault or negligence of either of them. In such case, CONTRACTOR shall not
be liable for the delay or failure to perform, unless the goods or services to be furnished
by the Subcontractor were obtainable from other sources in sufficient time to permit
CONTRACTOR to perform timely. As used in this Contract, the term "Subcontractor”
means a subcontractor at any tier.

In the event CONTRACTOR’S delay or failure to perform arises out of a Force Majeure
Event, CONTRACTOR agrees to use commercially reasonable best efforts to obtain the
goods or services from other sources, and to otherwise mitigate the damages and reduce
the delay caused by the Force Majeure Event.

PSC-7. Waiver

A waiver of a default of any part, term or provision of this Contract shall not be construed
as a waiver of any succeeding default or as a waiver of the part, term or provision itself.
A party’s performance after the other party’s default shall not be construed as a waiver of
that default.

PSC-8. Suspension

At CITY’S sole discretion, CITY may suspend any or all services provided under this
Contract by providing CONTRACTOR with written notice of suspension. Upon receipt of
the notice of suspension, CONTRACTOR shall immediately cease the services
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suspended and shall not incur any additional obligations, costs or expenses to CITY until
CITY gives written notice to recommence the services.

PSC-9. Termination
A. Termination for Convenience

CITY may terminate this Contract for CITY’S convenience at any time by providing
CONTRACTOR thirty days written notice. Upon receipt of the notice of termination,
CONTRACTOR shall immediately take action not to incur any additional
obligations, costs or expenses, except as may be necessary to terminate its
activities. CITY shall pay CONTRACTOR its reasonable and allowable costs
through the effective date of termination and those reasonable and necessary
costs incurred by CONTRACTOR to effect the termination. Thereafter,
CONTRACTOR shall have no further claims against CITY under this Contract. All
finished and unfinished documents and materials procured for or produced under
this Contract, including all intellectual property rights CITY is entitled to, shall
become CITY property upon the date of the termination. CONTRACTOR agrees
to execute any documents necessary for CITY to perfect, memorialize, or record
CITY’S ownership of rights provided herein.

B. Termination for Breach of Contract

1. Except as provided in PSC-6, if CONTRACTOR fails to perform any
of the provisions of this Contract or so fails to make progress as to
endanger timely performance of this Contract, CITY may give
CONTRACTOR written notice of the default. CITY’S default notice
will indicate whether the default may be cured and the time period to
cure the default to the sole satisfaction of CITY. Additionally, CITY’S
default notice may offer CONTRACTOR an opportunity to provide
CITY with a plan to cure the default, which shall be submitted to CITY
within the time period allowed by CITY. At CITY’S sole discretion,
CITY may accept or reject CONTRACTOR’S plan. If the default
cannot be cured or if CONTRACTOR fails to cure within the period
allowed by CITY, then CITY may terminate this Contract due to
CONTRACTOR’S breach of this Contract.

2. If the default under this Contract is due to CONTRACTOR'’S failure
to maintain the insurance required under this Contract,
CONTRACTOR shall immediately: (1) suspend performance of any
services under this Contract for which insurance was required; and
(2) notify its employees and Subcontractors of the loss of insurance
coverage and Contractor's obligation to suspend performance of
services. CONTRACTOR shall not recommence performance until
CONTRACTOR is fully insured and in compliance with CITY’S
requirements.
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3. If a federal or state proceeding for relief of debtors is undertaken by
or against CONTRACTOR, or if CONTRACTOR makes an
assignment for the benefit of creditors, then CITY may immediately
terminate this Contract.

4. If CONTRACTOR engages in any dishonest conduct related to the
performance or administration of this Contract or violates CITY’S
laws, regulations or policies relating to lobbying, then CITY may
immediately terminate this Contract.

5. Acts of Moral Turpitude

a.

STANDARD PROVISIONS

CONTRACTOR shall immediately notify CITY if
CONTRACTOR or any Key Person, as defined below, is
charged with, indicted for, convicted of, pleads nolo
contendere to, or forfeits bail or fails to appear in court for a
hearing related to, any act which constitutes an offense
involving moral turpitude under federal, state, or local laws
(“Act of Moral Turpitude”).

If CONTRACTOR or a Key Person is convicted of, pleads nolo
contendere to, or forfeits bail or fails to appear in court for a
hearing related to, an Act of Moral Turpitude, CITY may
immediately terminate this Contract.

If CONTRACTOR or a Key Person is charged with or indicted
for an Act of Moral Turpitude, CITY may terminate this
Contract after providing CONTRACTOR an opportunity to
present evidence of CONTRACTOR’S ability to perform under
the terms of this Contract.

Acts of Moral Turpitude include, but are not limited to: violent
felonies as defined by Penal Code Section 667.5, crimes
involving weapons, crimes resulting in serious bodily injury or
death, serious felonies as defined by Penal Code Section
1192.7, and those crimes referenced in the Penal Code and
articulated in California Public Resources Code Section
5164(a)(2); in addition to and including acts of murder, rape,
sexual assault, robbery, kidnapping, human trafficking,
pimping, voluntary manslaughter, aggravated assault, assault
on a peace officer, mayhem, fraud, domestic abuse, elderly
abuse, and child abuse, regardless of whether such acts are
punishable by felony or misdemeanor conviction.
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e. For the purposes of this provision, a Key Person is a principal,
officer, or employee assigned to this Contract, or owner
(directly or indirectly, through one or more intermediaries) of
ten percent or more of the voting power or equity interests of
CONTRACTOR.

6. In the event CITY terminates this Contract as provided in this section,
CITY may procure, upon such terms and in the manner as CITY may
deem appropriate, services similar in scope and level of effort to
those so terminated, and CONTRACTOR shall be liable to CITY for
all of its costs and damages, including, but not limited to, any excess
costs for such services.

7. If, after notice of termination of this Contract under the provisions of
this section, it is determined for any reason that CONTRACTOR was
not in default under the provisions of this section, or that the default
was excusable under the terms of this Contract, the rights and
obligations of the parties shall be the same as if the notice of
termination had been issued pursuant to PSC-9(A) Termination for
Convenience.

8. The rights and remedies of CITY provided in this section shall not be
exclusive and are in addition to any other rights and remedies
provided by law or under this Contract.

C. In the event that this Contract is terminated, CONTRACTOR shall
immediately notify all employees and Subcontractors, and shall notify in
writing all other parties contracted with under the terms of this Contract
within five working days of the termination.

PSC-10. Independent Contractor

CONTRACTOR is an independent contractor and not an agent or employee of CITY.
CONTRACTOR shall not represent or otherwise hold out itself or any of its directors,
officers, partners, employees, or agents to be an agent or employee of CITY.

PSC-11. Contractor's Personnel

Unless otherwise approved by CITY, CONTRACTOR shall use its own employees to
perform the services described in this Contract. CITY has the right to review and approve
any personnel who are assigned to work under this Contract. CONTRACTOR shall
remove personnel from performing work under this Contract if requested to do so by CITY.

CONTRACTOR shall not use Subcontractors to assist in performance of this Contract
without the prior written approval of CITY. If CITY permits the use of Subcontractors,
CONTRACTOR shall remain responsible for performing all aspects of this Contract and
paying all Subcontractors. CITY has the right to approve CONTRACTOR’S
Subcontractors, and CITY reserves the right to request replacement of any
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Subcontractor. CITY does not have any obligation to pay CONTRACTOR’S
Subcontractors, and nothing herein creates any privity of contract between CITY and any
Subcontractor.

PSC-12. Assignment and Delegation

CONTRACTOR may not, unless it has first obtained the written permission of CITY:

A. Assign or otherwise alienate any of its rights under this Contract, including
the right to payment; or

B. Delegate, subcontract, or otherwise transfer any of its duties under this
Contract.

PSC-13. Permits

CONTRACTOR and its directors, officers, partners, agents, employees, and
Subcontractors, shall obtain and maintain all licenses, permits, certifications and other
documents necessary for CONTRACTOR'S performance of this Contract.
CONTRACTOR shall immediately notify CITY of any suspension, termination, lapses,
non-renewals, or restrictions of licenses, permits, certificates, or other documents that
relate to CONTRACTOR’S performance of this Contract.

PSC-14. Claims for Labor and Materials

CONTRACTOR shall promptly pay when due all amounts owed for labor and materials
furnished in the performance of this Contract so as to prevent any lien or other claim under
any provision of law from arising against any CITY property (including reports, documents,
and other tangible or intangible matter produced by CONTRACTOR hereunder), and shall
pay all amounts due under the Unemployment Insurance Act or any other applicable law
with respect to labor used to perform under this Contract.

PSC-15. Current Los Angeles City Business Tax Reqistration Certificate Required

For the duration of this Contract, CONTRACTOR shall maintain valid Business Tax
Registration Certificate(s) as required by CITY'S Business Tax Ordinance, Section 21.00
et seq. of the Los Angeles Municipal Code (“LAMC”), and shall not allow the Certificate
to lapse or be revoked or suspended.

PSC-16. Retention of Records, Audit and Reports

CONTRACTOR shall maintain all records, including records of financial transactions,
pertaining to the performance of this Contract, in their original form or as otherwise
approved by CITY. These records shall be retained for a period of no less than three
years from the later of the following: (1) final payment made by CITY, (2) the expiration of
this Contract or (3) termination of this Contract. The records will be subject to examination
and audit by authorized CITY personnel or CITY’S representatives at any time.
CONTRACTOR shall provide any reports requested by CITY regarding
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performance of this Contract. Any subcontract entered into by CONTRACTOR for work
to be performed under this Contract must include an identical provision.

In lieu of retaining the records for the term as prescribed in this provision, CONTRACTOR
may, upon CITY’S written approval, submit the required information to CITY in an
electronic format, e.g. USB flash drive, at the expiration or termination of this Contract.

PSC-17. Bonds

All bonds required by CITY shall be filed with the Office of the City Administrative Officer,
Risk Management for its review and acceptance in accordance with Los Angeles
Administrative Code (“LAAC”) Sections 11.47 et seq., as amended from to time.

PSC-18. Indemnification

Except for the active negligence or willful misconduct of CITY, or any of its boards,
officers, agents, employees, assigns and successors in interest, CONTRACTOR shall
defend, indemnify and hold harmless CITY and any of its boards, officers, agents,
employees, assigns, and successors in interest from and against all lawsuits and causes
of action, claims, losses, demands and expenses, including, but not limited to, attorney's
fees (both in house and outside counsel) and cost of litigation (including all actual litigation
costs incurred by CITY, including but not limited to, costs of experts and consultants),
damages or liability of any nature whatsoever, for death or injury to any person, including
CONTRACTOR'S employees and agents, or damage or destruction of any property of
either party hereto or of third parties, arising in any manner by reason of an act, error, or
omission by CONTRACTOR, Subcontractors, or their boards, officers, agents,
employees, assigns, and successors in interest. The rights and remedies of CITY
provided in this section shall not be exclusive and are in addition to any other rights and
remedies provided by law or under this Contract. This provision will survive expiration or
termination of this Contract.

PSC-19. Intellectual Property Indemnification

CONTRACTOR, at its own expense, shall defend, indemnify, and hold harmless the
CITY, and any of its boards, officers, agents, employees, assigns, and successors in
interest from and against all lawsuits and causes of action, claims, losses, demands and
expenses, including, but not limited to, attorney's fees (both in house and outside counsel)
and cost of litigation (including all actual litigation costs incurred by CITY, including but
not limited to, costs of experts and consultants), damages or liability of any nature arising
out of the infringement, actual or alleged, direct or contributory, of any intellectual property
rights, including, without limitation, patent, copyright, trademark, trade secret, right of
publicity, and proprietary information: (1) on or in any design, medium, matter, article,
process, method, application, equipment, device, instrumentation, software, hardware, or
firmware used by CONTRACTOR, or its Subcontractors, in performing the work under
this Contract; or (2) as a result of CITY’S actual or intended use of any Work Product (as
defined in PSC-21) furnished by CONTRACTOR, or its Subcontractors, under this
Contract. The rights and remedies of CITY provided in this section shall not be exclusive
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and are in addition to any other rights and remedies provided by law or under this
Contract. This provision will survive expiration or termination of this Contract.

PSC-20. Intellectual Property Warranty

CONTRACTOR represents and warrants that its performance of all obligations under this
Contract does not infringe in any way, directly or contributorily, upon any third party’s
intellectual property rights, including, without limitation, patent, copyright, trademark, trade
secret, right of publicity and proprietary information.

PSC-21. Ownership and License

Unless otherwise provided for herein, all finished and unfinished works, tangible or not,
created under this Contract including, without limitation, documents, materials, data,
reports, manuals, specifications, artwork, drawings, sketches, blueprints, studies,
memoranda, computation sheets, computer programs and databases, schematics,
photographs, video and audiovisual recordings, sound recordings, marks, logos, graphic
designs, notes, websites, domain names, inventions, processes, formulas, matters and
combinations thereof, and all forms of intellectual property originated and prepared by
CONTRACTOR or its Subcontractors under this Contract (each a “Work Product”’;
collectively “Work Products”) shall be and remain the exclusive property of CITY for its
use in any manner CITY deems appropriate. CONTRACTOR hereby assigns to CITY all
goodwill, copyright, trademark, patent, trade secret and all other intellectual property
rights worldwide in any Work Products originated and prepared under this Contract.
CONTRACTOR further agrees to execute any documents necessary for CITY to perfect,
memorialize, or record CITY’S ownership of rights provided herein.

CONTRACTOR agrees that a monetary remedy for breach of this Contract may be
inadequate, impracticable, or difficult to prove and that a breach may cause CITY
irreparable harm. CITY may therefore enforce this requirement by seeking injunctive relief
and specific performance, without any necessity of showing actual damage or irreparable
harm. Seeking injunctive relief or specific performance does not preclude CITY from
seeking or obtaining any other relief to which CITY may be entitled.

For all Work Products delivered to CITY that are not originated or prepared by
CONTRACTOR or its Subcontractors under this Contract, CONTRACTOR shall secure
a grant, at no cost to CITY, for a non-exclusive perpetual license to use such Work
Products for any CITY purposes.

CONTRACTOR shall not provide or disclose any Work Product to any third party without
prior written consent of CITY.

Any subcontract entered into by CONTRACTOR relating to this Contract shall include this
provision to contractually bind its Subcontractors performing work under this Contract
such that CITY’S ownership and license rights of all Work Products are preserved and
protected as intended herein.
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PSC-22. Data Protection

A. CONTRACTOR shall protect, using the most secure means and technology
that is commercially available, CITY-provided data or consumer-provided
data acquired in the course and scope of this Contract, including but not
limited to customer lists and customer credit card or consumer data,
(collectively, the “City Data”). CONTRACTOR shall notify CITY in writing as
soon as reasonably feasible, and in any event within twenty-four hours, of
CONTRACTOR’S discovery or reasonable belief of any unauthorized
access of City Data (a “Data Breach”), or of any incident affecting, or
potentially affecting City Data related to cyber security (a “Security
Incident”), including, but not limited to, denial of service attack, and system
outage, instability or degradation due to computer malware or virus.
CONTRACTOR shall begin remediation immediately. CONTRACTOR shall
provide daily updates, or more frequently if required by CITY, regarding
findings and actions performed by CONTRACTOR until theData Breach or
Security Incident has been effectively resolved to CITY’S satisfaction.
CONTRACTOR shall conduct an investigation of the Data Breach or
Security Incident and shall share the report of the investigation with CITY.
At CITY’S sole discretion, CITY and its authorized agents shall have the
right to lead or participate in the investigation. CONTRACTOR shall
cooperate fully with CITY, its agents and law enforcement.

B. If CITY is subject to liability for any Data Breach or Security Incident, then
CONTRACTOR shall fully indemnify and hold harmless CITY and defend
against any resulting actions.

PSC-23. Insurance

During the term of this Contract and without limiting CONTRACTOR'S obligation to
indemnify, hold harmless and defend CITY, CONTRACTOR shall provide and maintain
at its own expense a program of insurance having the coverages and limits not less than
the required amounts and types as determined by the Office of the City Administrative
Officer of Los Angeles, Risk Management (template Form General 146 in Exhibit 1
hereto). The insurance must: (1) conform to CITY’S requirements; (2) comply with the
Insurance Contractual Requirements (Form General 133 in Exhibit 1 hereto); and (3)
otherwise be in a form acceptable to the Office of the City Administrative Officer, Risk
Management. CONTRACTOR shall comply with all Insurance Contractual Requirements
shown on Exhibit 1 hereto. Exhibit 1 is hereby incorporated by reference and made a part
of this Contract.

PSC-24. Best Terms

Throughout the term of this Contract, CONTRACTOR, shall offer CITY the best terms,
prices, and discounts that are offered to any of CONTRACTOR’S customers for similar
goods and services provided under this Contract.

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 1/25 [v.2]) 9 ATTACHMENT A



PSC-25. Warranty and Responsibility of Contractor

CONTRACTOR warrants that the work performed hereunder shall be completed in a
manner consistent with professional standards practiced among those firms within
CONTRACTOR’S profession, doing the same or similar work under the same or similar
circumstances.

PSC-26. Mandatory Provisions Pertaining to Non-Discrimination in Employment

Unless otherwise exempt, this Contract is subject to the applicable non-discrimination,
equal benefits, equal employment practices, and affirmative action program provisions in
LAAC Section 10.8 et seq., as amended from time to time.

A. CONTRACTOR shall comply with the applicable non-discrimination and
affirmative action provisions of the laws of the United States of America, the
State of California, and CITY. In performing this Contract, CONTRACTOR
shall not discriminate in any of its hiring or employment practices against
any employee or applicant for employment because of such person’s race,
color, religion, national origin, ancestry, sex, sexual orientation, gender,
gender identity, age, disability, domestic partner status, marital status or
medical condition.

B. The requirements of Section 10.8.2.1 of the LAAC, the Equal Benefits
Ordinance, and the provisions of Section 10.8.2.1(f) are incorporated and
made a part of this Contract by reference.

C. The provisions of Section 10.8.3 of the LAAC are incorporated and made a
part of this Contract by reference and will be known as the “Equal
Employment Practices” provisions of this Contract.

D. The provisions of Section 10.8.4 of the LAAC are incorporated and made a
part of this Contract by reference and will be known as the “Affirmative
Action Program” provisions of this Contract.

Any subcontract entered into by CONTRACTOR for work to be performed under this
Contract must include an identical provision.

PSC-27. Child Support AssignmentOrders

CONTRACTOR shall comply with the Child Support Assignment Orders Ordinance,
Section 10.10 of the LAAC, as amended from time to time. Pursuant to Section 10.10(b)
of the LAAC, CONTRACTOR shall fully comply with all applicable State and Federal
employment reporting requirements. Failure of CONTRACTOR to comply with all
applicable reporting requirements or to implement lawfully served Wage and Earnings
Assignment or Notices of Assignment, or the failure of any principal owner(s) of
CONTRACTOR to comply with any Wage and Earnings Assignment or Notices of
Assignment applicable to them personally, shall constitute a default by the
CONTRACTOR under this Contract. Failure of CONTRACTOR or principal owner to cure

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 1/25 [v.2]) 10 ATTACHMENT A



the default within 90 days of the notice of default will subject this Contract to termination
for breach. Any subcontract entered into by CONTRACTOR for work to be performed
under this Contract must include an identical provision.

PSC-28. Living Wage Ordinance

CONTRACTOR shall comply with the Living Wage Ordinance, LAAC Section 10.37 et
seq., as amended from time to time. CONTRACTOR further agrees that it shall comply
with federal law proscribing retaliation for union organizing. Any subcontract entered into
by CONTRACTOR for work to be performed under this Contract must include an identical
provision.

PSC-29. Service Contractor Worker Retention Ordinance

CONTRACTOR shall comply with the Service Contractor Worker Retention Ordinance,
LAAC Section 10.36 et seq., as amended from time to time. Any subcontract entered into
by CONTRACTOR for work to be performed under this Contract must include an identical
provision.

PSC-30. Access and Accommodations

CONTRACTOR represents and certifies that:

A. CONTRACTOR shall comply with the Americans with Disabilities Act, as
amended, 42 U.S.C. Section 12101 et seq., the Rehabilitation Act of 1973,
as amended, 29 U.S.C. Section 701 et seq., the Fair Housing Act, and its
implementing regulations and any subsequent amendments, and California
Government Code Section 11135;

B. CONTRACTOR shall not discriminate on the basis of disability or on the
basis of a person’s relationship to, or association with, a person who has a
disability;

C. CONTRACTOR shall provide reasonable accommodation upon request to
ensure equal access to CITY-funded programs, services and activities;

D. Construction will be performed in accordance with the Uniform Federal
Accessibility Standards (UFAS), 24 C.F.R. Part 40; and

E. The buildings and facilities used to provide services under this Contract are
in compliance with the federal and state standards for accessibility as set
forth in the 2010 ADA Standards, California Title 24, Chapter 11, or other
applicable federal and state law.

CONTRACTOR understands that CITY is relying upon these certifications and
representations as a condition to funding this Contract. Any subcontract entered into by
CONTRACTOR for work to be performed under this Contract must include an identical
provision.

STANDARD PROVISIONS
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under the Contract, and the principals of those Subcontractors (the “Restricted Persons”)
shall comply with Charter Section 470(c)(12) and LAMC Section 49.7.35. Failure to
comply entitles CITY to terminate this Contract and to pursue all available legal remedies.
Charter Section 470(c)(12) and LAMC Section 49.7.35 limit the ability of the Restricted
Persons to make campaign contributions to and engage in fundraising for certain elected
CITY officials or candidates for elected CITY office for twelve months after this Contract
is signed. Additionally, a CONTRACTOR subject to Charter Section 470(c)(12) is required
to comply with disclosure requirements by submitting a completed and signed Ethics
Commission Form 55 and to amend the information in that form as specified by law. Any
CONTRACTOR subject to Charter Section 470(c)(12) shall include the following notice in
any contract with any Subcontractor expected to receive at least $100,000 for
performance under this Contract:

“Notice Regarding Restrictions on Campaign Contributions and Fundraising
in City Elections

You are a subcontractor on City of Los Angeles Contract #

. Pursuant to the City of Los Angeles Charter Section
470(c)(12) and related ordinances, you and your principals are prohibited from
making campaign contributions to and fundraising for certain elected City of
Los Angeles (“CITY”) officials and candidates for elected CITY office for twelve
months after the CITY contract is signed. You are required to provide the
names and contact information of your principals to the CONTRACTOR and
to amend that information within ten business days if it changes during the
twelve month time period. Failure to comply may result in termination of this
Contract and any other available legal remedies. Information about the
restrictions may be found online at ethics.lacity.org or by calling the Los
Angeles City Ethics Commission at (213) 978-1960.”

PSC-38. Contractors’ Use of Criminal History for Consideration of
Employment Applications

CONTRACTOR shall comply with the City Contractors’ Use of Criminal History for
Consideration of Employment Applications Ordinance, LAAC Section 10.48 et seq., as
amended from time to time. Any subcontract entered into by CONTRACTOR for work to
be performed under this Contract must include an identical provision.

PSC-39. Limitation of City's Obligation to Make Payment to Contractor

Notwithstanding any other provision of this Contract, including any exhibits or attachments
incorporated therein, and in order for CITY to comply with its governing legal
requirements, CITY shall have no obligation to make any payments to CONTRACTOR
unless CITY shall have first made an appropriation of funds equal to or in excess of its
obligation to make any payments as provided in this Contract. CONTRACTOR agrees
that any services provided by CONTRACTOR, purchases made by CONTRACTOR or
expenses incurred by CONTRACTOR in excess of the appropriation(s) shall be free and
without charge to CITY and CITY shall have no obligation to pay for the services,
purchases or expenses. CONTRACTOR shall have no obligation to provide any services,

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 1/25 [v.2]) 13 ATTACHMENT A


ethics.lacity.org

provide any equipment or incur any expenses in excess of the appropriated amount(s)
until CITY appropriates additional funds for this Contract.

PSC-40. Compliance with Identity Theft Laws and Payment Card Data
Security Standards

CONTRACTOR shall comply with all identity theft laws including without limitation, laws
related to: (1) payment devices; (2) credit and debit card fraud; and (3) the Fair and
Accurate Credit Transactions Act (“FACTA”), including its requirement relating to the
content of transaction receipts provided to Customers. CONTRACTOR also shall comply
with all requirements related to maintaining compliance with Payment Card Industry Data
Security Standards (“PCI DSS”). During the performance of any service to install, program
or update payment devices equipped to conduct credit or debit card transactions,
including PCI DSS services, CONTRACTOR shall verify proper truncation of receipts in
compliance with FACTA.

PSC-41. Compliance with California Public Resources Code Section 5164

California Public Resources Code Section 5164 prohibits a public agency from hiring a
person for employment or as a volunteer to perform services at any park, playground, or
community center used for recreational purposes in a position that has supervisory or
disciplinary authority over any minor, if the person has been convicted of certain crimes
as referenced in the Penal Code, and articulated in California Public Resources Code
Section 5164(a)(2).

If applicable, CONTRACTOR shall comply with California Public Resources Code Section
5164, and shall additionally adhere to all rules and regulations that have been adopted or
that may be adopted by CITY. CONTRACTOR is required to have all employees,
volunteers and Subcontractors (including all employees and volunteers of any
Subcontractor) of CONTRACTOR working on premises to pass a fingerprint and
background check through the California Department of Justice at CONTRACTOR’S sole
expense, indicating that such individuals have never been convicted of certain crimes as
referenced in the Penal Code and articulated in California Public Resources Code Section
5164(a)(2), if the individual will have supervisory or disciplinary authority over any minor.

PSC-42. Possessory Interests Tax

Rights granted to CONTRACTOR by CITY may create a possessory interest.
CONTRACTOR agrees that any possessory interest created may be subject to California
Revenue and Taxation Code Section 107.6 and a property tax may be levied on that
possessory interest. If applicable, CONTRACTOR shall pay the property tax.
CONTRACTOR acknowledges that the notice required under California Revenue and
Taxation Code Section 107.6 has been provided.

STANDARD PROVISIONS
FOR CITY CONTRACTS (Rev. 1/25 [v.2]) 14 ATTACHMENT A



PSC-43. Confidentiality

All documents, information, City Data (as that term is defined in PSC-22), and materials
provided to CONTRACTOR by CITY or developed by CONTRACTOR pursuant to this
Contract (collectively “Confidential Information”) are confidential. CONTRACTOR shall not
provide, and shall prohibit its employees and subcontractors from providing or disclosing,
any Confidential Information or their contents or any information therein either orally or in
writing, to any person or entity, except as authorized by CITY or as required by law.
CONTRACTOR shall immediately notify CITY of any attempt by a third party to obtain
access to any Confidential Information. This provision will survive expiration or termination
of this Contract.

PSC-44. Contractor Data Reporting

If Contractor is a for-profit, privately owned business, Contractor shall, within 30 days of the
effective date of the Contract and on an annual basis thereafter (i.e., within 30 days of the
annual anniversary of the effective date of the Contract), report the following information to
City via the Regional Alliance Marketplace for Procurement (“RAMP”) or via another method
specified by City: Contractor's and any Subcontractor's annual revenue, number of
employees, location, industry, race/ethnicity and gender of majority owner
(“Contractor/Subcontractor Information”). Contractor shall further request, on an annual
basis, that any Subcontractor input or update its business profile, including the
Contractor/Subcontractor Information, on RAMP or via another method prescribed by City.

STANDARD PROVISIONS
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Form Gen. 133 (Rev. 10/17)

self-insurance in accordance with the provisions of that Code, and that it will comply with such
provisions at all time during the performance of the work pursuant to this Contract.

7. California Licensee. All insurance must be provided by an insurer admitted to do business in
California or written through a California-licensed surplus lines broker or through an insurer otherwise
acceptable to the CITY. Non-admitted coverage must contain a Service of Suit clause in which the
underwriters agree to submit as necessary to the jurisdiction of a California court in the event of a
coverage dispute. Service of process for this purpose must be allowed upon an agent in California
designated by the insurer or upon the California Insurance Commissioner.

8. Aggregate Limits/Impairment. If any of the required insurance coverages contain annual
aggregate limits, CONTRACTOR must give the CITY written notice of any pending claim or lawsuit
which will materially diminish the aggregate within thirty (30) days of knowledge of same. You must
take appropriate steps to restore the impaired aggregates or provide replacement insurance protection
within thirty (30) days of knowledge of same. The CITY has the option to specify the minimum
acceptable aggregate limit for each line of coverage required. No substantial reductions in scope of
coverage which may affect the CITY’S protection are allowed without the CITY’S prior written consent.

9. Commencement of Work. For purposes of insurance coverage only, this Contract will be deemed
to have been executed immediately upon any party hereto taking any steps that can be considered to
be in furtherance of or towards performance of this Contract. The requirements in this Section
supersede all other sections and provisions of this Contract, including, but not limited to, PSC-3, to the
extent that any other section or provision conflicts with or impairs the provisions of this Section.
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Required Insurance and Minimum Limits

Name: GMV Syncromatics Corp. Date- 05/13/2022

Agreement/Reference: RFP: Enhanced Transit Technology

Evidence of coverages checked below, with the specified minimum limits, must be submitted and approved prior to
occupancy/start of operations. Amounts shown are Combined Single Limits ("CSLs"). For Automobile Liability, split
limits may be substituted for a CSL if the total per occurrence equals or exceeds the CSL amount.

Limits

_{_ Workers' Compensation - Workers' Compensation (WC) and Employer's Liability (EL)
WC _Statutory
EL _ $1,000,000

Waiver of Subrogation in favor of City [ Longshore & Harbor Workers
] Jones Act

¥ General Liability _City of Los Angeles must be named as Additional Insured $2,000,000

Products/Completed Operations [] Sexual Misconduct

[ Fire Legal Liability

O
.L/_ Automobile Liability (for any and all vehicles used for this contract, other than commuting to/from work) $1,000,000
_!_ Professional Liability (Errors and Omissions) $1,000,000

Discovery Period 12 Months After Completion of Work or Date of Termination

—  Property Insurance (to cover replacement cost of building - as determined by insurance company)

[JAll Risk Coverage [ Boiler and Machinery
[Flood ] Builder's Risk
CEarthquake_ O
— Pollution Liability
O
—  Surety Bonds - Performance and Payment (Labor and Materials) Bonds 100% of the contract price

_ Crime Insurance

Other:

Umbrelia Liability = $5 Million
_B. Cyber Security Insurance Requirements:
1. Technology Errors and Omissions Liability and Professional Misconduct Liability - limits not less than $ 1
million per occurrence.

2. Unauthorized Computer Access, Security and Privacy Liability, Network Interruption, and Cyber Extortion -
limits not less than $1 Million per occurrence.
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PART 1 — Federal Transit Administration (FTA) Contracting
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SAM.GOV
http://www.sam.gov/
http://www.sam.gov/
https://fedgov.dnb.com/webform/pages/CCRSearch.jsp
https://fsd.gov/fsd-gov/answer.do?sysparm_kbid=d2d02a7e6f585100211956532e3ee44a&sysparm_search=notarized
https://www.sam.gov/sam/transcript/Quick_Guide_for_Updating_or_Renewing_CCR-SAM_Registrations.pdf

Certification for Suspension and Debarment

CERTIFICATION REGARDING DEBARMENT, SUSPENSION,
INELIGIBILITY and VOLUNTARY EXCLUSION
LOWER TIER COVERED TRANSACTION

(To be submitted with all bids exceeding $25,000.)

(1) The prospective lower tier participant (Bidder/Contractor) certifies, by submission of this bid
or proposal, that neither it nor its principals is presently debarred, suspended, proposed for
debarment, declared ineligible, or voluntarily excluded from participation in this transaction
by any Federal department or agency.

(2) The prospective Bidder/Contractor also certifies by submission of this bid or proposal that all
subcontractors and suppliers (this requirement flows down to all subcontracts at all levels)

are not presently debarred. suspended. proposed for debarment, declared ineligible. or
voluntarily excluded from participation in this transaction by any Federal department or

4gency.

(3) Where the prospective lower tier participant (Bidder/Contractor) is unable to certify to any of
the statements in this certification, such prospective participant shall attach an explanation to
this bid or proposal.

The lower tier participant (Bidder/Contractor), , certifies or affirms
the truthfulness and accuracy of this statement of its certification and disclosure, if any.

DATE
SIGNATURE
COMPANY
NAME
TITLE
State of
County of
Subscribed and sworn to before me this ___ day of , 20
Notary Public

My Appointment Expires













BIDDER/PROPOSER:

C. Submittals

If Bidder/Proposer marked Section A.2 above, Bidder/Proposer understands and
acknowledges that it must submit (1) its Anti-drug Use and Alcohol Misuse Program
and (2) its Drug and Alcohol Testing Program to LADOT for review and approval prior
to contract award.

Bidder/Proposer Initials

D. Signatures

Bidder/Proposer:

Authorized Representative:

Signature of Authorized Representative:

Title:

Date:

Page 2 of 2



FEDERAL TRANSIT ADMINISTRATION (FTA) CONTRACTUAL PROVISIONS
Part 2- Federal Transit Administration (FTA) Required Clauses
(REVISED 6.6.2024)



FTA Clauses — Service & Operations

Fly America

Charter Service

School Bus Operations

Energy Conservation

Clean Air, Federal Water Pollution Control Act

Anti-Lobbying

Solid Wastes

Access to Records and Reports

Federal Changes

Recycled Products

Contract Work Hours and Safety Standards Act

Rights to Inventions Made Under a Contract or Agreement

Procurement of recovered materials

Simplified Acquisition Threshold

Special Notification Requirements for States

Prohibition on certain telecommunications and video surveillance
services or equipment

Notification to FTA; Flow Down Requirement

No Federal Government Obligations to Third Parties

Program Fraud and False or Fraudulent Statements and Related Acts

Termination

Debarment and Suspension (Non-procurement)

Privacy Act

Civil Rights Laws and Regulations

Violation and Breach of Contract




Public Transportation Employee Protective Arrangements

Davis-Bacon Act

Disadvantaged Business Enterprises (DBE)

Prompt Payment

Federal Tax Liability and Recent Felony Convictions

Incorporation of Federal Transit Administration (FTA) Terms

Drug and Alcohol Testing

Full and Open Competition

Prohibition Against Exclusionary or Discriminatory Specifications

Conformance with ITS National Architecture

Patent Rights and Rights in Data

Americans with Disabilities Act (ADA)

Notification of Federal Participation

Interest of Member or Delegates to Congress

Ineligible Contractors and Subcontractors

Veterans Preference

Other Contract Requirements

Compliance with Federal Regulations

Access to Services for Persons with Limited English Proficiency

Environmental Justice

Geographic Information and Related Spatial Data

Geographic Preference

Organizational Conflicts of Interest

Federal Single Audit Requirements

Safe Operation of Motor Vehicles
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FEDERALLY REQUIRED AND OTHER CONTRACT CLAUSES FOR TRANSIT PROJECTS
FUNDED THROUGH THE FEDERAL TRANSIT ADMINISTRATION (FTA)

Notification of Federal Participation

The selected team of consultants/contractors for this project are subject to financial assistance
obligations between the City of Los Angeles Department of Transportation (LADOT or the
Agency) and the FTA of the U.S. Department of Transportation. All laws, regulations, guidelines,
and provisions of the financial assistance agreement will apply to this Contract.

The following clauses are applicable to this contract and are part of the contract requirements.

Each clause has flow down requirements. These requirements state responsibilities under
Federal laws, regulations, or directives, of third-party contractors and their contracts at every
tier and sub-recipients and their sub-agreements at every tier.

FLY AMERICA
a) Definitions. As used in this clause—

1) “International air transportation” means transportation by air between a place in the United
States and a place outside the United States or between two places both of which are outside
the United States.

2) “United States” means the 50 States, the District of Columbia, and outlying areas. 3)
“U.S.flag air carrier” means an air carrier holding a certificate under 49 U.S.C. Chapter 411. b)
When Federal funds are used to fund travel, Section 5 of the International Air Transportation
Fair Competitive Practices Act of 1974 (49 U.S.C. 40118) (Fly America Act) requires contractors,
Agencys, and others use U.S.-flag air carriers for U.S. Government-financed international air
transportation of personnel (and their personal effects) or property, to the extent that service
by those carriers is available. It requires the Comptroller General of the United States, in the
absence of satisfactory proof of the necessity for foreign-flag air transportation, to disallow
expenditures from funds, appropriated or otherwise established for the account of the United
States, for international air transportation secured aboard a foreign-flag air carrier if a U.S.-flag
air carrier is available to provide such services. ¢) If available, the Contractor, in performing
work under this contract, shall use U.S.-flag carriers for international air transportation of
personnel (and their personal effects) or property. d) In the event that the Contractor selects a
carrier other than a U.S.-flag air carrier for international air transportation, the Contractor shall
include a statement on vouchers involving such transportation essentially as follows:

Statement of Unavailability of U.S.-Flag Air Carriers International air transportation of persons
(and their personal effects) or property by U.S.-flag air carrier was not available or it was
necessary to use foreign-flag air carrier service for the following reasons. See FAR § 47.403.
[State reasons]: e) Contractor shall include the substance of this clause, including this
paragraph (e), in each subcontract or purchase under this contract that may involve
international air transportation.
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CHARTER SERVICE

The contractor agrees to comply with 49 U.S.C. 5323(d), 5323(r), and 49 C.F.R. part 604, which
provides that Recipients and subrecipients of FTA assistance are prohibited from providing
charter service using federally funded equipment or facilities if there is at least one private
charter operator willing and able to provide the service, except as permitted under: 1. Federal
transit laws, specifically 49 U.S.C. § 5323(d); 2. FTA regulations, “Charter Service,” 49 C.F.R. part
604; 3. Any other federal Charter Service regulations; or 4. Federal guidance, except as FTA
determines otherwise in writing.

The contractor agrees that if it engages in a pattern of violations of FTA's Charter Service
regulations, FTA may require corrective measures or impose remedies on it. These corrective
measures and remedies may include: 1. Barring it or any subcontractor operating public
transportation under its Award that has provided prohibited charter service from receiving
federal assistance from FTA; 2. Withholding an amount of federal assistance as provided by
Appendix D to part 604 of FTA's Charter Service regulations; or 3. Any other appropriate
remedy that may apply.

The contractor should also include the substance of this clause in each subcontract that may
involve operating public transit services.

SCHOOL BUS OPERATIONS

The contractor agrees to comply with 49 U.S.C. 5323(f), and 49 C.F.R. part 604, and not engage
in school bus operations using federally funded equipment or facilities in competition with
private operators of school buses, except as permitted under: 1. Federal transit laws,
specifically 49 U.S.C. § 5323(f); 2. FTA regulations, “School Bus Operations,” 49 C.F.R. part 605;
3. Any other Federal School Bus regulations; or 4. Federal guidance, except as FTA determines
otherwise in writing.

If Contractor violates this School Bus Agreement, FTA may:
1. Bar the Contractor from receiving Federal assistance for public transportation; or 2.
Require the contractor to take such remedial measures as FTA considers appropriate.

When operating exclusive school bus service under an allowable exemption, the contractor may
not use federally funded equipment, vehicles, or facilities.

The Contractor should include the substance of this clause in each subcontract or purchase
under this contract that may operate public transportation services.

ENERGY CONSERVATION

The contractor agrees to comply with mandatory standards and policies relating to energy
efficiency, which are contained in the state energy conservation plan issued in compliance with
the Energy Policy and Conservation Act.

CLEAN AIR ACT AND FEDERAL WATER POLLUTION CONTROL ACT
The Contractor agrees to comply with all applicable standards, orders, or regulations issued
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pursuant to the Clean Air Act (42 U.S.C. § 7401-7671q) and the Federal Water Pollution Control
Act as amended (33 U.S.C. § 1251-1387). Violations must be reported to FTA and the Regional
Office of the Environmental Protection Agency. The following applies for contracts of amounts
in excess of $150,000:

Clean Air Act

(1) The contractor agrees to comply with all applicable standards, orders or regulations issued
pursuant to the Clean Air Act, as amended, 42 U.S.C. § 7401 et seq.

(2) The contractor agrees to report each violation to the Agency and understands and agrees
that the Agency will, in turn, report each violation as required to assure notification to the
Agency, Federal Emergency Management Agency, and the appropriate Environmental
Protection Agency Regional Office.

(3) The contractor agrees to include these requirements in each subcontract exceeding
$150,000 financed in whole or in part with Federal assistance provided by FTA.

Federal Water Pollution Control Act

(1) The contractor agrees to comply with all applicable standards, orders or regulations issued
pursuant to the Federal Water Pollution Control Act, as amended, 33 U.S.C. 1251 et seq. (2)
The contractor agrees to report each violation to the Agency and understands and agrees
that the Agency will, in turn, report each violation as required to assure notification to the
Agency, Federal Emergency Management Agency, and the appropriate Environmental
Protection Agency Regional Office.

(3) The contractor agrees to include these requirements in each subcontract exceeding
$150,000 financed in whole or in part with Federal assistance provided by FTA.”

BYRD ANTI-LOBBYING AMENDMENT

Contractors who apply or bid for an award of $100,000 or more shall file the required
certification. Each tier certifies to the tier above that it will not and has not used Federal
appropriated funds to pay any person or organization for influencing or attempting to influence
an officer or employee of any agency, a member of Congress, officer or employee of Congress,
or an employee of a member of Congress in connection with obtaining any Federal contract,
grant, or any other award covered by 31 U.S.C. § 1352. Each tier shall also disclose any lobbying
with non-Federal funds that takes place in connection with obtaining any Federal award. Such
disclosures are forwarded from tier to tier up to the Agency.

SOLID WASTES

A Recipient that is a state agency or agency of a political subdivision of a state and its
contractors must comply with section 6002 of the Solid Waste Disposal Act, as amended by the
Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring
only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR Part
247 that contain the highest percentage of recovered materials practicable, consistent with
maintaining a satisfactory level of competition, where the purchase price of the item exceeds
$10,000 or the value of the quantity acquired during the preceding fiscal year exceeded
$10,000; procuring solid waste management services in a manner that maximizes energy and
resource recovery; and establishing an affirmative procurement program for procurement of
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CONTRACT WORK HOURS AND SAFETY STANDARDS ACT

a. Applicability: This requirement applies to all FTA grant and cooperative agreement programs.
b. Where applicable (see 40 U.S.C. § 3701), all contracts awarded by the non-Federal entity in
excess of $100,000 that involve the employment of mechanics or laborers must include a
provision for compliance with 40 U.S.C. §§ 3702 and 3704, as supplemented by Department of
Labor regulations at 29 C.F.R. Part 5. See 2 C.F.R. Part 200, Appendix II.

¢. Under 40 U.S.C. § 3702, each contractor must be required to compute the wages of every
mechanic and laborer on the basis of a standard work week of 40 hours. Work in excess of the
standard work week is permissible provided that the worker is compensated at a rate of not
less than one and a half times the basic rate of pay for all hours worked in excess of 40 hours
in the work week. d. The requirements of 40 U.S.C. § 3704 are applicable to construction
work and provide that no laborer or mechanic must be required to work in surroundings or
under working conditions which are unsanitary, hazardous or dangerous. These requirements
do not apply to the purchases of supplies or materials or articles ordinarily available on the
open market, or contracts for transportation or transmission of intelligence. e. The regulation
at 29 C.F.R. § 5.5(b) provides the required contract clause concerning compliance with the
Contract Work Hours and Safety Standards Act:

Compliance with the Contract Work Hours and Safety Standards Act.

(1) Overtime requirements. No contractor or subcontractor contracting for any part of the
contract work which may require or involve the employment of laborers or mechanics shall
require or permit any such laborer or mechanic in any workweek in which he or she is

employed on such work to work in excess of forty hours in such workweek unless such laborer
or mechanic receives compensation at a rate not less than one and one-half times the basic rate
of pay for all hours worked in excess of forty hours in such workweek.

(2) Violation; liability for unpaid wages; liquidated damages. In the event of any violation of the
clause set forth in paragraph (1) of this section the contractor and any subcontractor responsible
therefor shall be liable for the unpaid wages. In addition, such contractor and subcontractor
shall be liable to the United States (in the case of work done under contract for the District of
Columbia or a territory, to such District or to such territory), for liquidated damages. Such
liquidated damages shall be computed with respect to each individual laborer or mechanic,
including watchmen and guards, employed in violation of the clause set forth in paragraph (1)
of this section, in the sum of $10 for each calendar day on which such individual was required
or permitted to work in excess of the standard workweek of forty hours without payment of the
overtime wages required by the clause set forth in paragraph (1) of this section.

(3) Withholding for unpaid wages and liquidated damages. The agency shall upon its own action
or upon written request of an authorized representative of the Department of Labor withhold
or cause to be withheld, from any moneys payable on account of work performed by the
contractor or subcontractor under any such contract or any other Federal contract with the
same prime contractor, or any other federally-assisted contract subject to the Contract Work
Hours and Safety Standards Act, which is held by the same prime contractor, such sums as may
be determined to be necessary to satisfy any liabilities of such contractor or subcontractor for
unpaid wages and liquidated damages as provided in the clause set forth in paragraph (2) of



FTA Clauses for Service & Operations June 2024 Page 6 of 25

this section.

(4) Subcontracts. The contractor or subcontractor shall insert in any subcontracts the clauses
set forth in paragraph (1) through (4) of this section and also a clause requiring the
subcontractors to include these clauses in any lower tier subcontracts. The prime contractor
shall be responsible for compliance by any subcontractor or lower tier subcontractor with the
clauses set forth in paragraphs (1) through (4) of this section.”

RIGHTS TO INVENTIONS MADE UNDER A CONTRACT AGREEMENT

If the Federal award meets the definition of “funding agreement” under 37 CFR §401.2 (a) and
the Recipient or subrecipient wishes to enter into a contract with a small business firm or
nonprofit organization regarding the substitution of parties, assignment or performance of
experimental, developmental, or research work under that “funding agreement,” the recipient
or subrecipient must comply with the requirements of 37 CFR Part 401, “Rights to Inventions
Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts
and Cooperative Agreements,” and any implementing regulations issued by the awarding
agency.

PROCUREMENT OF RECOVERED MATERIALS

A non-Federal entity that is a state agency or agency of a political subdivision of a state and its
Contractors must comply with section 6002 of the Solid Waste Disposal Act, as amended by the
Resource Conservation and Recovery Act. The requirements of Section 6002 include procuring
only items designated in guidelines of the Environmental Protection Agency (EPA) at 40 CFR part
247 that contain the highest percentage of recovered materials practicable, consistent with
maintaining a satisfactory level of competition, where the purchase price of the item exceeds
$10,000 or the value of the quantity acquired by the preceding fiscal year exceeded $10,000;
procuring solid waste management services in a manner that maximizes energy and resource
recovery; and establishing an affirmative procurement program for procurement of recovered
materials identified in the EPA guidelines.

1. Environmentally Preferable Products Purchasing Program: In accordance with City of Los
Angeles Administrative Code Section 10.32 et seq., it is the policy of the City to specify
and purchase Environmentally Preferable Products and services where criteria have been
established by governmental or other widely recognized and respected third-party
authorities.

2. Suppliers and Contractors are encouraged to offer environmentally preferable products
and services at competitive prices, and to consider environmental impacts of service
delivery by using environmentally preferable products and delivery methods whenever
possible. Suppliers shall certify in writing the minimum, if not the exact percentage of
Recycled Material, both Post- Consumer Recycled Content and Secondary Waste, and
other environmental attributes in products to be provided in the performance of any
awarded contract. The supplier shall provide such certification even in instances in which
the product contains no Recycled Material or other environmental attributes. Failure to
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provide such certification shall result in the product being deemed to contain no

Recycled Material or Environmentally Preferable attributes.
SIMPLIFIED ACQUISITION THRESHOLD
Contracts for more than the simplified acquisition threshold, which is the inflation adjusted
amount determined by the Civilian Agency Acquisition Council and the Defense Acquisition
Regulations Council (Councils) as authorized by 41 U.S.C. § 1908, or otherwise set by law, must
address administrative, contractual, or legal remedies in instances where Contractors violate or
breach contract terms, and provide for such sanctions and penalties as appropriate. (Note that
the simplified acquisition threshold determines the procurement procedures that must be
employed pursuant to 2 C.F.R. §§ 200.317-200.327. The simplified acquisition threshold does
not exempt a procurement from other eligibility or processes requirements that may apply. For
example, Buy America’s eligibility and process requirements apply to any procurement in excess
of $150,000. 49 U.S.C. § 5323(j)(13).)

SPECIAL NOTIFICATION REQUIREMENTS FOR STATES
Applies to States —

a. To the extent required under federal law, the State, as the Recipient, agrees to provide the
following information about federal assistance awarded for its State Program, Project, or related
activities:
(1) The Identification of FTA as the federal agency providing the federal assistance for a
State Program or Project;
(2) The Catalog of Federal Domestic Assistance Number of the program from which the
federal assistance for a State Program or Project is authorized; and
(3) The amount of federal assistance FTA has provided for a State Program or Project.

b. Documents The State agrees to provide the information required under this provision in the
following documents:

(1) applications for federal assistance,

(2) requests for proposals or solicitations,

(3) forms,

(4) notifications,

(5) press releases,

(6) other publications.

PROHIBITION ON CERTAIN TELECOMMUNICATIONS AND VIDEO SURVEILLANCE SERVICES OR
EQUIPMENT
Recipients and subrecipients are prohibited from obligating or expending loan or grant funds to:

1. Procure or obtain;

2. Extend or renew a contract to procure or obtain; or

3. Enterinto a contract (or extend or renew a contract) to procure or obtain equipment,
services, or systems that uses covered telecommunications equipment or services as a
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substantial or essential component of any system, or as critical technology as part of any
system. As described in Public Law 115-232, section 889, covered telecommunications
equipment is:

a. telecommunications equipment produced by Huawei Technologies Company or
ZTE Corporation (or any subsidiary or affiliate of such entities).

b. Forthe purpose of public safety, security of government facilities, physical
security surveillance of critical infrastructure, and other national security
purposes, video surveillance and telecommunications equipment produced by
Hytera Communications Corporation, Hangzhou Hikvision Digital Technology
Company, or Dahua Technology Company (or any subsidiary or affiliate of such
entities).

¢. Telecommunications or video surveillance services provided by such entities or
using such equipment.

d. Telecommunications or video surveillance equipment or services produced or
provided by an entity that the Secretary of Defense, in consultation with the
Director of National Intelligence or the Director of the Federal Bureau of
Investigation, reasonably believes to be an entity owned or controlled by, or
otherwise connected to, the government of a covered foreign country.

4. In implementing the prohibition under Public Law 115-232, section 889, subsection (f),
paragraph (1), heads of executive agencies administering loan, grant, or subsidy
programs shall prioritize available funding and technical support to assist affected
businesses, institutions and organizations as is reasonably necessary for those affected
entities to transition from covered communications equipment and services, to procure
replacement equipment and services, and to ensure that communications service to
users and customers is sustained.

NOTIFICATION TO FTA; FLOW DOWN REQUIREMENT
If a current or prospective legal matter that may affect the Federal Government emerges, the
Recipient must promptly notify the FTA Chief Counsel and FTA Regional Counsel for the Region in
which the Recipient is located. The Recipient must include a similar notification requirement in
its Third Party Agreements and must require each Third Party Participant to include an
equivalent provision in its sub agreements at every tier, for any agreement that is a “covered
transaction” according to 2 C.F.R. §§ 180.220 and 1200.220.
a. The types of legal matters that require notification include, but are not limited to,
a major dispute, breach, default, litigation, or naming the Federal Government as
a party to litigation or a legal disagreement in any forum for any reason.
b. Matters that may affect the Federal Government include, but are not limited to,
the Federal Government’s interests in the Award, the accompanying Underlying
Agreement, and any Amendments thereto, or the Federal Government’s
administration or enforcement of federal laws, regulations, and requirements.
c. Additional Notice to U.S. DOT Inspector General. The Recipient must promptly
notify the U.S. DOT Inspector General in addition to the FTA Chief Counsel or
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Regional Counsel for the Region in which the Recipient is located, if the Recipient
has knowledge of potential fraud, waste, or abuse occurring on a Project
receiving assistance from FTA. The notification provision applies if a person has or
may have submitted a false claim under the False Claims Act, 31 U.S.C. § 3729, et
seq., or has or may have committed a criminal or civil violation of law pertaining
to such matters as fraud, conflict of interest, bid rigging, misappropriation or
embezzlement, bribery, gratuity, or similar misconduct involving federal
assistance. This responsibility occurs whether the Project is subject to this
Agreement or another agreement between the Recipient and FTA, or an
agreement involving a principal, officer, employee, agent, or Third Party
Participant of the Recipient. It also applies to subcontractors at any tier.
Knowledge, as used in this paragraph, includes, but is not limited to, knowledge
of a criminal or civil investigation by a Federal, state, or local law enforcement or
other investigative agency, a criminal indictment or civil complaint, or probable
cause that could support a criminal indictment, or any other credible information
in the possession of the Recipient. In this paragraph, “promptly” means to refer
information without delay and without change. This notification provision applies
to all divisions of the Recipient, including divisions tasked with law enforcement
or investigatory functions.

NO FEDERAL GOVERNMENT OBLIGATIONS TO THIRD PARTIES

The Agency and Contractor acknowledge and agree that, notwithstanding any concurrence by
the Federal Government in or approval of the solicitation or award of the underlying Contract,
absent the express written consent by the Federal Government, the Federal Government is not
a party to this Contract and shall not be subject to any obligations or liabilities to the Agency,
Contractor or any other party (whether or not a party to that contract) pertaining to any matter
resulting from the underlying Contract. The Contractor agrees to include the above clause in
each subcontract financed in whole or in part with Federal assistance provided by the FTA. It is
further agreed that the clause shall not be modified, except to identify the subcontractor who
will be subject to its provisions.

PROGRAM FRAUD AND FALSE OR FRAUDULENT STATEMENTS AND RELATED ACTS
The contractor acknowledges that 31 U.S.C. Chap. 38 (Administrative Remedies for False Claims
and Statements) applies to the contractor’s actions pertaining to this contract.”

(1) Civil Fraud. The Recipient acknowledges and agrees that:
(i) Federal laws, regulations, and requirements apply to itself and its Underlying
Agreement, including the Program Fraud Civil Remedies Act of 1986, as amended,
31 U.S.C. § 3801, et seq., and U.S. DOT regulations, “Program Fraud Civil
Remedies,” 49 CFR Part 31.

(i) By executing the Underlying Agreement, the Recipient certifies and affirms to the
Federal Government the truthfulness and accuracy of any claim, statement,
submission, certification, assurance, affirmation, or representation that the
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Recipient provides to the Federal Government.

(iii) The Federal Government may impose the penalties of the Program Fraud Civil
Remedies Act of 1986, as amended, and other applicable penalties if the Recipient
presents, submits, or makes available any false, fictitious, or fraudulent
information.

(2) Criminal Fraud. The Recipient acknowledges that 49 U.S.C. § 5323(1)(1) authorizes the
Federal Government to impose the penalties under 18 U.S.C. § 1001 if the Recipient
provides a false, fictitious, or fraudulent claim, statement, submission, certification,
assurance, or representation in 22 connection with a federal public transportation program
under 49 U.S.C. chapter 53 or any other applicable federal law.

TERMINATION

Termination for Convenience (General Provision)

The Agency may terminate this contract, in whole or in part, at any time by written notice to the
Contractor when it is in the Agency’s best interest. The Contractor shall be paid its costs,
including contract close-out costs, and profit on work performed up to the time of termination.
The Contractor shall promptly submit its termination claim to Agency to be paid the Contractor.
If the Contractor has any property in its possession belonging to Agency, the Contractor will
account for the same, and dispose of it in the manner Agency directs.

Termination for Default [Breach or Cause] (General Provision)

If the Contractor does not deliver supplies in accordance with the contract delivery schedule, or
if the contract is for services, the Contractor fails to perform in the manner called for in the
contract, or if the Contractor fails to comply with any other provisions of the contract, the
Agency may terminate this contract for default. Termination shall be effected by serving a
Notice of Termination on the Contractor setting forth the manner in which the Contractor is in
default. The Contractor will be paid only the contract price for supplies delivered and accepted,
or services performed in accordance with the manner of performance set forth in the contract.
If it is later determined by the Agency that the Contractor had an excusable reason for not
performing, such as a strike, fire, or flood, events which are not the fault of or are beyond the
control of the Contractor, the Agency, after setting up a new delivery of performance schedule,
may allow the Contractor to continue work, or treat the termination as a Termination for
Convenience.

Opportunity to Cure (General Provision)

The Agency, in its sole discretion may, in the case of a termination for breach or default, allow
the Contractor [an appropriately short period of time] in which to cure the defect. In such case,
the Notice of Termination will state the time period in which cure is permitted and other
appropriate conditions.

If Contractor fails to remedy to Agency's satisfaction the breach or default of any of the terms,
covenants, or conditions of this Contract within 10 days after receipt by Contractor of written
notice from Agency setting forth the nature of said breach or default, Agency shall have the
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right to terminate the contract without any further obligation to Contractor. Any such
termination for default shall not in any way operate to preclude Agency from also pursuing all
available remedies against Contractor and its sureties for said breach or default.

Waiver of Remedies for any Breach

In the event that Agency elects to waive its remedies for any breach by Contractor of any
covenant, term or condition of this contract, such waiver by Agency shall not limit Agency’s
remedies for any succeeding breach of that or of any other covenant, term, or condition of this
contract.

Termination for Convenience (Professional or Transit Service Contracts)

The Agency, by written notice, may terminate this contract, in whole or in part, when it is in the
Agency’s interest. If this contract is terminated, the Agency shall be liable only for payment
under the payment provisions of this contract for services rendered before the effective date of
termination.

Termination for Default (Supplies and Service)

If the Contractor fails to deliver supplies or to perform the services within the time specified in
this contract or any extension, or if the Contractor fails to comply with any other provisions of
this contract, the Agency may terminate this contract for default. The Agency shall terminate by
delivering to the Contractor a Notice of Termination specifying the nature of the default. The
Contractor will only be paid the contract price for supplies delivered and accepted, or services
performed in accordance with the manner or performance set forth in this contract. If, after
termination for failure to fulfill contract obligations, it is determined that the Contractor was not
in default, the rights and obligations of the parties shall be the same as if the termination had
been issued for the convenience of the Agency.

Termination for Default (Transportation Services)

If the Contractor fails to pick up the commodities or to perform the services, including delivery
services, within the time specified in this contract or any extension, or if the Contractor fails to
comply with any other provisions of this contract, the Agency may terminate this contract for
default. The Agency shall terminate by delivering to the Contractor a Notice of Termination
specifying the nature of default. The Contractor will only be paid the contract price for services
performed in accordance with the manner of performance set forth in this contract.

If this contract is terminated while the Contractor has possession of Agency goods, the
Contractor shall, upon direction of the Agency, protect and preserve the goods until
surrendered to the Agency or its agent. The Contractor and Agency shall agree on payment for
the preservation and protection of goods. Failure to agree on an amount will be resolved under
the Dispute clause.

If, after termination for failure to fulfill contract obligations, it is determined that the Contractor
was not in default, the rights and obligations of the parties shall be the same as if the
termination had been issued for the convenience of the Agency.
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DEBARMENT AND SUSPENSION
(Executive Orders 12549 and 12689). A covered transaction (see 2 C.F.R. §§ 180.220 and 1200.220)
must not be entered into with any party listed on the government wide exclusions in the System
for Award Management (SAM), in accordance with the OMB guidelines at 2 C.F.R. 180 that
implement Executive Orders 12549 (31 U.S.C. § 6101 note, 51 Fed. Reg. 6370,) and 12689 (31
U.S.C. § 6101 note, 54 Fed. Reg. 34131), “Debarment and Suspension.” SAM Exclusions contains
the names of parties debarred, suspended, or otherwise excluded by agencies, as well as parties
declared ineligible under statutory or regulatory authority other than Executive Order 12549.
The Recipient agrees to include, and require each Third Party Participant to include, a similar
provision in each lower tier covered transaction, ensuring that each lower tier Third Party
Participant:

a. Complies with federal debarment and suspension requirements; and

b. Reviews the SAM at https://www.sam.gov, if necessary to comply with U.S. DOT

regulations, 2 CFR Part 1200.

PRIVACY ACT

Contracts Involving Federal Privacy Act Requirements - The following requirements apply

to the Contractor and its employees that administer any system of records on behalf of the

Federal Government under any contract:
(1) The Contractor agrees to comply with, and assures the compliance of its employees
with, the information restrictions and other applicable requirements of the Privacy Act of
1974, 5 U.S.C. § 552a. Among other things, the Contractor agrees to obtain the express
consent of the Federal Government before the Contractor or its employees operate a
system of records on behalf of the Federal Government. The Contractor understands that
the requirements of the Privacy Act, including the civil and criminal penalties for violation
of that Act, apply to those individuals involved, and that failure to comply with the terms
of the Privacy Act may result in termination of the underlying contract.

(2) The Contractor also agrees to include these requirements in each subcontract to
administer any system of records on behalf of the Federal Government financed in whole
or in part with Federal assistance provided by FTA.

CIVIL RIGHTS LAWS AND REGULATIONS
1 Federal Equal Employment Opportunity (EEO) Requirements. Each FTA recipient has
agreed that it and its third party contractors at each tier will comply with:

These include, but are not limited to:

a) Nondiscrimination in Federal Public Transportation Programs. 49 U.S.C. § 5332, covering
projects, programs, and activities financed under 49 U.S.C. Chapter 53, prohibits
discrimination on the basis of race, color, religion, national origin, sex (including sexual
orientation and gender identity), disability, or age, and prohibits discrimination in
employment or business opportunity.


https://www.sam.gov
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b) Prohibition against Employment Discrimination. Title VIl of the Civil Rights Act of 1964, as
amended, 42 U.S.C. § 2000e, and Executive Order No. 11246, “Equal Employment
Opportunity,” September 24, 1965, as amended, prohibit discrimination in employment on the
basis of race, color, religion, sex, or national origin.

2 Nondiscrimination on the Basis of Sex. Title IX of the Education Amendments of 1972, as
amended, 20 U.S.C. § 1681 et seq. and implementing Federal regulations, “Nondiscrimination
on the Basis of Sex in Education Programs or Activities Receiving Federal Financial Assistance,”
49 C.F.R. part 25 prohibit discrimination on the basis of sex.

3 Nondiscrimination on the Basis of Age. The “Age Discrimination Act of 1975,” as amended,
42 U.S.C. § 6101 et seq., and Department of Health and Human Services implementing
regulations, “Nondiscrimination on the Basis of Age in Programs or Activities Receiving Federal
Financial Assistance,” 45 C.F.R. part 90, prohibit discrimination by participants in federally
assisted programs against individuals on the basis of age. The Age Discrimination in
Employment Act (ADEA), 29 U.S.C. § 621 et seq., and Equal Employment Opportunity
Commission (EEOC) implementing regulations, “Age Discrimination in Employment Act,” 29
C.F.R. part 1625, also prohibit employment discrimination against individuals age 40 and over
on the basis of age.

4 Federal Protections for Individuals with Disabilities. The Americans with Disabilities Act of
1990, as amended (ADA), 42 U.S.C. § 12101 et seq., prohibits discrimination against qualified
individuals with disabilities in programs, activities, and services, and imposes specific
requirements on public and private entities. Third party contractors must comply with their
responsibilities under Titles I, II, lll, IV, and V of the ADA in employment, public services, public
accommodations, telecommunications, and other provisions, many of which are subject to
regulations issued by other Federal agencies.

VIOLATION AND BREACH OF CONTRACT
Rights and Remedies of the Agency
The Agency shall have the following rights in the event that the Agency deems the Contractor
guilty of a breach of any term under the Contract.
1. The right to take over and complete the work or any part thereof as agency for
and at the expense of the Contractor, either directly or through other contractors;
2. The right to cancel this Contract as to any or all of the work yet to be performed;
3. The right to specific performance, an injunction or any other appropriate equitable
remedy; and
4. The right to money damages.

Rights and Remedi f Contr. r

Inasmuch as the Contractor can be adequately compensated by money damages for any breach
of this Contract, which may be committed by the Agency, the Contractor expressly agrees that
no default, act or omission of the Agency shall constitute a material breach of this Contract,
entitling Contractor to cancel or rescind the Contract (unless the Agency directs Contractor to
do so) or to suspend or abandon performance.
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Remedies

Substantial failure of the Contractor to complete the Project in accordance with the terms of
this Contract will be a default of this Contract. In the event of a default, the Agency will have all
remedies in law and equity, including the right to specific performance, without further
assistance, and the rights to termination or suspension as provided herein. The Contractor
recognizes that in the event of a breach of this Contract by the Contractor before the Agency
takes action contemplated herein, the Agency will provide the Contractor with sixty (60) days
written notice that the Agency considers that such a breach has occurred and will provide the
Contractor a reasonable period of time to respond and to take necessary corrective action.

Disputes
Disputes arising in the performance of this Contract that are not resolved by agreement of the

parties shall be decided in writing by an authorized representative of Agency. This decision shall
be final and conclusive unless within [10] days from the date of receipt of its copy, the
Contractor mails or otherwise furnishes a written appeal to the Agency’s authorized
representative. In connection with any such appeal, the Contractor shall be afforded an
opportunity to be heard and to offer evidence in support of its position. The decision of the
Agency’s authorized representative shall be binding upon the Contractor and the Contractor
shall abide be the decision.

In the event that a resolution of the dispute is not mutually agreed upon, the parties can agree
to mediate the dispute or proceed with litigation. Notwithstanding any provision of this section,
or any other provision of this Contract, it is expressly agreed and understood that any court
proceeding arising out of a dispute under the Contract shall be heard by a Court de novo and
the court shall not be limited in such proceeding to the issue of whether the Authority acted in
an arbitrary, capricious or grossly erroneous manner.

Pending final settlement of any dispute, the parties shall proceed diligently with the
performance of the Contract, and in accordance with the Agency’s direction or decisions made
thereof.

Performance during Dispute
Unless otherwise directed by Agency, Contractor shall continue performance under this
Contract while matters in dispute are being resolved.

Claims for Damages

Should either party to the Contract suffer injury or damage to person or property because of
any act or omission of the party or of any of its employees, agents or others for whose acts it is
legally liable, a claim for damages therefor shall be made in writing to such other party within a
reasonable time after the first observance of such injury or damage.

Remedies

Unless this Contract provides otherwise, all claims, counterclaims, disputes and other matters in
guestion between the Agency and the Contractor arising out of or relating to this Contract or its
breach will be decided by arbitration if the parties mutually agree, or in a court of competent
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jurisdiction within the State in which the Agency is located.

Rights and Remedies

The duties and obligations imposed by the Contract documents and the rights and remedies
available thereunder shall be in addition to and not a limitation of any duties, obligations, rights
and remedies otherwise imposed or available by law. No action or failure to act by the Agency
or Contractor shall constitute a waiver of any right or duty afforded any of them under the
Contract, nor shall any such action or failure to act constitute an approval of or acquiescence in
any breach thereunder, except as may be specifically agreed in writing.

PUBLIC TRANSPORTATION EMPLOYEE PROTECTIVE ARRANGEMENTS

As a condition of award of federal assistance appropriated or made available for FTA programs
involving public transportation operations, the Recipient agrees to comply and assures that each
Third Party Participant will comply with the following employee protective arrangements of 49
U.S.C. § 5333(b):

(1) U.S. DOL Certification. When its Award, the accompanying Underlying Agreement, or
any Amendments thereto involve public transportation operations and are supported
with federal assistance appropriated or made available for 49 U.S.C. §§ 5307 — 5312,
5316, 5318, 5323(a)(1), 5323(b), 5323(d), 5328, 5337, 5338(b), or 5339, or former 49
U.S.C. §§ 5308, 5309, 5312, or other provisions of law as required by the Federal
Government, U.S. DOL must provide a certification of employee protective
arrangements before FTA may provide federal assistance for that Award. The
Recipient agrees that the certification issued by U.S. DOL is a condition of the
Underlying Agreement and that the Recipient must comply with its terms and
conditions.

(2) Special Warranty. When its Underlying Agreement involves public transportation
operations and is supported with federal assistance appropriated or made available
for49 U.S.C. § 5311, U.S. DOL will provide a Special Warranty for its Award, including
its Award of federal assistance under the Tribal Transit Program. The Recipient agrees
that its U.S. DOL Special Warranty is a condition of the Underlying Agreement and the
Recipient must comply with its terms and conditions.

(3) Special Arrangements for Underlying Agreements for Federal Assistance Authorized
under 49 U.S.C. § 5310. The Recipient agrees, and assures that any Third Party
Participant providing public transportation operations will agree, that although
pursuant to 49 U.S.C. § 5310, and former 49 U.S.C. §§ 5310 or 5317, FTA has
determined that it was not “necessary or appropriate” to apply the conditions of 49
U.S.C. § 5333(b) to any Subrecipient participating in the program to provide public
transportation for seniors (elderly individuals) and individuals with disabilities, FTA
reserves the right to make case-by-case determinations of the applicability of 49
U.S.C. § 5333(b) for all transfers of funding authorized under title 23, United States
Code (flex funds), and make other exceptions as it deems appropriate.
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DAVIS-BACON ACT

As amended (40 U.S.C. 3141-3148). When required by Federal program legislation, all prime
construction contracts in excess of $2,000 awarded by non-Federal entities must include a
provision for compliance with the Davis-Bacon Act (40 U.S.C. 3141-3144, and 3146-3148) as
supplemented by Department of Labor regulations (29 CFR Part 5, “Labor Standards Provisions
Applicable to Contracts Covering Federally Financed and Assisted Construction”). In accordance
with the statute, Contractors must be required to pay wages to laborers and mechanics at a rate
not less than the prevailing wages specified in a wage determination made by the Secretary of
Labor. In addition, Contractors must be required to pay wages not less than once a week. The
non-Federal entity must place a copy of the current prevailing wage determination issued by the
Department of Labor in each solicitation. The decision to award a contract or subcontract must
be conditioned upon the acceptance of the wage determination. The non-Federal entity must
report all suspected or reported violations to the Federal awarding agency. The contracts must
also include a provision for compliance with the Copeland “Anti-Kickback” Act (40 U.S.C. 3145),
as supplemented by Department of Labor regulations (29 CFR Part 3, “Contractors and
Subcontractors on Public Building or Public Work Financed in Whole or in Part by Loans or
Grants from the United States”). The Act provides that each Contractor or subrecipient must be
prohibited from inducing, by any means, any person employed in the construction, completion,
or repair of public work, to give up any part of the compensation to which he or she is otherwise
entitled. The non-Federal entity must report all suspected or reported violations to the Federal
awarding agency.

DISADVANTAGED BUSINESS ENTERPRISE (DBE)

To the extent authorized by applicable federal laws, regulations, or requirements, the Recipient
agrees to facilitate, and assures that each Third Party Participant will facilitate, participation by
small business concerns owned and controlled by socially and economically disadvantaged
individuals, also referred to as “Disadvantaged Business Enterprises” (DBEs), in the Underlying
Agreement as follows:

(1) Statutory and Regulatory Requirements. The Recipient agrees to comply with:
(i) Section 11101(e) of 11JA; 54

(i) U.S. DOT regulations, “Participation by Disadvantaged Business
Enterprises in Department of Transportation Financial Assistance
Programs,” 49 CFR Part 26; and

(iii) Federal transit law, specifically 49 U.S.C. § 5332, as provided in section 12
of this Master Agreement.

(2) DBE Program Requirements. A Recipient that receives planning, capital and/or
operating assistance and that will award prime third party contracts exceeding
$250,000 in a federal fiscal year must have a DBE program that is approved by FTA
and meets the requirements of 49 CFR Part 26.
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(3) Special Requirements for a Transit Vehicle Manufacturer (TVM). The Recipient agrees
that:
(i) TVM Certification. Each TVM, as a condition of being authorized to bid or
propose on FTA-assisted transit vehicle procurements, must certify that it
has complied with the requirements of 49 CFR Part 26; and

(i) Reporting TVM Awards. Within 30 days of any third party contract award
for a transit vehicle purchase, the Recipient must submit to FTA the name
of the TVM contractor and the total dollar value of the third party contract
using the Transit Vehicle Award Reporting Form on FTA’s website. The
Recipient must also submit additional notifications if options are exercised
in subsequent years to ensure that the TVM is still in good standing. It is
the policy of the Agency and the United States Department of
Transportation (“DOT”) that Disadvantaged Business Enterprises (“DBEs”),
as defined herein and in the Federal regulations published at 49 C.F.R.
part 26, shall have an equal opportunity to participate in DOT-assisted
contracts.

PROMPT PAYMENT

The contractor is required to pay its subcontractors performing work related to this contract for
satisfactory performance of that work no later than 30 days after the contractor’s receipt of
payment for that work. In addition, the contractor is required to return any retainage payments
to those subcontractors within 30 days after the subcontractor's work related to this contract is
satisfactorily completed.

The contractor must promptly notify the Agency, whenever a DBE subcontractor performing
work related to this contract is terminated or fails to complete its work and must make good
faith efforts to engage another DBE subcontractor to perform at least the same amount of
work. The contractor may not terminate any DBE subcontractor and perform that work through
its own forces or those of an affiliate without prior written consent of the Agency.

FEDERAL TAX LIABILITY AND RECENT FELONY CONVICTIONS
(1) Transactions Prohibited.

(i) The Recipient agrees that, prior to entering into any Third Party Agreement with any
private corporation, partnership, trust, joint-stock company, sole proprietorship, or other
business association, the Recipient will obtain from the prospective Third Party
Participant a certification that the Third Party Participant—

(A) Does not have any unpaid Federal tax liability that has been assessed, for
which all judicial and administrative remedies have been exhausted or have
lapsed, and that is not being paid in a timely manner pursuant to an agreement
with the authority responsible for collecting the tax liability; and

(B) Was not convicted of the felony criminal violation under any Federal law
within the preceding 24 months. 26
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(i) If the prospective Third Party Participant cannot so certify, the Recipient agrees to refer
the matter to FTA and not to enter into any Third Party Agreement with the Third Party
Participant without FTA's written approval.

(2) Flow-Down. The Recipient agrees to require all Third Party Participants to flow this requirement
down to participants at all lower tiers, without regard to the value of any subagreement.

INCORPORATION OF FTA TERMS

Incorporation of Federal Transit Administration (FTA) Terms - The preceding provisions of this
Agreement and the clauses herein include, in part, certain Standard Terms and Conditions
required by DOT, whether or not expressly set forth. All contractual provisions required by
DQOT, as set forth in FTA Circular 4220.1F, are hereby incorporated by reference. Anything to
the contrary herein notwithstanding, all FTA mandated terms shall be deemed to control in
the event of a conflict with other provisions contained in this Agreement. Contractor shall not
perform any act, fail to perform any act, or refuse to comply with any (name of grantee)
requests which would cause Participant to be in violation of the FTA terms and conditions.

DRUG AND ALCOHOL TESTING/SUBSTANCE ABUSE REQUIREMENTS
(a) Drug-Free Workplace. The Recipient agrees to:

(1) Comply with the Drug-Free Workplace Act of 1988, as amended, 41 U.S.C. § 8103, et
seq.;

(2) Comply with U.S. DOT regulations, “Governmentwide Requirements for Drug-Free
Workplace (Financial Assistance),” 49 CFR Part 32; and

(3) Follow and facilitate compliance with U.S. OMB regulatory guidance,
“Governmentwide Requirements for Drug-Free Workplace (Financial Assistance),” 2
CFR Part 182, particularly where the U.S. OMB regulatory guidance supersedes
comparable provisions of 49 CFR Part 32.

(b) Alcohol Misuse and Prohibited Drug Use.

(1) Requirements. The Recipient agrees to comply and assures that its Third Party

Participants will comply with:
(i) Federal transit laws, specifically 49 U.S.C. § 5331;

(ii) FTA regulations, “Prevention of Alcohol Misuse and Prohibited Drug Use in
Transit Operations,” 49 CFR Part 655; and

(iii) Applicable provisions of U.S. DOT regulations, “Procedures for
Transportation Workplace Drug and Alcohol Testing Programs,” 49 CFR
Part 40.

(2) Remedies for Non-Compliance. The Recipient agrees that if FTA determines that the
Recipient or a Third Party Participant receiving federal assistance under 49 U.S.C.
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chapter 53 is not in compliance with 49 CFR Part 655, the Federal Transit
Administrator may bar that Recipient or Third Party Participant from receiving all or
a portion of the federal transit assistance for public transportation it would
otherwise receive.

FULL AND OPEN COMPETITION
The Recipient agrees to conduct all its third party procurements using full and open
competition as provided in 49 U.S.C. § 5325(a), and as determined by FTA.

PROHIBITION AGAINST EXCLUSIONARY OR DISCRIMINATORY SPECIFICATIONS

The Recipient agrees that it will not use any federal assistance under 49 U.S.C. chapter 53 for any
procurement based on exclusionary or discriminatory specifications, as provided in 49 U.S.C. §
5325(h), unless authorized by other applicable federal laws, regulations, or requirements.

CONFORMANCE WITH ITS NATIONAL ARCHITECTURE

Intelligent transportation system (ITS) property and services must comply with the National ITS
Architecture and Standards to the extent required by 23 U.S.C. Section 517(d) and FTA Notice,
“FTA National ITS Architecture Policy on Transit Projects,” 66 FR 1455 et seq., January 8, 2001,
and later published policies or implementing directives FTA may issue. Consequently, third party
contracts involving ITS are likely to require provisions to ensure compliance with Federal
requirements.

PATENT RIGHTS AND RIGHTS IN DATA
Intellectual Property Rights

This Project is funded through a Federal award with FTA for experimental, developmental, or
research work purposes. As such, certain Patent Rights and Data Rights apply to all subject data
first produced in the performance of this Contract. The Contractor shall grant the Agency
intellectual property access and licenses deemed necessary for the work performed under this
Contract and in accordance with the requirements of 37 C.F.R. part 401, “Rights to Inventions
Made by Nonprofit Organizations and Small Business Firms Under Government Grants, Contracts
and Cooperative Agreements,” and any implementing regulations issued by FTA or U.S. DOT.

The terms of an intellectual property agreement and software license rights will be finalized
prior to execution of this Contract and shall, at a minimum, include the following restrictions:

Except for its own internal use, the Contractor may not publish or reproduce subject data in
whole or in part, or in any manner or form, nor may the Contractor authorize others to do so,
without the written consent of FTA, until such time as FTA may have either released or approved
the release of such data to the public. This restriction on publication, however, does not apply to
any contract with an academic institution.

For purposes of this Contract, the term “subject data” means recorded information whether or
not copyrighted, and that is delivered or specified to be delivered as required by the Contract.
Examples of “subject data” include, but are not limited to computer software, standards,
specifications, engineering drawings and associated lists, process sheets, manuals, technical
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reports, catalog item identifications, and related information, but do not include financial
reports, cost analyses, or other similar information used for performance or administration of
the Contract.

1. The Federal Government reserves a royalty free, nonexclusive and irrevocable license to
reproduce, publish, or otherwise use, and to authorize others to use for “Federal Government
Purposes,” any subject data or copyright described below. For “Federal Government Purposes,”
means use only for the direct purposes of the Federal Government. Without the copyright
owner’s consent, the Federal Government may not extend its Federal license to any other party.

a. Any subject data developed under the Contract, whether or not a copyright has been
obtained; and

b. Any rights of copyright purchased by the Contractor using Federal assistance in whole or in
part by the FTA.

2. Unless FTA determines otherwise, the Contractor performing experimental, developmental, or
research work required as part of this Contract agrees to permit FTA to make available to the
public, either FTA’s license in the copyright to any subject data developed in the course of the
Contract, or a copy of the subject data first produced under the Contract for which a copyright
has not been obtained. If the experimental, developmental, or research work, which is the
subject of this Contract, is not completed for any reason whatsoever, all data developed under
the Contract shall become subject data as defined herein and shall be delivered as the Federal
Government may direct.

3. Unless prohibited by state law, upon request by the Federal Government, the Contractor
agrees to indemnify, save, and hold harmless the Federal Government, its officers, agents, and
employees acting within the scope of their official duties against any liability, including costs and
expenses, resulting from any willful or intentional violation by the Contractor of proprietary
rights, copyrights, or right of privacy, arising out of the publication, translation, reproduction,
delivery, use, or disposition of any data furnished under that contract. The Contractor shall not
be required to indemnify the Federal Government for any such liability arising out of the
wrongful act of any employee, official, or agents of the Federal Government.

4. Nothing contained in this clause on rights in data shall imply a license to the Federal
Government under any patent or be construed as affecting the scope of any license or other
right otherwise granted to the Federal Government under any patent.

5. Data developed by the Contractor and financed entirely without using Federal assistance
provided by the Federal Government that has been incorporated into work required by the
underlying Contract is exempt from the requirements herein, provided that the Contractor
identifies those data in writing at the time of delivery of the Contract work.

6. The Contractor agrees to include these requirements in each subcontract for experimental,
developmental, or research work financed in whole or in part with Federal assistance.
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AMERICANS WITH DISABILITIES ACT (ADA)
The Recipient agrees to comply with the following federal prohibitions against discrimination
based on disability:

(1)

(2)

Federal laws, including:

(i)

(ii)

(i)

(iv)

(v)

Section 504 of the Rehabilitation Act of 1973, as amended, 29 U.S.C. § 794, which
prohibits discrimination based on disability in the administration of federally
assisted Programs, Projects, or activities; 57

The Americans with Disabilities Act of 1990 (ADA), as amended, 42 US.C. §
12101, et seq., which requires that accessible facilities and services be made
available to individuals with disabilities:

(A) For FTA Recipients generally, Titles I, Il, and Il of the ADA apply;
but

(B) For Indian Tribes, Titles Il and Il of the ADA apply, but Title | of the
ADA does not apply because it exempts Indian Tribes from the
definition of “employer;”

The Architectural Barriers Act of 1968, as amended, 42 U.S.C. § 4151, et seq.,
which requires that buildings and public accommodations be accessible to
individuals with disabilities;

Federal transit law, specifically 49 U.S.C. § 5332, which now includes disability as a
prohibited basis for discrimination; and

Other applicable federal laws, regulations, and requirements pertaining to access
for seniors or individuals with disabilities.

Federal regulations and guidance, including:

(i)

(ii)

(i)

(iv)

U.S. DOT regulations, “Transportation Services for Individuals with Disabilities
(ADA),” 49 CFR Part 37;

U.S. DOT regulations, “Nondiscrimination on the Basis of Disability in Programs
and Activities Receiving or Benefiting from Federal Financial Assistance,” 49 CFR
Part 27;

Joint U.S. Architectural and Transportation Barriers Compliance Board (U.S.
ATBCB) and U.S. DOT regulations, “Americans With Disabilities (ADA) Accessibility
Specifications for Transportation Vehicles,” 49 CFR Part 38;

U.S. DOT regulations, “Transportation for Individuals with Disabilities: Passenger
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Vessels,” 49 CFR Part 39;

(v) U.S. DOJ regulations, “Nondiscrimination on the Basis of Disability in State and
Local Government Services,” 28 CFR Part 35;

(vi) U.S. DOJ regulations, “Nondiscrimination on the Basis of Disability by Public
Accommodations and in Commercial Facilities,” 28 CFR Part 36; 58

(vii)  U.S. EEOC, “Regulations to Implement the Equal Employment Provisions of the
Americans with Disabilities Act,” 29 CFR Part 1630;

(viii) U.S. Federal Communications Commission regulations, “Telecommunications
Relay Services and Related Customer Premises Equipment for Persons with
Disabilities,” 47 CFR Part 64, subpart F;

(ix) U.S. ATBCB regulations, “Electronic and Information Technology Accessibility
Standards,” 36 CFR Part 1194;

(x) FTA regulations, “Transportation for Elderly and Handicapped Persons,” 49 CFR
Part 609;

(xi) FTA Circular 4710.1, “Americans with Disabilities Act: Guidance;” and

(xii)  Other applicable federal civil rights and nondiscrimination regulations and
guidance.

NOTIFICATION OF FEDERAL PARTICIPATION

To the extent required by law, in the announcement of any third party contract award for
goods and services (including construction services) having an aggregate value of $500,000 or
more, contractor shall specify the amount of Federal assistance to be used in financing that
acquisition of goods and services and to express that amount of Federal assistance as a
percentage of the total cost of the third party contract.

INTEREST OF MEMBERS OR DELEGATES TO CONGRESS
No members of, or delegates to, the US Congress shall be admitted to any share or part of this
contract nor to any benefit arising therefrom.

INELIGIBLE CONTRACTORS AND SUBCONTRACTORS

Any name appearing upon the Comptroller General’s list of ineligible contractors for federally
assisted contracts shall be ineligible to act as a subcontractor for contractor pursuant to this
contract. If contractor is on the Comptroller General’s list of ineligible contractors for federally
financed or assisted construction, the recipient shall cancel, terminate or suspend this contract.
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VETERANS PREFERENCE

As provided in 49 U.S.C. § 5325(k), to the extent practicable, the Recipient agrees and assures
that each of its Subrecipients: (1) Will give a hiring preference to veterans, as defined in 5 U.S.C.
§ 2108, who have the skills and abilities required to perform construction work required under a
third party contract in connection with a Capital Project supported with federal assistance
appropriated or made available for 49 U.S.C. chapter 53; and (2) Will not require an employer to
give a preference to any veteran over any equally qualified applicant who is a member of any
racial or ethnic minority, female, an individual with a disability, or a former employee.

OTHER CONTRACT REQUIREMENTS

To the extent not inconsistent with the foregoing Federal requirements, this contract shall also
include those provisions attached hereto, and shall comply with the recipient’s Procurement
Guidelines, available upon request from the recipient.

COMPLIANCE WITH FEDERAL REGULATIONS

Any contract entered pursuant to this solicitation shall contain the following provisions: All
USDOT-required contractual provisions, as set forth in FTA Circular 4220.1F, are incorporated
by reference. Anything to the contrary herein notwithstanding, FTA mandated terms shall
control in the event of a conflict with other provisions contained in this Agreement. Contractor
shall not perform any act, fail to perform any act, or refuse to comply with any grantee request
that would cause the recipient to be in violation of FTA terms and conditions. Contractor shall
comply with all applicable FTA regulations, policies, procedures and directives, including,
without limitation, those listed directly or incorporated by reference in the Master Agreement
between the recipient and FTA, as may be amended or promulgated from time to time during
the term of this contract. Contractor’s failure to comply shall constitute a material breach of
this contract.

ACCESS TO SERVICES FOR PERSONS WITH LIMITED ENGLISH PROFICIENCY To the extent
applicable and except to the extent that FTA determines otherwise in writing, the Recipient
agrees to promote accessibility of public transportation services to persons with limited
understanding of English by following:

(1) Executive Order No. 13166, “Improving Access to Services for Persons with Limited English
Proficiency,” August 11, 2000, 42 U.S.C. § 2000d-1 note, (65 Fed. Reg. 50121); and

(2) (2) U.S. DOT Notice, “DOT Policy Guidance Concerning Recipients’ Responsibilities to Limited
English Proficiency (LEP) Persons,” 70 Fed. Reg. 74087, December 14, 2005.

ENVIRONMENTAL JUSTICE

Except as the Federal Government determines otherwise in writing, the Recipient agrees to
promote environmental justice by following: (1) Executive Order No. 12898, “Federal Actions to
Address Environmental Justice in Minority Populations and Low-Income Populations,” February
11,1994, 42 U.S.C. § 4321 note, as well as facilitating compliance with that Executive Order, and
(2) DOT Order 5610.2, “Department of Transportation Actions To Address Environmental Justice
in Minority Populations and Low-Income Populations,” 62 Fed. Reg. 18377, April 15, 1997, and
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(3) The most recent and applicable edition of FTA Circular 4703.1, “Environmental Justice Policy
Guidance for Federal Transit Administration Recipients,” August 15, 2012, to the extent
consistent with applicable Federal laws, regulations, and guidance.

GEOGRAPHIC INFORMATION AND RELATED SPATIAL DATA

The Recipient agrees that each Project or related activity that implements the Award will
conform to the Federal Geographic Data Committee’s National Spatial Data Infrastructure if the
Project or related activity directly or indirectly involves spatial data, or geographic information
systems, and it will follow U.S. OMB Circular A-16, “Coordination of Geographic Information and
Related Spatial Data Activities,” August 19, 2002, and U.S. OMB Circular A-16 Supplemental
Guidance, “Geospatial Line of Business,” November 10, 2010.

GEOGRAPHIC PREFERENCE

The Recipient agrees that it will not use any state or local geographic preference, except as
permitted by federal law (for example, 66 Section 25019 of the Infrastructure Investment and
Jobs Act of 2021, Pub. L. 117- 58), regulation, requirement, or guidance.

ORGANIZATIONAL CONFLICTS OF INTEREST

Engaging in practices that result in organizational conflicts of interest is prohibited per 2 C.F.R. §
200.112, Conflict of interest. The Recipient agrees that it will not enter into a procurement that
involves a real or apparent organizational conflict of interest.

(1) Occurrence. An organizational conflict of interest occurs when any of the following
circumstances arise:

a. Lack of Impartiality or Impaired Objectivity. When the contractor is unable, or
potentially unable, to provide impartial and objective assistance or advice to the
recipient due to other activities, relationships, contracts, or circumstances.

b. Unequal Access to Information. The contractor has an unfair competitive advantage
through obtaining access to nonpublic information during the performance of an
earlier contract.

¢. Biased Ground Rules. During the conduct of an earlier procurement, the contractor
has established the ground rules for a future procurement by developing
specifications, evaluation factors, or similar documents.

(2) Remedies. FTA expects the recipient to analyze each planned acquisition in order to identify
and evaluate potential organizational conflicts of FTA C 4220.1F Page 6 11/01/2008 Rev. 1,
04/14/2009 Rev. 2, 07/01/2010 Rev. 3, 02/15/2011 Rev. 4, 03/18/2013 interest as early in
the acquisition process as possible, and avoid, neutralize, or mitigate potential conflicts
before contract award.
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FEDERAL SINGLE AUDIT REQUIREMENTS

The Recipient agrees that it must obtain an annual “Single Audit,” which is a financial and
compliance audit consistent with the requirements of the Single Audit Act Amendments of
1996, 31 U.S.C. § 7501, et seq., and applicable U.S. DOT “Single Audit” requirements of 2 CFR
Part 1201, which incorporate by reference 2 CFR Part 200, for each Award, the accompanying
Underlying Agreement, and any Amendments to any Underlying Agreement.

SAFE OPERATION OF MOTOR VEHICLES

Seat Belt Use

In compliance with Federal Executive Order No. 13043, “Increasing Seat Belt Use in the United
States,” April 16, 1997, 23 U.S.C. Section 402 note, FTA encourages each third party contractor to
adopt and promote on-the-job seat belt use policies and programs for its employees and other
personnel that operate company owned, rented, or personally operated vehicles, and to include
this provision in each third party subcontract involving the project.

Texting While Driving and Distracted Driving

Consistent with Executive Order No. 13513, “Federal Leadership on Reducing Text Messaging
While Driving,” October 1, 2009, 23 U.S.C. Section 402 note, and DOT Order 3902.10, “Text
Messaging While Driving,” December 30, 2009, FTA encourages each third party contractor to
promote policies and initiatives for its employees and other personnel that adopt and promote
safety policies that to decrease crashes by distracted drivers, including policies to ban text
messaging while driving, and to include this provision in each third party subcontract involving
the project.
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of America. Contractor shall not provide any services under this Agreement from a location outside of the
continental United States of America, absent receipt of City’s express approval.

3.2.1  Access Limitations. Contractor, insofar as this is possible, shall use precautions, including, but not limited
to, physical software and network security measures, personnel screening, training and supervision, and appropriate
agreements to:

3.2.1.1 Prevent anyone other than City, Personnel, and Subprocessors with a specific need to know, for a purpose
authorized under this Agreement, from monitoring, using, gaining access to City Data;

3.2.1.2 Protect appropriate copies of City Data from loss, corruption, or unauthorized alteration; and

3.2.1.3 Prevent the disclosure of City and Contractor usernames, passwords, API keys, and other access control
information to anyone other than authorized City personnel.

3.2.2  Security Best Practices. Contractor shall implement the following security best practices with respect to
City Data and to any service provided:

3.2.2.1 Least Privilege: Contractor shall authorize access only to the minimum amount of resources required for a
function.

3.2.2.2 Separation of Duties: The Contractor shall divide functions among its staff members to reduce the risk of
one person committing fraud undetected.

3.2.2.3 Role-Based Security: The Contractor shall restrict access to authorized users and base access control on the
role a user plays in the Contractor’s organization.

3.2.3 Credential Restrictions. Contractor shall restrict the use of, and access to, administrative credentials for
accounts and system services accessing City Data, to only those of Contractor’s Personnel and Subprocessors whose
access is essential for the purpose of providing the Contracted Services or performing obligations under this
Agreement. Contractor shall require Personnel and Subprocessors to log on using an assigned user-name and
password when administering City accounts or accessing City Data. These controls must enable Contractor to
promptly revoke or change access in response to terminations or changes in job functions, as applicable. Contractor
shall encrypt all passwords, passphrases, and PINs, using solutions that are certified against U.S. Federal
Information and Processing Standard 140-2, Level 2, or equivalent industry standard, and verify that the encryption
keys and keying material are not stored with any associated data. Contractor will implement any City request to
revoke or modify user access within twenty-four hours or the next business day of receipt of City’s request.
Contractor will disable user accounts after at most 10 consecutive invalid authentication attempts.

3.2.4  Physical and Environmental Security. Contractor facilities that process City Data must be housed in secure
areas and protected by perimeter security such as barrier access controls including security guards and picture
identification badges that provide a physically secure environment from unauthorized access, damage, and
interference.

3.3 System Administration and Network Security.

3.3.1 Operational Controls. Contractor shall implement operational procedures and controls designed to ensure
that technology and information systems are configured and maintained according to prescribed internal standards
and consistent with applicable Industry Standard Safeguards. Examples of Industry Standard Safeguards are
ISO/IEC 27002:2005, NIST 800-44, Microsoft Security Hardening Guidelines, OWASP Guide to Building Secure
Web Applications, SOC 2 Type 2, and the various Center for Internet Security Standards. Moreover, Contractor
shall use application security and software development controls designed to eliminate and minimize the
introduction of security vulnerabilities.

3.3.2  Antivirus. Contractor shall have and maintain antivirus protection configured to automatically search for
and download updates (daily, at a minimum) and perform continuous virus scans. Malware and threat detection must
be updated continuously, and software patches provided by vendors must be downloaded and implemented in a
timely manner. If Contractor is unable to implement these controls in a timely manner, Contractor shall notify City
in writing.

3.3.3  Vulnerability Management and Patching. Contractor shall employ vulnerability management and regular
application, operating system, and other infrastructure patching procedures and technologies designed to identify,
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assess, mitigate, and protect against new and existing security vulnerabilities and threats, including viruses, bots, and
other malicious code.

3.3.4  Network Controls. Contractor shall have, shall implement, and shall maintain network security controls,
including the use of firewalls, layered DMZs and updated intrusion, intrusion detection and prevention systems,
reasonably designed to protect systems from intrusion or limit the scope or success of any attack or attempt at
unauthorized access to City Data.

3.3.5 Logging and Monitoring. Unless prohibited by applicable law, Contractor shall, and shall require
Subprocessors to, continuously monitor its networks and Personnel for malicious activity and other activity that may
cause damage or vulnerability to City Data. Contractor shall maintain logs of administrator and operator activity and
data recovery events related to City Data.

3.3.6  Changes in Service. Contractor shall notify the City of any changes, enhancement, and upgrades to the
System Administration and Network Security, or changes in other related services, policies, and procedures, as
applicable, which can adversely impact the security of City Data.

34 Policies, Assessments, and Audits.

3.4.1  Policies. Contractor shall, and shall require Subprocessors to, establish and maintain a formal, documented,
mandated, company-wide information security program, including security policies, standards, and procedures
(collectively “Information Security Policy”), and communicate the Information Security Policy to all of its
respective Personnel in a relevant, accessible, and understandable form. Contractor shall regularly review and
evaluate the Information Security Policy to ensure its operational effectiveness, compliance with all applicable laws
and regulations, and to address new threats and risks. Upon execution of this Agreement and thereafter within three
(3) days of City’s request, Contractor shall make available for review by the City Contractor’s Information Security
Policy and any related SOC audits or other evidence that Contractor has in place appropriate policies and procedures
regarding information protection and security.

3.4.2  Vulnerability and Risk Assessments. At least annually, Contractor shall perform vulnerability tests and
assessments of all systems that contain City Data. For any of Contractor’s applications that process City Data, such
testing must also include penetration tests using intercept proxies to identify security vulnerabilities that cannot be
discovered using automated tools, and code review or other manual verifications to occur at least annually.

34.3 Right of Audits by City/Security Review Rights. City and its agents, auditors (internal and external),
regulators, and other representatives as City may designate, may inspect, examine, and review the facilities, books,
systems, records, data, practices, and procedures of Contractor (and any Personnel and Subprocessors that
Contractor may use) that are used in rendering services to City to verify the integrity of City Confidential
Information and to monitor compliance with the confidentiality and security requirements for City Confidential
Information. In lieu of an on-site audit, at City’s discretion and upon request by the City, the Contractor agrees to
complete, within fourteen (14 days) of receipt, an audit questionnaire provided by the City regarding the
Contractor's data privacy and information security program. Contractor shall comply with all recommendations that
result from such inspections, tests, and audits within reasonable timeframes.

3.5 Data Backup and Emergency Recovery. Contractor shall employ a multilayered approach to backups and
disaster recovery including the use of a primary data center and a backup data center. Contractor shall perform both
local and remote backups of the complete server infrastructure including server operating systems, applications, and
data. Contractor shall perform Disaster Recovery Tests no less than semi-annually. Contractor shall maintain and
comply with a reasonable written plan (the “DR Plan”) setting forth procedures for (a) mitigating disruption to
systems during and after an earthquake, hurricane, other natural disaster, war, act of terrorism, act of cyberterrorism,
and other natural or man-made disaster, including without limitation Force Majeure Events (as that term is used in
PSC-6, Excusable Delays, of the Standard Provisions for City Contracts (Rev. 10/17)[v.3] (collectively, a
“Disaster”); and (b) restoring Service functionality promptly after a Disaster. The DR Plan will include procedures
no less protective than industry standard, and Contractor shall update the DR Plan as the industry standard changes.

3.6 Data Return and Destruction. At the conclusion of the Agreement and as instructed by City, Contractor
shall (at its sole cost) return, delete, or destroy City Data then in its possession or under its control including, without
limitation, originals, and copies of such City Data in accordance with Section 4.1.2. The following types of
information are excluded from this requirement: (i) City Data that becomes a part of the public domain, including
through court filings; and (ii) City Data that Contractor is required to maintain, by law, regulations, or by the terms
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information of a similar nature, but in no event with less than reasonable care. At LADOT’s request or upon
termination or expiration of this Agreement, the Contractor will return to LADOT any Deliverables not provided to
the City and Contractor will destroy (or permanently erase in the case of electronic files) all copies of Confidential
Information, and Contractor will, upon request, certify to City its compliance with this sentence.

4.1.3  Exceptions. The confidentiality obligations set forth in Section 4.1.2 shall not apply to any Confidential
Information that (a) is at the time of disclosure or becomes generally available to the public through no fault of the
Contractor; (b) is lawfully provided to the Contractor by a third party free of any confidentiality duties or
obligations; (c) was already known to the Contractor at the time of disclosure free of any confidentiality duties or
obligations; or (d) the Contractor can demonstrate was independently developed by Personnel of the Contractor
without reference to the Confidential Information. In addition, the Contractor may disclose Confidential Information
to the extent that such disclosure is necessary for the Contractor to enforce its rights under this Agreement or is
required by law or by the order of a court or similar judicial or administrative body, provided that (to the extent
legally permissible) the Contractor promptly notifies LADOT in writing of such required disclosure, cooperates with
LADOT if LADOT seeks an appropriate protective order, and the Contractor discloses no more information that is
legally required.

4.2 Contractor’s Confidential Information. For purposes of this Section 4.2, “Confidential Information”
means any nonpublic information received by City that is either marked as “Confidential” or “Proprietary” at the
time of disclosure, or, if provided orally, through verbal identification as confidential at the time of disclosure that,
under the circumstances, a person exercising reasonable business judgment would understand to be confidential or
proprictary. “Confidential Information” under this Section 4.2 is further limited to information that is a “trade
secret,” as defined in subdivision (d) of Section 3426.1 of the California Civil Code, or paragraph (9) of subdivision
(a) of Section 499c¢ of the California Penal Code, including but not limited to Contractor’s (a) business plans,
methods, and practices; (b) personnel, customers, and suppliers; (¢) inventions, processes, methods, products, patent
applications, and other proprietary rights; or (d) specifications, drawings, sketches, models, samples, tools, computer
programs, technical information, or other related information, which is maintained by the Contractor as confidential.

4.2.2  Protection of Confidential Information. Except as expressly authorized herein, City shall hold in
confidence and not disclose any Confidential Information to third parties and not use Confidential Information for
any purpose other than fulfilling its obligations under this Agreement or the City Contract or realizing the benefits of
the Contracted Services delivered thereunder. City shall limit access to Confidential Information to employees and
contractors (1) who have a need to know such information for a purpose authorized under this Agreement; (2) who
have confidentiality obligations no less restrictive than those set forth herein; and (3) who have been informed of the
confidential nature of such information. In addition, City will protect Confidential Information from unauthorized
use, access, or disclosure in the same manner that it protects its own proprietary information of a similar nature, but
in no event with less than reasonable care. At Contractor’s request, City will, to the extent permitted by the State of
California’s records retention laws, destroy (or permanently erase in the case of electronic files) all copies of
Confidential Information, and City will, upon request, certify to Contractor its compliance with this sentence.

4.2.3  Exceptions. The confidentiality obligations set forth in Section 4.2.2 shall not apply to any Confidential
Information that (a) is at the time of disclosure or becomes generally available to the public through no fault of the
City; (b) is lawfully provided to the City by a third party free of any confidentiality duties or obligations; (c) was
already known to the City at the time of disclosure free of any confidentiality duties or obligations; or (d) the City
can demonstrate was independently developed by personnel of the City without reference to the Confidential
Information. In addition, the City may disclose Confidential Information to the extent that such disclosure is
necessary for the City to enforce its rights against Contractor under this Agreement or as required by law, including
the California Public Records Act (CPRA), or by the order of a court or similar judicial or administrative body,
provided that (to the extent legally permissible) the City promptly notifies Contractor in writing of such required
disclosure and the City discloses no more information than is legally required.

4.24  Contractor undertakes and agrees to defend, indemnify and hold harmless City and any of City’s boards,
officers, agents, and employees from and against all suits, claims, and causes of action brought against City for
City’s refusal to disclose Confidential Information to any person making a request pursuant to the

CPRA. Contractor’s obligations herein include, but are not limited to, all reasonable attorney's fees (both in house
and outside counsel), reasonable costs of litigation incurred by City or its attorneys (including all reasonable actual,
costs incurred by City, not merely those costs recoverable by a prevailing party, and specifically including
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reasonable costs of experts and consultants) as well as all damages or liability of any nature whatsoever arising out
of any such suits, claims, and causes of action brought against City, through and including any appellate
proceedings. Contractor’s obligations to City under this indemnification provision shall be due and payable on a
monthly, on-going basis within thirty (30) days after each submission to Contractor of City invoices for all fees and
costs incurred by City, as well as all damages or liability of any nature. Contractor shall receive prompt written
notice from City within five (5) business days of receipt of any (1) communication to City challenging City’s refusal
to disclose Confidential Information, and (2) any complaint or petition to the court challenging City’s refusal to
disclose Confidential Information. Further should Contractor choose to intervene in any court action relating to the
City’s refusal to disclose Contractor’s information, City shall not oppose Contractor’s motion to intervene.
Contractor shall have no obligations to City under this provision in any circumstance where Contractor provides
written confirmation to City that 1) all of the requested records at issue are not Confidential Information and 2) City
may release said records to the requester.

4.3 Compliance with Privacy Laws. Contractor is responsible for ensuring that Contractor’s performance of
its obligations and exercise of its rights under this Agreement complies with all applicable local, state, and federal
privacy laws and regulations, as amended from time to time. If this Agreement or any practices which could be, or
are, employed in performance of this Agreement become inconsistent with or fail to satisfy the requirements of any
of these privacy laws and regulations, City and Contractor shall in good faith execute an amendment to this
Agreement sufficient to comply with these laws and regulations and Contractor shall complete and deliver any
documents necessary to show such compliance. The City acknowledges and agrees that Contractor is not
responsible for giving any notices to or obtaining any consents from any other party in order for Contractor to
process the City Data as contemplated by this Agreement.

5. Warranties. Contractor represents and warrants that:

51 Disabling Code. No software or services to which the City is provided access and use hereunder contains
any undisclosed disabling code (defined as computer code designed to interfere with the normal operation of the
software or the City’s hardware or software) or any program routine, device or other undisclosed feature, including
but not limited to, a time bomb, virus, drip-dead device, malicious logic, worm, Trojan horse, or trap door which is
designed to delete, disable, deactivate, interfere with or otherwise harm the software or the City’s hardware or
software.

5.2 Virus/Malicious Software. Contractor has used its best efforts to scan for viruses within Contractor’s
networks and information systems, and no malicious system will be supplied under this Agreement.

53 Information Security. Contractor’s information security procedures, processes, and systems will at all
times meet or exceed (i) the requirements of this Agreement; and (ii) all applicable information security and privacy
laws, and legally binding standards, rules, and requirements related to the collection, storage, processing, and
transmission of personally identifiable information.

6. Indemnification; Limitation of Liability

6.1 Indemnification. Except for the active negligence or willful misconduct of City, or any of its boards,
officers, agents, employees, assigns, and successors in interest, Contractor shall defend, indemnify, and hold
harmless City and any of its boards, officers, agents, employees, assigns, and successors in interest from and against
all lawsuits and causes of action, claims, losses, demands, and expenses, including, but not limited to, attorney's fees
(both in house and outside counsel), reasonable cost of litigation (including all actual litigation costs incurred by
City, including but not limited to, costs of experts and consultants), damages, or liability of any nature whatsoever,
for death or injury to any person, including Contractor’s Personnel and agents, or damage or destruction of any
property of either party hereto or of third parties, arising in any manner by reason of an act, error, or omission by
Contractor, Subprocessors, subcontractors, or their boards, officers, agents, Personnel, assigns, and successors in
interest. The rights and remedies of City provided in this Section shall not be exclusive and are in addition to any
other rights and remedies provided by law or under this Agreement. This provision will survive expiration or
termination of this Agreement.

6.2 Limitation of Liability. Neither party shall be liable hereunder for special, indirect, consequential, or
incidental losses or damages including, but not limited to, lost profits, lost or damaged data, failure to achieve cost
savings, or the failure or increased expense of operations, regardless of whether any such losses or damages are
characterized as arising from strict liability or otherwise, even if a party is advised of the possibility of such losses or
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